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This is a wide-ranging compilation of opinions
about the Internet and various truths and myths
about its operation, use and impact. While I
don’t agree with all of the characterizations
found in this collection, I think it is important

to examine assertions made about the

Internet and its applications both to clarify
misunderstandings and to understand how some
of these misrepresentations come about. Some
originate in a kind of zealous hubris about the
independence of cyberspace, which, on closer
inspection, is revealed to be more bound to

the physical and political world than one might
think. Others strike me as excuses for adopting
positions that are inimical to the beneficial uses
of the present day Internet. What is important

is for readers to approach these analyses in the
spirit of ascertaining useful truths about the
complex artifact that the Internet has become.
The implementation and use of the Internet varies
significantly from one jurisdiction to another,
depending on physical infrastructure, culture,
societal norms and available technology. The
“myths” need to be examined and evaluated in
context to be understood and properly evaluated.

My own biases are sure to be evident owing to

my long-time involvement in many aspects of the
Internet’s creation and evolution, but I continue to
believe that, as a platform, it has and will continue
to be an extraordinary source of information,
innovation and collaboration. The World Wide
Web that rides atop the Internet infrastructure
has promoted a cornucopia of applications and
information infusion comparable to the invention
of the printing press. But the unique flexibility of
the underlying computing infrastructure provides

a universe of functionality unreachable in the static
print form. Content can be searched, translated,
organized, repurposed, and adapted in ways limited
only by our ability to imagine and write software to
implement new capabilities.

The profusion of information found in the Net puts a
burden on users to think critically about the quality,
accuracy and veracity they find. This takes work and,
in some sense, is the price we pay for the information
freedom found in the online world. Those freedoms
are at risk, however, precisely because the borderless
Internet is more embedded in the political landscape
than its enthusiastic promoters sometimes wish.
Dispelling myths has the benefit of placing a reality
lens on this remarkable environment and the resulting
clarity can help us to steer a course towards an
Internet whose benefits can consistently outpace its
deficits.
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In this complex digital world, we — citizens,
politicians and business leaders — need images
and narratives that help us understand the world
we live in. In most cases it is quite enough for us
that these are plausible. We often cannot check
whether they are true, and so the conclusiveness
of a nice analogy or the fascination with a concept
that brings complex developments down to earth
is enough for us.

The echo chamber, one of the myths described in
this book, can serve as an example. It has almost
become a catchphrase to say that “we all live in
echo chambers” at the opening of conferences.
While this sounds plausible, it has only one small
flaw - it‘s not true, at least not in this broad
sense. It has been demonstrated that — at least
in Germany where the “echo chamber” narrative
is very popular — real echo chambers only exist
for smaller extremist groups, not for society at
large. Most people still want to be part of an
overall “societal discourse” and use a broad media
repertoire to gather information.

For the Internet, the services and the social
practices that the Internet makes possible,

this dependence on conclusive descriptions,
metaphors and explanations is particularly strong.
The Internet is not tangible, communications
over networks are ultimately based on protocol
standards. Nothing could be more abstract and
yet its factual transformative power could hardly
be greater, for better or for worse. Here, we are
particularly dependent on images and narratives
to orient ourselves in this realm, but also to find
appropriate governance concepts.

Everyone who works with these metaphors, images
and narratives has a great responsibility here.

This is also and especially true for academia. It

is not enough to carry out individual studies that
refute the thesis of echo chambers and offer more
sophisticated concepts. These concepts must also be
conveyable in such a way that they can be connected
to social discourse. Otherwise, the established

myth will remain, even if some scholars know that

it is empirically wrong. The authors and editors of
this book deserve our sincere thanks — not only for
drawing attention to this challenge, but also for
starting to solve it right away.
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The Moon landing was a fake. The Earth is flat. Vaccines are bad. These are
myths you encounter on the Internet. But these are not Internet myths as we
understand them — and debunk them — in this book; we rather bust Internet-
related myths. In doing so, we rely on a broad conception of myth as coined
by the influential French cultural theorist Roland Barthes: a myth is a cultural
construction that appears to consist of universal truths embedded in common
sense.

It is a myth, for instance, that what people do on the Internet cannot be
regulated. It is a myth that protocols do not have politics. These powerful
constructions of reality mystify the actual challenges in regulating the
Internet. While containing some truth (it is often more difficult to regulate
online behaviour than offline activities, and protocols have fewer “politics”
than laws, which are distilled politics), they obfuscate what is actually at stake.
This is the very reason that there are forces within the Internet policy field that
have a vested interest in promulgating myths. The monsters of bad policy lurk
in the shadows of myths about the way the Internet is being run. They feast
and grow on disinformation, misinformation and the uncritical belief in stories
we tell ourselves to make sense of the world(s) we construct for ourselves to
make sense of the space we inhabit.

Psychologically, myths are attractive because they seem intuitive. Myths sound
like helpful simplifications in ever more complex times. They suggest that

we can stop reflecting, stop questioning the status quo, stop thinking of how
to improve what we perceive. If algorithms are always neutral, then we do

not need to develop normative tools to hold the companies accountable that
develop and deploy them. Not thinking, not questioning, not looking at detail is
always easier than the opposite.

Myths are seductive. Cybercriminals go free sounds like something we may
have read, something that we may have heard even politicians say. But do
they? Or does the myth hide the uncomfortable truth that they do not and that
it takes hard forensically sound policing to counter them, rather than political
posturing?
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If search engines provide objective results, then there is no pressing need to
open up a societal discourse on the duties of those structuring information. If
privacy is dead, then why get riled up about privacy violations? If algorithms
are neutral, then biases are an issue of the past.

But all isn’t well in the state of the Internet (which, of course, isn’t a state by
itself: that laws do not apply online is a powerful myth in its own right).

Myths are like heuristics to help simplify the world. Like many heuristics myths
may be useful, partially true or even be based on or encompass dearly held
beliefs. In terms of economy of thought myths may make sense individually.
Thinking is hard, critical thinking even more so. But societally, myths are very
dangerous.

Many who use myths do so consciously. “Myth has the task”, as Barthes wrote,
“of giving a historical intention a natural justification and making contingency
appear eternal”. But each normative solution to a specific problem of Internet
politics, policy and the global Internet polity is highly contingent. If we mystify
the origins of the Internet, the role of algorithms, the character of code, the
normativity of rules, the pluralism in cultures and concepts of life, we lose
track of historical contingencies, cultural dependencies, the conditions of
social interrelationships.

It is against this background that we decided to publish a call for Internet-
related myths. We collected submissions and in a peer-reviewed process
selected the 50 most representative ones. We are fully aware that the myths in
this book only represent a fraction of the myths present in Internet governance
discourses, but, we submit, it is a rather representative fraction that does
cover many of the key themes and all of the broad thematic issues of the
Internet Governance Forum in Berlin 2019, the occasion at which this book

is published (the IGF is not just a talking shop, as another myth we demystify
may want to have you believe).

Indeed, it was with a view to demystification of Internet governance
discourses that we sought the cooperation of this year’s host of the Internet
Governance Forum 2019 in Berlin, whose financial support for this project is
gratefully acknowledged. The responsibility for the selection and busting of
the myths in this book, however, remains ours.
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It is a responsibility we bear with great joy because we are convinced that the
stellar team of authors from founders of the Internet to emerging scholars,
from practitioners and professors to theorists and technologists, does a
spectacular job in demystifying the Internet. Our goal was to provide a vade
mecum for all engaging with the future of the Internet, to rationalize the
discourse and to shatter commonly held assumptions.

Our introduction is followed by five chapters that serve to structure the book:
(1) Rights and Rules, (2) Security and Safety, (3) Inclusion and Integration, (4)
Infrastructure and Innovation and (5) Data and Disruption.

The book appears in English and contains summaries in Arabic, Chinese,
French, German, Russian and Spanish. The texts will also be available
online at internetmyths.eu, together with a complete German version at
internetmythen.de.

Current and future man, as German philosopher Giinther Anders described,
meaning people today and people tomorrow, are characterized by a
discrepancy between growing technological capacities and the failure of
imagination to provide for technology’s consequences. Too often myths are
used to bridge this gap. But as we show in the course of the 50 myths on
the following pages these are just constructs often promulgated by special
interests.

Another early German philosopher of technology, Hans Jonas, argued that

for technology to work for humans, we need a new “Kompafs”, a regulatory
polestar, to orient norms and policies. By the early 2000s such a polestar,
such a finality, had emerged and would influence the first 15 years of internet
governance. In the 2003 Geneva Declaration of Principles and the 2005 Tunis
Commitment, the international community confirmed its commitment to build

“a people-centred, inclusive and development-oriented Information Society,
premised on the purposes and principles of the Charter of the United Nations,
international law and multilateralism, and respecting fully and upholding
the Universal Declaration of Human Rights, so that people everywhere can
create, access, utilize and share information and knowledge, to achieve their
full potential and to attain the internationally agreed development goals and
objectives, including the Millennium Development Goals.”

14

At this IGF in Berlin, like at the last ones, Internet governance stakeholders
discuss how best to achieve this goal. Myths that stand in the way of the
commitment need to be busted. This happens to the first 50 myths on the
following pages.

Matthias C. Kettemann and Stephan Dreyer
Hamburg/Berlin « September 2019
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Nikolas Guggenberger

What people do on the Internet cannot be regulated.

Myth: The Internet cannot be regulated. Human behaviour on the Internet
resists all or at least meaningful regulation. Laws either do not apply or, if

they apply and are broken, cannot be enforced by the state because of the
architecture of the infrastructure and the nature of online communication.

Busted: Despite all evidence to the contrary, the myth that behaviour on the
Internet, in cyberspace, or on the “information superhighway” cannot be
regulated has prevailed in principle and resurrected in new clothes with every
cycle of innovation. The myth builds on both, a misconception of the very
nature of regulation and a misunderstanding of the network’s infrastructure
and the characteristics of online communication in general. Thirty years of
scholarship, legislation, and enforcement actions have debunked this myth,
and, yet, with every new phenomenon from search engines to social media and
Blockchain technology, the myth re-emerges.

Let us start with the misconception of the nature of regulations. Regulations
address persons, natural or legal persons to be precise. Regulations do

not directly regulate things, including networks, spaces or highways of all
sorts, but, at best, relationships between persons and things. Therefore,

the question whether the Internet itself can be regulated directly would be

the wrong question to ask. Rather, the question to ask is whether persons
communicating or transacting via the Internet can be addressed by regulations
and whether that in turn shapes the gestalt of the Internet. Phrased correctly,
we can clearly answer the question in the affirmative: Persons can be punished
for online fraud, they can be held accountable for copyright violations and for
distributing illegal content. Electronic contracts are legally binding just as their
analogue equivalents. Consumer protection rights have shaped the practice of
e-commerce, and the GDPR and its predecessors have defined the boundaries
of processing personal data.

18

The second misunderstanding confuses certain shortcomings in the practical
enforcement of legal provisions and the ability to regulate in general.

No doubt, the digital, global, partially decentralized, and in certain ways
anonymous environment online promotes certain crimes and eases the
circumvention of local rules by lowering transaction costs for such practices
(- #5). However, none of these challenges to law enforcement would
undermine the ability to regulate online conduct. First, the competent
authorities have developed approaches to investigate crimes and enforce
rules online. Second, the Internet as a network and intermediaries depend on
physical infrastructure, which can easily be targeted by enforcement actions.
Third, the Internet is by no means an environment in which supervision, for
systemic reasons, is substantially more difficult than elsewhere.

Truth: Behaviour on the Internet can be subjected to regulation just as any
other behaviour. Laws and regulations apply and breaches trigger enforcement
actions. Though anonymity, the cross-border character of contracts and
crimes, the speed of communication and technical prowess of criminals
challenge the effectiveness of law enforcement, this does not change the
simple fact that online just as offline, our lives are subjected to regulation.

Source

Lawrence Lessig, Code Version 2.0 (Cambridge: Basic Books).
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Was man im Internet tut, lasst sich nicht regulieren.

Nein, sagt Nikolas Guggenberger: Das Verhalten im Internet kann wie jedes
andere Verhalten Gegenstand von Regulierung sein. Gesetze und Vorschriften
gelten und Verstofie losen Rechtsfolgen aus. Auch wenn Anonymitat, der
grenziiberschreitende Charakter von Vertragen und Straftaten, die Geschwin-
digkeit der Kommunikation und die technischen Fahigkeiten von Kriminellen
Herausforderungen an die Wirksamkeit von Strafverfolgungsmafsnahmen
stellen, andert dies nichts an der einfachen Tatsache, dass unser Leben online
ebenso wie offline Regulierung unterworfen ist.
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Ce que les gens font sur Internet ne peut étre réglementé.

Non, écrit Nikolas Guggenberger: les comportements sur Internet peuvent étre
soumis a une réglementation, comme n‘importe quel autre comportement. Les
lois et les réglements s‘appliquent et les infractions entrainent des mesures
coercitives. Bien que l'anonymat, le caractére transfrontalier des contrats et
des crimes, la rapidité de communication et les prouesses techniques des
criminels remettent en question l'efficacité de 'application de la loi, cela ne
change rien au simple fait qu’en ligne comme ailleurs, nos vies sont soumises
adesrégles.

AKTUBHOCTDb Nloaei B UHTepHeTe HEBO3MOXXHO peryimpoBarb.

970 He Tak, roBopuT Hukonac Myrren6eprep: Kak u nobyto gpyryo,
aKTMBHOCTb B IHTEpHETEe MOXHO perynvMpoBartb. [IpaBoBbie HOPMbI HAKTO
He OTMEHS, U UX HapyLleHWe BeYveT 3a coboit Mepbl BO34eNcTBuS.
AHOHVWMHOCTb, MEXAYHAPOAHbIN XapaKTep CAENOK U NpaBOHapyLIEHWH,
CKOPOCTb B3aMMOLENCTBUSA N TEXHUYECKASA NOAKOBAHHOCTb MPECTYMHMKOB
CTaBAT nop, COMHeHne ah(heKTUBHOCTb CUCTEMbI OXPaHbl MPaBoOMNoOPsAaKa,
BMNPOYEM, 3TO HE OTMEHSET TOro NPOCTOro hakTa, UTO HALLA XU3Hb
perynmpyeTcs KakK OHfaliH, Tak 1 odiaiiH.

No es posible regular lo que las personas hacen en el internet.

No, dice Nikolas Guggenberger: el comportamiento en el internet esta

sujeto a regulaciones al igual que cualquier otro tipo de conducta. Existen
leyes y regulaciones y su incumplimiento conlleva sanciones. A pesar de

que el anonimato, el caracter transfronterizo de los contratos y crimenes, la
velocidad de la comunicacion y la destreza técnica de los criminales dificultan
la aplicacion efectiva de la ley, esto no altera el simple hecho de que, tanto en
el mundo “online” como en el “offline”, nuestras vidas estan sujetas a leyes.
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Matthias C. Kettemann

International law does not apply on the Internet.

Myth: Since there is no international treaty regarding the Internet, along the
lines of the Paris Agreement on climate change, international law does not
apply to international subjects and their relations on, and mediated by, the
Internet. States can do what they want online.

Busted: True enough: there is no one international treaty regulating
cyberspace. But international law applies to the Internet fully and protects the
security, stability, robustness, resilience and functionality of the Internet — its
integrity — as a matter of common interest. Already the 2013 report of the UN
Group of Governmental Experts, building on the Geneva and Tunis documents,
confirmed that applying norms derived from existing international law relevant
to the use of ICTs by states “is an essential measure to reduce risks to
international peace, security and stability”. In its 2015 report, the Group went
further and identified the commitment by states to certain key principles of
the Charter and other international law as centrally important. These include
sovereign equality, prohibition of the threat or use of force, respect for human
rights and fundamental freedoms and non-intervention in the internal affairs
of other states.

Apart from customary international law, general principles of international law
also apply to online settings. These include the principles of due diligence and

good neighbourliness which are implemented through confidence-building and
capacity-building measures.

There is also a normative argument to be made for applying international law
to the Internet: it is “necessary” law. International law is the only body of the
law that can serve as the legitimate foundation of an internationally applicable
order of norms, through which the exercise of international public authority
can be legitimated and the distribution of goods and rights contested and
discussed.
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The Internet’s public core and the servers necessary for it to function are
both indispensable for critical infrastructure (e.g. power grids) to work and, in
themselves, critical (information) infrastructure. Safeguarding the Internet’s
integrity (its security, stability, robustness, resilience and functionality) has
both become an essential goal for international law and can only be ensured
by international law.

International law of the Internet also provides the frame in which Internet
governance approaches take place, the “practice” of regulating the Internet

(= #1). Their relevance lies also in the observation that on the Internet the
question of legality/illegality is often a false dichotomy. While law traditionally
focused on that binarity, governance norms allow for the conceptualization and
critique of regimes of responsibility and accountability: there are many shades
of legality online. In light of the dynamic nature of the Internet, this variable
normativity is a key characteristic of normative evolution.

Truth: While there is no international treaty dedicated to the Internet,
international law fully applies. Customary rules and general principles of
international law define the power and limits of international actors and, as

is common with international law, almost all states respect almost all rules.
When more policy-oriented questions need to be solved, Internet governance
approaches complement international law.

Source
Group of Governmental Experts Group of Governmental Experts on Developments in the Field of
Information and Telecommunications in the Context of International Security, UN Doc. A/70/174
of 22 July 2015; Matthias C. Kettemann, The Common Interest in the Protection of the Internet: An
International Legal Perspective, in Benedek/de Feyter/Kettemann/Voigt (eds.), The Common Interest in
International Law (Antwerp: Intersentia, 2014), 167-184.
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Im Internet gilt kein Volkerrecht.

Nein, sagt Matthias C. Kettemann: Auch ohne einen internationalen Internet-
Vertrag gilt das Vélkerrecht in vollem Umfang fiir internetbasierte
Informations- und Kommunikationsstrome und die diesen zugrunde liegende
Infrastruktur. Volkergewohnheitsrechtliche Regeln, darunter das Prinzip

der Nichteinmischung, sowie allgemeine Grundsatze des Volkerrechts, wie
beispielsweise der Grundsatz der gebotenen Sorgfalt, bilden den normativen
Rahmen fiir das Verhalten internationaler Rechtssubjekte. Internet
Governance erganzt das Volkerrecht.
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Le droit international ne s‘applique pas sur Internet.

Non, écrit Matthias C. Kettemann: bien qu‘il n‘y ait pas de traité international
spécifique a Internet, le droit international s‘applique pleinement aux flux
d‘informations et de communication circulant sur Internet et linfrastructure
attenante. Les régles coutumiéres, comme la non-intervention, et les principes
généraux du droit international, comme le principe de diligence raisonnable
ou de vérification préalable, encadrent de fagon normative le traitement des
sujets liés au droit international. Les approches de la gouvernance d’Internet
viennent compléter le droit international.

MexxpyHapopHoe NpaBo He pacnpocTpaHseTcs Ha UHTepHer.

370 He Tak, roBopuT Matmac K. KettemaHH: HecmoTps Ha oTcyTCcTBUE
MeXAyHapoaHOoro 4orosopa, NocBaWweHHoro HTepHeTy, MexayHapoaHoe
npaBo B MOJIHON Mepe NPUMEHSETCH NO OTHOLIEHMWIO K MH(hOPMaLMOHHbIM
1 KOMMYHMKALMOHHbBIM MHTEPHET-NOTOKAM U 06cnyuBatoLen nx
MHpacTpyKkType. HopMbl 06bI4HOrO NpaBa, Takue Kak HEBMeLIaTeNbCTBO,
1 06LMe NPUHLMUNBI MEXOYHAPOLHOrO NpaBa, Kak NPUHLMM SOJIKHOM
OCMOTPUTENBHOCTH, ONPEAENSOT NoBeAeHe CYObEKTOB MEXAYHAPOAHOro
npaea. MexpayHapogHoe NpaBo [OMNOJIHAETCS NOAXOAAMM K yNPaBAeHUo
NHTepHeTOM.

El derecho internacional no se aplica al internet.

No, dice Matthias C. Kettemann: si bien no existe un tratado internacional
dedicado al internet, el derecho internacional se aplica plenamente a la
informacion del internet, a los flujos de comunicacién y a la infraestructura
que les subyace. Las normas consuetudinarias, como la de no intervencion, asi
como otros principios generales del derecho internacional como el principio
de diligencia debida, ponen marcos normativos al comportamiento de los
sujetos internacionales de derecho. Los enfoques de gobernanza del internet
complementan al derecho internacional.
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Riikka Kuolu

Code is law.

Myth: Code is law. The software codes have become focal, or even the primary
tool for regulating human behaviour and asserting social control. The Internet
is also averse to governmental regulation and thus in need of alternative
strategies such as self-regulation and regulation by code.

Busted: It is undeniable that coded environments have a normative dimension
that influences possible actions of Internet users. However, this does not
mean that existing societal and legal structures would automatically disappear
or become inefficient in online environments; and neither was this Lessig’s
original argument. According to Lessig, technical infrastructure is only one
form of cyberspace regulations alongside with law, social norms, and the
market. Lessig’s stance can be seen to represent cyberpaternalism, as it
depicts concern for the covert, opaque and insidious control that the codes
presents, which in Lessig’s view needs to be remedied by legislations and
transparency of both online and offline regulations.

Ultimately, code is law is an oversimplification of a much more complex
regulatory landscape, reflecting the disbelief in the states’ ability to regulate
cyberspace as coined in the 1996 Declaration of Independence Cyberspace
and often misquoted for political ends. (= #1) The approach does not take
into account that modern law is not bound to the state but is also international
and pluralistic. (=#2) Hence, transnational nature of Internet does not mean
that online behaviour would remain beyond the grasp of state and non-state
offline actors, as e.g. the attempts to regulate platforms, data governance, and
consumer protection in e-commerce demonstrate.

Lessig’s observation that in cyberspace social control is exerted through
technological architecture holds true. It also reflects earlier insights into
normative technologies, which focused on social engineering through
architecture and technological artefacts. As Leenes describes, code is law
resembles other “design-based control mechanisms [that] are extremely
powerful because they act ex ante rather than ex post” and that do not involve
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sanctions in the typical sense (Leenes 2012, 147). Technical infrastructure is
not sufficient, as it is not able to entirely remove conflicts, which then require
ex post mechanisms for dispute resolutions provided by law.

The normativity of technology differs from legal normativity. Hildebrandt
describes technological normativity as “the way a particular technological
device or infrastructure actually constrains human actions, inviting or
enforcing, inhibiting or prohibiting types of behavior”. Unlike legal normativity,
technological architecture does not rely on the state’s authority and monopoly
of violence nor is it produced through democratic procedure (Hildebrandt
2008, 176).

Truth: Socio-legal scholarship has produced a more complex and nuanced
approach to describe the intricate interplay of technical, legal, and social rules
that define and regulate human behaviour online. For example, concepts of
legal pluralism or techno-regulation can be used to describe the complexity

of Internet regulation that consists of multiple state and non-state actors and
layers of legal, social, and technical regulation.

Source
Mireille Hildebrandt, Legal and Technological Normativity: More (and Less) Than Twin Sisters (2008)
12(3) Techné: Journal of the Society for Philosophy and Technology (2008), 169-183, https.//www.
academia.edu/702733/Legal_and_Technological_Normativity_more_and_less_than_twin_sisters;
Ronald Leenes: Framing Techno-Regulation: An Exploration of State and Non-State Regulation by
Technology, Tilburg Law School Legal Studies Research Paper Series No. 10/2012, available at:
http://ssrn.com/abstract=2182439.
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Code ist Gesetz.

Nein, sagt Riikka Kuolu: Die rechtssoziologische Forschung hat einen kom-
plexeren und differenzierteren Ansatz zur Beschreibung des komplizierten
Zusammenspiels technischer, rechtlicher und gesellschaftlicher Regeln fiir die
Regelung menschlichen Verhaltens im Netz formuliert. So konnen beispiels-
weise Konzepte des rechtlichen Pluralismus oder der Technoregulierung zur
Beschreibung der Komplexitat der Internetregulierung hilfreich sein, um die
Vielzahl staatlicher und nichtstaatlicher Akteure sowie die verschiedenen
Schichten rechtlicher, gesellschaftlicher und technischer Regulierung passend
zu fassen.

0P g 3¢S

Chog) 1a,ds3s 885 5T &b os dogilill deslozoVl &8yl Codied 15)sS 155 Jois 138 IS
a3yl U1 s il dsladl @iy suss 3 deslozzVlg dgilally dual) aelsall oy wish) Sl
0 wiiss o) i)l pabaitll ol dgilal] dpsasall paalie plasiisl 5Sg JBLI Jupw b
2SIl (e Bousmte Oladsy desyl xeg denyll delall Slazdl (o wpasll e Al U1 S5l
Aoally desloazYly do g3l deaddar]

A, Kuolu Bii: HE-EBFAMRFET —MHEASRMNABNR

Ak, BTFEREXMITEMEIT AR ZEMASHN ZEHE 2
HEER. B, FRSTAEEAEENTSA A FHEEHS M ERM
EERITAEURER. HEMRAEERARMNERENEENE R,

28

Non, écrit Riikka Kuolu: les recherches sociojuridiques ont apporté une
approche plus complexe et nuancée pour décrire l'interaction complexe de
régles techniques, juridiques et sociales qui définissent et réglementent le
comportement humain en ligne. Par exemple, les concepts de pluralisme
juridique ou de techno-régulation peuvent étre utilisés pour décrire la
complexité de la régulation d’Internet composée de multiples acteurs
gouvernementaux et non-gouvernementaux et de multiples couches de
régulations juridiques, sociales et techniques.

Kop, — 3T0O 3aKOH.

370 He TakK, roeopuT Puiikka Kyny: Coumo-npaBoBble Hayku BbipaboTanu
6onee CnoXHbIN U TMBKMIA Noaxon, K 0TobpaXKeHUI0 3aMbICIOBATOrO
B3aMMOLEeNCTBUA Mex Ay TEXHUUYECKUMU, OPULUYECKUMU U COLMASTIBHBIMU
npaBuaMu, KOTOPbIe ONPenensioT U PEryUPYIOT OHaNH-aKTUBHOCTb. K
npuMepy, ¢ NOMOLLbI0 KOHLEMNLMM NPABOBOro Nopann3Ma Unm TeXHUYecKoro
perynnpoBaHUs MOXXHO 06bACHUTb KOMIMJIEKCHOCTb PeryinpoBaHms
NHTepHeTa, 4To BKJIOUYAeT B ceba MHOXECTBO rocy4apCTBEHHbIX U
HEerocygapCcTBEHHbIX yYaCTHUKOB, a TaKXe YPOBHEW pUaNYECKOro,
COLManbHOro N TEXHUYECKOro PerynmpoBaHms.

No, dice Riikka Kuolu: los estudios socio-juridicos han producido un enfoque
mas complejo y matizado para describir la compleja interrelacion de normas
técnicas, legales y sociales que definen y regulan el comportamiento humano
en el internet. Pueden usarse, por ejemplo, conceptos de pluralismo juridico

y de normativa técnica para describir la complejidad de la regulacion del
internet, la cual consta de multiples actores estatales y no-estatales, asi como
de estratos de reglamentacion legal, social y técnica.
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in turn shape society. Likewise, communities affected by protocol design

— whether representing specific disability justice concerns around website
Corinne Cath-Speth accessibility or broad human rights concerns like privacy — have highlighted

the inherent politics of protocols. Yet, among many in the technical community

the myth that protocols do not have politics persists, sometimes to the

Protocols do not have politics. detriment of Internet users.

Myth: The technical standards and protocols upon which the Internet is Truth: Upholding that ‘protocols do not have politics’ is inherently a form of

built do not have politics. Rather, they are neutral technologies developed by politics, because it implies a commitment to the status quo — which often

impartial engineers, through apolitical consensus mechanisms, who merely aligns with Global North values and industry interests — driving Internet

want information to flow and networks to internetwork. standardization. It also overlooks how Internet standardization occurs within
distinct cultural, economic and political conditions. Protocols have politics and

Busted: It can be hard to see the politics of protocols through the fog of further critical engagement with the consequences of these politics is needed.

enigmatic Internet standardization acronyms. Protocol developers’ penchant
for dense abbreviations of abbreviations, like Domain Name System (DNS)
over Transport Layer Secure (TLS) or DoT, does not help in that regard.

Some background: The Internet runs on a set of technical standards and
protocols. The first iteration of the Internet came out of the need for disparate
networks to talk to each other. (= #15) Internet protocols enabled such
“internetworking” to occur by providing a standardized manner for networks
to exchange information. These protocols are developed by industry-led
standard-setting bodies, like the Internet Engineering Task Force (IETF). Many
within these organizations hold that protocols do not have politics; protocols
are seen as neutral, it’s in how people use them that they have moral and
political impact.

This is a myth because it presumes that these technical organizations are
somehow detached from their larger context and that protocols are neutral
tools. But protocols are built by people, who encode their values, ideologies
and assumptions. (»#18; - #42) Protocols do have politics. The question is:
whose? Take DoT as an example: its designers prioritized user privacy over
commercial or government access to data about what website users visit.
This prioritization, in turn, influences how power struggles between different
stakeholders (governments, industry, civil society) over online information
flows materialize.

The inherent “politics of protocols” is hardly surprising to those experiencing

or studying its effects. In his landmark 1980’s essay, Langdon Winner showed

that technology is not value neutral, as it reflects distinct moral and political s
ource

choices. More recently’ Laura DeNardis argued that protocols have pOlItICS Laura DeNardis, Protocol Politics: The Globalization of Internet Governance (Boston: MIT Press, 2013);

because they mediate social and political values through technology, which Corinne Cath and Luciano Floridi, The Design of the Internet’s Architecture by the Internet Engineering
Task Force (IETF) and Human Rights, Science and Engineering Ethics 23 (2017) 2, 449-468.
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Protokolle sind unpolitisch.

Nein, sagt Corinne Cath-Speth: Die Behauptung, dass Protokolle unpolitisch
seien, ist bereits eine Form von Politik, impliziert sie doch ein Bekenntnis
zum - oftmals den Werten und Interessen der Industriestaaten und
Wirtschaftsakteure entsprechenden — Status quo und begiinstigt die weitere
Standardisierung des Internets. Auch wird hierbei (ibersehen, wie die
Standardisierung des Internets im Kontext unterschiedlicher kultureller,
wirtschaftlicher und politischer Bedingungen erfolgt. Protokolle sind politisch
und es bedarf einer weiteren kritischen Auseinandersetzung mit den Folgen
dieser Politik.
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Les protocoles ne font pas de politique.

Non, écrit Corinne Cath-Speth: soutenir le fait que « les protocoles ne font pas
de politique » est intrinséquement une forme de politique, car cela implique
un engagement envers le statu quo, souvent aligné sur les valeurs du Nord et
les intéréts de lindustrie, et qui serait a la base de la normalisation d‘Internet.
Cela néglige également la maniére dont la normalisation d‘Internet se produit
dans des environnements culturels, économiques et politiques différents. Les
protocoles font de la politique et un engagement critique supplémentaire vis-
a-vis des conséquences de cette politique est nécessaire.

Monutuka He npuMeHnMa K NpoToKoJiaM.

370 He Tak, rosopuT KopuH KaT-CneT: YTBEpPXKAEHME O TOM, YTO NOSIMTUKA He
NpUMeHnMa K NPOTOKOJIaM yxKe caMo no cebe opma NoNNTUKKM, Begb OHO
KOCBEHHO BbIpa)KaeT NPUBEPXKEHHOCTb MAEE «CTaTyca-KBO», a 3TO B CBOIO
ouepenb 3a4acTyH COOTBETCTBYET LLEHHOCTAM Y 3KOHOMUYECKUM MHTEpecam
TaK HasblBaeMbIX «CTpaH CeBepa», CTUMYNNPYS OHMAMH-CTaH4APTU3ALLUIO.
TaK>Xe OHO UTHOPMPYET TO, KaK NPOUCXOAUT OHMaWH-CTaH4apTU3aUns B
YCNOBUSAX PA3HbIX KYJIbTYPHbIX, 3KOHOMUYECKUX U NOINTUUECKUX (DAKTOPOB.
MonuTMKa NPUMEHUMa K NPOTOKO/aM U falibHeNwWas KpUTUUYHAA peakums Ha
nocrieacTBMSA TaKOM NOMTUKU NPOCTO HeobxopmMma.

No, dice Corinne Cath-Speth: el hecho de sostener que “los protocolos estan
exentos de politica” es ya en si mismo una forma de politica, puesto que
implica un compromiso con el orden establecido (el cual frecuentemente se
alinea a los valores e intereses industriales del Norte Global) que promueve

la estandarizacion del internet. También pasa por alto la manera en la que
esta estandarizacion del internet ocurre en medio de condiciones culturales,
economicas y politicas distintas. Los protocolos implican politica y se requiere
un compromiso critico mayor con las consecuencias de dicha politica.
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Amadeus Peters

Cybercriminals go free.

Myth: Anonymity on the Internet is highly valued by criminals. To hide their
identity they use anonymizers like the Tor browser, which also allows access
to the darknet, and they ask to be paid in cryptocurrencies like Bitcoin. This
makes it impossible for the police to catch cybercriminals.

Busted: Even though there are many good tools to disguise one‘s identity,
law enforcement agencies worldwide have caught many cybercriminals with
low and high profiles. This also applies to customers, traders and platform
administrators of darknet markets (= #17), where drugs, counterfeit money,
and weapons are traded like on Amazon.

A particularly good example is the multinational police operation “Bayonet” in
2017. The Dutch police received a tip from a company that had stumbled upon
a server that was used to test a new feature for the darknet website Hansa.
Hansa was the world‘s third-largest darknet market at the time. The Dutch
police monitored the connections established with the server and was thereby
able to identify the server hosting the actual Hansa website. They secretly
made a copy of the stored data and found very old chat logs with the real
names of administrators.

For unknown reasons, the website was quickly moved to new unknown
servers. The new hosting provider who had been identified in the data
collected on the previous server was paid with Bitcoins. Since the transactions
in the Bitcoin blockchain are public, the payments could be tracked until the
bitcoins were exchanged into euros. The Bitcoin exchange then disclosed their
customer, the new hosting provider, upon request.

The German police arrested the administrators, while the Dutch police
secretly took control of the Hansa website and police officers pretended

to be the administrators. The Dutch police made changes to the encrypted
communications between customers and dealers, providing them with 10,000
delivery addresses. Simulating technical issues, they had all dealers
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re-upload product images to get the geolocations stored in the metadata,
which put them on the trail of 50 sellers. In addition, they tricked 64 sellers
into opening a file that would reveal their real IP address. After having
collected all that data, the website was closed down and the police started
prosecuting customers and dealers.

This example shows how law enforcement agencies can not only overcome
anonymity but also benefit from it. Furthermore, to receive goods or money
paid out in a conventional currency one has to leave the virtual world and thus
relinquish anonymity at some point.

Truth: Cybercriminals get caught despite anonymization tools because human
error and random events - which can provide the crucial clues to overcome
anonymity - cannot be ruled out. Additionally, many popular cryptocurrencies
do not anonymize transactions, but only pseudonymize them, allowing money
flows to be analyzed and tracked. This allows police services to make arrests
in the real world.

Source
Y. Danny Huang et al., Tracking Ransomware End-to-end, IEEE Symposium on Security and Privacy
(2018), https://ieeexplore.ieee.org/document/8418627; Jonathan Lusthaus, Industry of Anonymity
(Cambridge, MA: Harvard University Press, 2018).
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Cyberkriminelle brauchen keine Strafe zu fiirchten.

Nein, sagt Amadeus Peters: Cyberkriminelle werden trotz Anonymisierungs-
tools erwischt, da menschliches Versagen und Zufall — wodurch sich
entscheidende Hinweise zur Uberwindung der Anonymitit ergeben kénnen

- nicht ausgeschlossen werden kénnen. Dariiber hinaus werden bei vielen
gangigen Kryptowadhrungen Transaktionen nicht anonymisiert, sondern
lediglich pseudonymisiert, sodass Zahlungsstréme analysiert werden kénnen
und die Polizei dann in der realen Welt zur Verhaftung schreiten kann.
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Les cybercriminels ne sont pas arrétés.

Non, écrit Amadeus Peters: les cybercriminels se font prendre malgré les
outils d‘anonymisation, car les erreurs humaines et les événements aléatoires,
qui peuvent fournir des indices essentiels pour venir a bout de 'anonymat,

ne peuvent étre exclus. En outre, de nombreuses cryptodevises populaires

ne rendent pas les transactions anonymes, elles les pseudonymisent, ce qui
permet d’analyser les flux monétaires. Cette analyse permet de surcroit a la
police de procéder a des arrestations dans le monde réel.

KubepnpecTynHMKaM BCe CXOAMUT C PYK.

3710 He Tak, roBoput AMapgei MNetepc: HecMoTpsa Ha BCe JOCTYNHbIE
WHCTPYMEHTbl aHOHMMM3aunn, kKnbepnpecTynHMKN BCe e NnonagalTcs, Befb
Yenoseyeckui hakTop U ciyyvanHble CObbITUS HEBO3MOXHO UCKITOUNTD, U
MMEHHO OHW MOTYT CTaTb K/to4OM K nobepe Haf aHOHUMHOCTbIO. K TOMY e,
60nbLWMHCTBO NONYNSAPHbIX KPMNTOBANIOT HE aHOHUMU3UPYIOT onepaLmy,

a TOJIbKO NCEBAOHUMU3UPYIOT UX, YTO AaeT BO3MOXHOCTb aHaIn3npoBaTb
[eHexXHble NOTOKWU. ITO MO3BOSISET NPaBOOXPaHUTENIbHbIM OpraHam
NPOuM3BOANTb apecTbl B peasibHOM MUpe.

Los ciberdelincuentes viven en libertad.

No, dice Amadeus Peters: los ciberdelincuentes son atrapados a pesar de
usar herramientas de anonimizacion, ya que los factores de error humano

y los eventos fortuitos, los cuales pueden proporcionar las pistas clave

para desvelar su anonimato, nunca pueden descartarse. Ademas, muchas
criptomonedas populares no anonimizan sus transacciones, sino que
solamente las seudonimizan, lo cual hace posible analizar los flujos de dinero.
Esto a su vez permite a la policia hacer arrestos en el mundo real.
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Emily Laidlaw

You can say what you want online.

Myth: The Internet is a free-for-all space where hate speech, defamation and
other forms of abuse can be expressed without limits or consequences. If

a person posts something abusive on a social networking site, for example,
this is protected expression, and there are no avenues through the law or
otherwise to restrain that behaviour.

Busted: Many things limit what you say online, including laws, norms,
community standards, advocacy, artificial intelligence and the market. All of
these different modalities of regulations form the system of governance of
online expression. (= #1, - #2) In this system, human rights are the central
conceptual reference point (even if there is significant debate about how to
balance human rights in difficult cases). Human rights law protects the right
to freedom of expression as integral to a thriving democracy, to our sense

of dignity and autonomy and search for the truth. However, the right comes
with responsibilities, such as to not infringe upon the rights of others to their
reputation or privacy, for national security or protection of public health or
morals.

This idea of speech as a right and responsibility infiltrates all the different
layers in the system of governance online. Domestic constitutions tend to
frame freedom of expression this way. Criminal and civil laws prohibit certain
forms of speech that are seen as particularly harmful to society, such as
incitement to hatred, promotion of genocide, defamation or terrorist speech.
A particular challenge online is that the offenders are often difficult to track
down (= #5), whether because they are located out of jurisdiction or post
anonymously (although often identifiable) and speech is routed through a
private intermediary. Thus, traditional command and control laws can be less
effective in restraining illegal speech.
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However, other forms of regulations help fill that gap, at times innovative and
at other times crude. The terms and conditions of use on social networking
platforms create their own limits on the right to freedom of expression, such
as nudity or extreme violence. Artificial intelligence is increasingly used to
ensure compliance by identifying and removing content. On some sites, the
community of users regulates speech through informal social norms, such as
rules of moderators, although this can spur other forms of harmful speech
through mobs. Civil society and communities regulate speech by advocating
for platforms to remove or put back certain content or groups. And the market
regulates speech by providing alternatives to users or is hampered as a
regulator through tech dominance and power.

Truth: The Internet is not a free speech paradise where anything can be
posted without consequence. Rather, online speech is regulated through a
complex system of governance, including laws, norms, community standards,
advocacy, artificial intelligence and the market. The question is not whether
you can say anything you want online — you can’t — but rather how to design
the system managing free expression to be more effective and sensitive to
human rights principles.

Source
Emily Laidlaw, Regulating Speech in Cyberspace: Gatekeepers, Human Rights and Corporate
Responsibility (Cambridge University Press, 2015); David Kaye, Speech Police: the Global Struggle to
Govern the Internet (Columbia Global Reports, 2019).

39



Online kann man sagen, was man will.

Nein, sagt Emily Laidlaw: Das Internet ist kein Paradies freier Meinungsaufse-
rung, in dem alles ohne Konsequenzen veréffentlicht werden kann. Vielmehr
werden Onlinedufierungen durch ein komplexes Governance-System aus Ge-
setzen, Normen, gesellschaftlichen Standards, Interessenverbanden, kiinst-
licher Intelligenz und dem Markt geregelt. Die Frage ist nicht, ob man online
sagen kann, was man will — was nicht der Fall ist —, sondern vielmehr, wie man
das System der freien Meinungsaufserung so gestalten kann, dass es effektiver
und menschenrechtssensibler angewandt wird.
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En ligne, on peut dire ce que l‘on veut.

Non, écrit Emily Laidlaw: Internet n‘est pas le paradis de la liberté d‘expression
ol tout peut étre publié sans conséquence. Au contraire, la parole en ligne

est régie par un systéme complexe de gouvernance, comprenant des lois,

des normes, des standards collectifs, la défense des droits, lintelligence
artificielle et le marché. La question n‘est pas de savoir si vous pouvez dire

ce que vous voulez en ligne puisque ce n’est pas le cas, mais plut6t de savoir
comment concevoir le systeme de gestion de la liberté d‘expression pour qu‘il
soit plus efficace et plus sensible aux principes des droits de 'Homme.

B MHTepHETe MOXXHO roBoOpuTb BCe, UTO Nox>xKeJiaellb.

370 He TakK, roBopuT AMunu J1ananoy: MHTepHeT — 3To He pan cBoboabl COBa,
roe Bbl MOXeTe nybnunkoBaTb UTo yrogHo 6e3 kakux-nnbo nocnepcteuit. Ha
CaMOoM fJene BbiCKasblBaHUSA B MIHTepHeTe peryimpytoTca CoXHON CUCTEMOM
ynpaBneHus, KoTopas BK/toYaeT B cebs 3aKOHbl, HOPMbl, 06L,ECTBEHHbIE
CTaHOAPThI, 3aLNUTY UHTEPECOB, UCKYCCTBEHHbIV UHTENINEKT U PbIHOK. [eno
He B TOM, MOXeTe /11 Bbl TOBOPUTb BCE, UTO 3aXOTUTE OHNAlH — He MOXeTe — a
CKopee B TOM, Kak caenaTb cucteMy cBobobl cnosa 6onee atheKTUBHOMN U
UYyBCTBUTENbHOM K NPUHLMNAM NpaB YesioBeka.

En el internet puedes decir cualquier cosa que desees.

No, dice Emily Laidlaw: el internet no es un paraiso de libre expresion, en
donde cualquier cosa puede ser posteada sin consecuencias. Mas bien, el
discurso online esta regulado por un complejo sistema de gobernanza, el cual
incluye leyes, normas, estandares comunitarios, defensa, inteligencia artificial
y al mercado. La pregunta no seria si puedes o no decir lo que quieras en el
internet (no puedes), sino como hay que disefar el sistema regulador de la
libre expresion para que sea mas efectivo y tenga en cuenta los principios de
los derechos humanos.
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Amélie Pia Heldt

Internet platforms are not liable for user-generated content.

Myth: Internet platforms are merely a conduit for user-generated content.
They function like a pipe and do not look at the content itself, which is why
they are neither liable nor responsible for unlawful content uploaded by their
users.

Busted: Originally, Internet platforms were thought of as distributors, not
publishers: content-neutral platforms that enable their users to share

content without verifying or curating it. This principle was translated into a
landmark U.S. Internet legislation, section 230 of the 1996 Communications
Decency Act (hereinafter Sec. 230 CDA), according to which (simply put) no
“interactive computer service” should be treated as a publisher or a speaker,
hence should not be liable for what had been expressed by means of user-
generated content (UGC). Internet platforms would only be liable for UGC in
cases of federal criminal liability and intellectual property claims, or when
performing an editorial role. The origin of this law can be found in a decision by
the Supreme Court (Smith v. California) concerning the liability of a book store
owner compared to an author’s or publisher’s liability: the Court held that one
could not be held criminally liable without knowledge of content, that is, for
just possessing a book containing obscene images. Such regulation of liability
was deemed unconstitutional under the First Amendment although obscene
speech itself is not protected.

Other countries have adopted similar legislation, e.g. section 79 of the
Indian Information Technology Act, which provides a qualified immunity for
intermediaries, or article 14 of the EU’s E-Commerce Directive 2000/31/EC.

However, there has been a noticeable change over the past five years: the EU
judiciary and the European legislator have moved towards a tighter liability for
platforms. In the course of introducing more balanced responsibility-sharing,
the intermediary immunity has been increasingly restricted when it comes

to hate speech, terror propaganda, or copyright infringements, e.g. by art.

17 (3) of the 2019 EU Copyright Directive in the Digital Single Market, under
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which online content-sharing service providers are now liable for copyright
infringements. Under the German Network Enforcement Act (2017) platforms
have to ensure an efficient complaint procedure for “manifestly unlawful
content”. Under certain EU proposals it could also become mandatory for
platforms to de facto proactively filter UGC in order to prevent illegal content
from being uploaded, but this proposal is highly controversial. (= #6) Allin
all, the question of platforms’ liability highlights the differences in speech
regulation between the US and the EU.

Apart from the limits imposed by the lawmakers it is the principle itself that
has been under attack. The basis of this relative intermediary immunity, that
is, their neutrality vis-a-vis the content itself, is in most cases a chimera.
Platforms classify, prioritize and moderate UGC. Technology enables them to
increasingly identify and remove content before it is flagged by a user, making
the analogy of an uninformed book store owner obsolete.

Truth: Internet platforms are not merely neutral distributors of content they
neither know nor care about. While the liability of platforms in the US is closely
curtailed, European law recognizes a more nuanced responsibility regime,
especially with regard to the protection of intellectual property, clearly illegal
content and serious offences, such as the promotion of terrorism.

Source
Daphne Keller, Toward a Clearer Conversation About Platform Liability, Knight First Amendment
Institute’s “Emerging Threats” Essay Series (2018), https://knightcolumbia.org/content/toward-
clearer-conversation-about-platform-liability; Aleksandra Kuczerawy, Intermediary Liability &
Freedom of Expression: Recent Developments in the EU Notice & Action Initiative (2014), Computer
Law and Security Review 31 (2015) 1, 46-56, CiTiP Working Paper 21/2015,https://ssrn.com/
abstract=2560257.
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Internetplattformen haften nicht fiir nutzer*innengenerierte
Inhalte.

Nein, sagt Amélie P. Heldt: Internetplattformen sind nicht blofse neutrale
Verteiler von Inhalten, die sie weder kennen noch interessieren. Wahrend

die Haftung von Plattformen in den USA stark eingeschrankt ist, kennt das
europaische Recht differenziertere Verantwortungsregelungen insbesondere
in Bezug auf den Schutz geistigen Eigentums, eindeutig rechtswidrige Inhalte
und schwere Straftaten wie beispielsweise die Férderung des Terrorismus.
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Les plateformes Internet ne sont pas responsables du
contenu généré par les utilisateurs.

Non, écrit Amélie P. Heldt: les plateformes Internet ne sont pas de simples
distributeurs neutres de contenus dont elles n‘ont pas connaissance et
dont elles ne se soucient pas. Alors que la responsabilité des plateformes
aux Etats-Unis est trés faible, le droit européen reconnait un régime de
responsabilité plus nuancé, notamment en ce qui concerne la protection de
la propriété intellectuelle, les contenus clairement illégaux et les infractions
graves, telles que la promotion du terrorisme.

MHTepHeT-nnaT(opMbl HEe HECYT OTBETCTBEHHOCTHM 3a
NnoJib30BaTe/IbCKUA KOHTEHT.

370 He Tak, rosoput AmMenu . XenbaT: IHTepHeT-NNaThopMbl — 3TO HE
npocTo 6e3yyacTHble pacnpoCTPaHUTENIN KOHTEHTA, KOTOPbIN UX He 3a60TuT,

M 0 KOTOPOM OHM HMYEro He 3HatoT. Toraa Kak OTBETCTBEHHOCTb NMiaThopm
[0CTaToO4YHO orpaHuyeHa B CLLUA, B EBponeiicCKoM 3aKOHO[ATeNIbCTBE
3aKpenseH 6onee andhepeHUMpPOBaHHbIN PEXUM OTBETCTBEHHOCTH, B
0CO6EHHOCTM B OTHOLLIEHMWM 3aLlUTbl MHTENIEKTYalbHOM COBCTBEHHOCTH, ABHO
HE3aKOHHOIO KOHTEHTA 1 Cepbe3HbIX MPECTYNNEeHUN, TaKMX KaK nponaraHga
TeppopusMa.

Las plataformas del internet no son responsables del
contenido generado por los usuarios.

No, dice Amélie P. Heldt: las plataformas del internet no son meramente
distribuidores neutrales de contenido que no conocen ni les interesa.
Mientras que la responsabilidad de las plataformas en los Estados Unidos
esta estrechamente acotada, la Ley europea contempla un régimen de
responsabilidad mas matizado, especialmente en lo que respecta a la
proteccion de la propiedad intelectual, al contenido claramente ilegaly a
ofensas serias como la promocion del terrorismo.
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Roxana Radu

The Internet has always run on multistakeholder approaches.

Myth: The decentralized nature of the Internet requires the involvement
of various stakeholder groups, such as governments, the industry and civil
society. Unlike other policy fields in which intergovernmental approaches
dominate, the Internet has, from the outset, been synonymous with
multistakeholder governance, offering a seat at the table to all those
interested.

Busted: Many accounts of Internet governance uphold its multistakeholder
nature as an early achievement, allowing governments, businesses, technical
community, academia and civil society to participate in decision-making,
whether in consultative roles or as part of collaborative rule-creation efforts.
However, the decisions that led to the funding, creation and privatization of
the Internet were not the result of multistakeholder processes: they were
unilaterally put forward by the US government. Currently ruled by more than
300 authoritative instruments at the global and regional level (and many more
at the national level), the Internet is governed through various mechanisms,
many of which are exclusively government- or industry-driven.

Frequently contrasted with the intergovernmental model traditionally applied
to regulating telecommunications, the multistakeholder approach is widely
perceived as the best way to govern the Internet, reflecting certain dynamics
set in place by the technical community in the early days of the network. In
practice, multistakeholderism is best understood, since its emergence in

the mid-1990s, as an anchoring practice of the community. The involvement
of representatives belonging to various sectors was prominently practiced
during the negotiations around the management of the domain name system
(DNS), previously ran singlehandedly by an academic at Stanford University
(Jon Postel). In 1998, based on the top-down guidance of the US Department
of Commerce implemented via multistakeholder discussions, a new non-
for-profit organization was established to perform that function: ICANN.
Subsequently, many other organizations started adopting multistakeholder
practices and celebrating the broad range of interests they catered for.
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Over time, multistakeholderism acquired a strong normative grounding,
claiming a distinctive character. Its cross-sector integration in certain activities
of intergovernmental bodies, as well as in the work of standard-setting bodies,
is a case in point. Its many different forms and shapes (Raymond and DeNardis
2015) have evolved and been institutionalized to a large degree. Beyond the
rhetoric, the multistakeholder Internet governance remains ideologically-
laden and hides significant power inequalities among stakeholder groups.

The promise of participation on an equal footing contrasts sharply with the
practice of engagement that privileges the interests of a few and serves to
legitimize the decisions of instrumental actors. Institutionally, an approach
based on ‘respective roles and responsibilities’ was formally sanctioned in the
outcome document of the UN Summit on Information Society held in 2005 and
reiterated during its decennial review (WSIS+10). Other global meetings, such
as the annual Internet Governance Forum or the 2014 NETMundial, have since
proposed procedural improvements.

Truth: Multistakeholderism is a dominant practice adopted by the Internet
governance community in the 1990s. Despite its wide appeal, the main
Internet policy decisions and the global, regional and national rules that guide
its evolution are rarely the result of multistakeholder processes that live up

to the rhetoric of engaging government, industry and civil society on an equal
footing.

Source
Roxana Radu, Negotiating Internet Governance (Oxford: Oxford University Press, 2019); Mark Raymond
and Laura DeNardis, Multistakeholderism: Anatomy of an Inchoate Global Institution, International
Theory 7 (2015) 3, 572- 616.
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Policy-Entwicklung im Internet beruht schon immer auf dem
Multi-Stakeholder-Ansatz.

Nein, sagt Roxana Radu: Das Multi-Stakeholder-Prinzip ist die seit den 1990er
Jahren von der Internet Governance-Community angewandte vorherrschende
Praxis. Trotz der grofsen Attraktivitdat des Multi-Stakeholder-Prinzips sind die
wichtigsten internetpolitischen Entscheidungen und die die Entwicklung des
Internets pragenden globalen, regionalen und nationalen Regeln nur selten
das Ergebnis von Multi-Stakeholder-Prozessen, die Regierungen, die Industrie
und die Zivilgesellschaft gleichberechtigt in ihrer jeweiligen Rolle einbeziehen.
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Internet a toujours fonctionné selon une approche multipartite.

Non, écrit Roxana Radu : le multipartisme est une pratique dominante adoptée
par la communauté de gouvernance d‘Internet dans les années 90. Malgré

son fort attrait, les principales décisions de politique Internet et les régles
mondiales, régionales et nationales qui guident son évolution sont rarement

le résultat de processus multipartites respectant la rhétorique consistant a
impliquer a part égale les gouvernements, l‘industrie et la société civile.

MHTepHeT Bcerpa hyHKLUOHMPOBAN NO NPUHLUNAM
3aMHTEepPeCcoBaHHbIX CTOPOH.

370 He Tak, roBopuTt PokcaHa Papgy: YuacTne MHOXeCTBa 3aMHTEPECOBaHHbIX
CTOPOH — NpuHaTasa B 1990-x coobliecTBOM ynpaBneHmsa IHTepHeToM
npakTuka. HecmMoTps Ha CBOH OrpPOMHYIO NPUBMIEKATENIbHOCTb, OCHOBHbIE
NoNNTUYECKME PELLEHUS B OTHOWEHUN UHTepHeTa 1 rnobasnbHble,
pervoHarsnbHble 1 HALWOHAlbHbIE NpaBuia, ONpeaensioLme ero 3BosoLuio,
penKo ABNSTCA pe3ynbTaToM NPOLLECCOB C y4aCTUEM MHOXECTBaA
3aMHTEPEeCOBaHHbIX CTOPOH, KOTOPbIe ONPaBAbIBAOT PUTOPUKY NPUBEYEHNS
NpPaBUTENbCTBA, MPOMBILLIEHHOCTU U FPaXXgaHCKOro o6LecTBa Ha paBHbIX
yCINOBUSAX.

El internet siempre ha funcionado a base de enfoques
multilaterales.

No, dice Roxana Radu: el multilateralismo es una practica dominante adoptada
por la comunidad de gobernanza del internet en los anos 1990. A pesar de

su gran atractivo, las principales decisiones sobre la regulacion del internet

y las normas globales, regionales y nacionales que han guiado su evolucidn,
raramente han sido resultado de procesos multilaterales a la altura de la
retérica de comprometer a los gobiernos, industrias y sociedad civil a un
mismo nivel.
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Kurt M. Saunders

On the Internet, everything is free.

Myth: If something is on the Internet, it must be free and in the public domain.
Many users hold a false presumption that online media and content is not
copyright protected. For others, the belief is subconscious, leading them to
copy, share, or adapt content without first considering that they may need
authorization by the copyright owner to do so.

Busted: There appear to be two bases for the belief that content found in

the Internet is free, or not protected by copyright law, both of which are
interrelated. The first basis is technological. The Internet greatly reduces the
effective cost of copying, making it easy and inexpensive to access, reproduce,
transfer, and manipulate content. Users can reproduce and transfer numerous
copies to numerous recipients worldwide instantaneously. The second basis is
philosophical and is tersely expressed by the declaration: “Information wants
to be free.” (= #48) The statement is attributed to Stewart Brand at the first
Hackers Conference in 1984 and it became a rallying cry of the cyberpunk
movement (Whole Earth Review (1985), 49). In short, it expresses the belief
that the Internet content is unsuited to copyright and other proprietary
restraints. In 1996, John Perry Barlow, an early Internet pioneer and co-
founder of the Electronic Frontier Foundation, reiterated this philosophy by
proclaiming in his “Declaration of Independence in Cyberspace”: “Your legal
concepts of property, expression, identity, movement, and content do not
apply to us. They are based on matter. There is no matter here.”

However, as with any other original work of authorship, most content found

on the Internet is protected by copyright. This includes software, images, text,
videos, music, charts, diagrams, as well as postings to social media and blogs.
None of these are automatically in the public domain merely because they
are posted or displayed online. Copyright protection extends to expressions,
including computer programs, but not to ideas, procedures, methods of
operation, or mathematical concepts.
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According to the Trade-Related Aspects of Intellectual Property Agreement
(TRIPS), binding on all member countries of the World Trade Organization,
the minimum term of protection is the life of the author plus no less than 50
years, although some members, like the United States and the European Union
countries, extend the post mortem term to 70 years. When the copyright term
expires, the work enters the public domain, which means that it is free for
anyone to use. Alternatively, some authors choose to dedicate their work to
the public domain. By doing so, they renounce any right to collect royalties
when others use the work. There are several cooperative models that allow
authors to surrender certain rights or license their content with few or no
limitations, such as the Creative Commons network and the open source
movement for software.

Truth: Most content on the Internet is protected by copyright and is not in
the public domain or free to use, copy, adapt, or publicly display, perform, or
distribute without a license from the copyright owner. Only when the author
dedicates the work to the public domain is the content free to use without
liability for infringement.

Source
Understanding Copyright and Related Rights, World Intellectual Property Organization (2016),
https.//www.wipo.int/edocs/pubdocs/en/wipo_pub_909_2016.pdf; Kurt M. Saunders, Intellectual
Property Law: Legal Aspects of Innovation and Competition (St. Paul, MN: West Academic, 2016).
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Im Internet ist alles gratis.

Nein, sagt Kurt M. Saunders: Die meisten Inhalte im Internet sind urheber-
rechtlich geschiitzt und weder gemeinfrei noch kénnen sie ohne Genehmigung
des Urheberrechtsinhabers frei genutzt, kopiert, geandert oder 6ffentlich an-
gezeigt, aufgefiihrt oder verteilt werden. Nur wenn die Autor*innen das Werk
der Offentlichkeit zur Verfiigung stellen, sind die Inhalte frei und ohne Verstof
gegen das Urheberrecht nutzbar.
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Sur Internet, tout est gratuit.

Non, écrit Kurt M. Saunders: la plupart des contenus sur Internet sont
protégés par des droits d‘auteur et ne sont pas du domaine public, ni libres de
droits d‘utilisation, de copie, d‘adaptation, de diffusion, de présentation ou de
distribution publique sans obtention d‘une licence de détenteur de ces droits.
Ce n’est que lorsque 'auteur dédie 'oeuvre au domaine public que le contenu
est libre d’utilisation, sans engagement de responsabilité en cas de violation.

B UHTepHeTe BCe JOCTYIMHO.

370 He Tak, rosopuTt KypT M. CoHpepc: BonbWNHCTBO KOHTEHTa B IHTepHeTe
3alLULLEHO aBTOPCKUM MPaBOM U He IBNSIeTCS 06LLECTBEHHBIM AOCTOSIHUEM,
He MoXXeT 6e3B03ME3QHO MCMONb30BaTbCH, KONUPOBATLCS, U3MEHATLCS,
ny61MYHO BbICTaBNSATLCS, AEMOHCTPUPOBATLCS UM PAcCNpPOCTPaHATbes 6e3
paspelueHusa obnagaTens aBTOpckux npas. TONbKO KOrpaa aBTop coenaet
cBoto paboTy pocTosHMeM 0bLLecTBEHHOCTU ee MOXHO byaeT cBobogHO
MCMNOSb30BaTh, HE onacasicb OTBETCTBEHHOCTU 3a HapyLUEeHUe aBTOPCKUX
npas.

No, dice Kurt M. Saunders: la mayor parte del contenido en el internet esta
protegido por derechos de autor y no es de dominio publico ni libre de usar,
copiar, adaptar o exhibir, interpretar o distribuir publicamente sin una licencia
del propietario de dichos derechos. Solo si el autor dedica la obra al dominio
publico, el contenido podra ser libre de usar sin posibilidad de pena por
infraccion.
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Matthias Schulze

Cyberwar is coming.

Myth: Cyber wars are inevitable. Modern economies are highly dependent on

computers, which are vulnerable to hacking. A strategic cyber attack against

a critical infrastructure, a power grid for example, thus could cripple an entire
economy and could lead to mass-casualties. It is not a matter of if, but when

such a scenario will occur.

Busted: In 1991 the threat of a digital pearl harbor, a surprise cyber attack
targeting the strategic functions of a nation-state and thus crippling an entire
economy, was conceived of for the first time. Since then we have heard

that “cyberwar is coming!”, because the transnational nature of the digital
battlefield allows an attacker to strike from anywhere, anytime. It is not a
matter of if, but when such a crippling cyber-attack would occur (Arquilla and
Ronfeldt 1993). This cyber-doomsday scenario has been evoked repeatedly
and features prominently in cyber strategies worldwide. (= #13)

Although millions of different types of “cyber attacks” happen in any given
year, only a handful of them have ever produced a kinetic effect (CFR Cyber
Operations Tracker 2019). To this day, no one ever died as a direct result of a
cyber attack. Stuxnet, the sabotage of Iranian nuclear enrichment centrifuges
in 2010, still is the most extreme case. The two publicly known examples of

a power-grid shut down in Ukraine 2016/2017 only lasted a couple of hours.
Cyber attackers against power-plants usually do not disrupt operations, but
rather install backdoors that can be utilized in a future conflict.

The strategic cyber war myth is based on a misunderstanding of the function
of war and cyber capabilities. As von Clausewitz wrote, “war is [...] an act

of violence intended to compel our opponent to fulfill our will”. Most cyber
attacks do not fit into the category of war, since they are not violent and often
driven by financial, not political motives. Cyber espionage happens frequently,
but lacks the motive of coercion (Rid 2013). We also confuse the possibility

of a strategic cyber attack with its probability: such a scenario is possible,

but improbable. The reason is that not much can be politically gained by such
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an attack out of the blue, unless its effects are made permanent with the

use of physical force. Most cyber-attacks have temporary-disruptive, rather
than permanent-destructive effects. This means that they cannot be used
effectively to subdue or coerce an enemy in the same way as physical forces
can: by occupying territory and permanently degrading enemy forces (Gartzke
2013). This explains why cyber-capabilities are mostly used as an adjunct to
traditional, physical conflicts and not as a standalone feature. Only in these
contexts something can be gained politically by using cyber-attacks - which is
a core function of war as the continuation of politics by other means.

Truth: Many cyber strategies warn against the threat of a digital Pearl Harbor,
a strategic cyber attack that could knock out the power grid and shut down an
entire industrial economy. Although it is possible to shut down a power-grid
from afar, not much can be gained politically by that, unless such a cyber-
attack occurs within the context of a traditional, physical conflict, where the
effect of such an attack can be made permanent. Cyber capabilities are used
as tools in physical conflicts, but a standalone, digital-only strategic cyber war
will not take place.

Source
Thomas Rid, Cyber war will not take place (London: Hurst, 2013); Brandon Valeriano and Ryan C.
Maness, Cyber War versus Cyber Realities (Oxford: OUP, 2015)
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Der Cyberkrieg kommt.

Nein, sagt Matthias Schulze: Viele Cyberstrategien warnen vor der Bedrohung
durch ein digitales ,,Pearl Harbor“, einen strategischen Cyberangriff, der Strom-
netze sabotieren und die Volkswirtschaft einer ganzen Industrienation zum Er-
liegen bringen kénnte. Zwar kann ein Stromnetz auch aus der Ferne abgeschal-
tet werden, jedoch kann daraus nur dann ein wesentlicher politischer Nutzen
gezogen werden, wenn der Cyberangriff im Rahmen eines konventionellen
physischen Konflikts erfolgt, bei dem die Wirkung des Angriffs verstetigt wer-
den kann. Cyberfahigkeiten werden als ein Werkzeug in physischen Konflikten
eingesetzt, jedoch wird ein eigenstandiger, rein digitaler strategischer Cyber-
krieg nicht stattfinden.
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Non, écrit Matthias Schulze : de nombreuses cyber-stratégies mettent en
garde contre la menace d‘un Pearl Harbor numérique, une cyberattaque
stratégique qui pourrait mettre le réseau électrique hors service et bloquer
toute une économie industrielle. Bien qu’il soit possible de couper un réseau
électrique a distance, on ne peut en tirer un grand avantage politique, a

moins que cette cyberattaque ne se produise dans le contexte d’un conflit
physique classique, conditions dans lesquelles les effets d’une telle attaque
pourraient étre rendus permanents. Les cyber-capacités sont utilisées comme
outils dans le cadre de conflits physiques, mais une cyberguerre stratégique
exclusivement numérique n‘est pas a craindre.

Fpapet kubepeoitHa.

3710 He Tak, roBoput MaTtmnac Wynbue: MHorne knbepctparerum
npepocTeperarT oT yrpo3bl «ungposoro MNepn-Xapbopa», cTpaTernyeckomn
Kknbepartaku, KOTOpas MOXET BbIBECTU U3 CTPOSI SHEProcUcTemy 1
napann3osBaTb BCIO NPOMbILLUIEHHYIO 3KOHOMUKY. HecMoTps Ha BO3MOXHOCTb
yAaneHHO BbIBECTU SHEPrOCUCTEMY U3 CTPOS, B MOSIMTUYECKOM NaHe 3T0
MaJsio YTo JacT, pasBe YTo Takas kmbeparaka NponM3onaeT B KOHTEKCTe
TPaAULMOHHOIO (hN3NYECKOro KOHMINKTA, NPV KOTOPOM pe3ynbTaTt Takown
aTakun MOXHO caenartb NOCTOAHHbIM. KnbepuHCTpyMeHTbl NCMONb3yHOTCS B
thnsnueckmx KoHNMKTaX, HO aBTOHOMHas cTpaTermyeckas knbepsoiiHa, roe
3a4encTBOBaHbI NNLLb LUMGPOBbIE TEXHONOMMM, HE COCTOUTCS.

No, dice Matthias Schulze: diversas ciberestrategias advierten sobre la
posibilidad de un Pearl Harbor digital, un ciberataque estratégico capaz de
inhabilitar toda la red eléctrica y poner fuera de funcionamiento a toda una
economia industrial. A pesar de que es posible inhabilitar una red eléctrica a
distancia, no hay mucho que pueda ganarse de ello a nivel politico, a menos
que el ciberataque ocurriera en el contexto de un conflicto tradicional (fisico),
en el que los efectos de dicho ataque pudieran volverse permanentes. Las
habilidades digitales son utilizadas como herramientas en el marco de
conflictos fisicos, pero una “ciberguerra”, con estrategias puramente digitales,
no ocurrira.
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Thomas Reinhold

Arms control in cyberspace is not possible.

Myth: Arms control as an essential part of international peace and security-
building is not applicable to cyberspace. This domain follows rules that differ
strongly from air, sea, land and space. Therefore all established concepts of
international security and the lessons learned from other military technologies
cannot be applied to the Internet and any attempt to establish an arms control
regime for cyber weapons is doomed to fail.

Busted: With Stuxnet, a malware that was targeted at a nuclear facility in Iran
and detected in 2010, the international community realized that there are
states which use cyberspace as the next domain for intelligence gathering and
military purposes. (= #10) This raised concerns that states could use cyber
weapons to disrupt or destroy IT systems, worries that were confirmed by a
2013 report by the UN Disarmament Research Institute.

International policy-makers started to question how rules of arms control that
had been developed over the last decades to restrict the usage and destructive
effects of other weaponizable technologies and regulate their production

or trade can be made to fit cyberspace. Early normative approaches like

the Wassenaar Arrangement, a trade and export treaty, are appropriate for
international trust building but limited in their impact on reducing arms races
and the escalation potential between conflicting nations. Cyberspace with

its characteristics of instantaneity, non-materiality and the possibility to
seamlessly copy code and data undermines these approaches. You can see
tanks massing at the border; it is much more difficult to see malware being
prepared for attacks.

But Internet-based security challenges are critical for the private sector as
well. Computer scientists and commercial companies have been developing
approaches to fight cyber-weapons targeted at them for a long time. These
approaches can be translated to calm the cyber arms race. An example

of this is digital goods like songs which are as copyable as anything else
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in cyberspace. Nevertheless, companies have introduced digital rights
management measures. Even if these are not always as effective as intended,
this basically is, in arms control terminology, a regulation of proliferation.
Other examples are Blockchain mechanisms for digital, tamper proof logs

of information, the IPv6 mechanism for a worldwide unique identification of
any device in cyberspace or the Border Gateway Protocol that enables data
transfer across national IT networks and implements the traditional concept
of borders. Many of these approaches, following the dual use logic in a non-
traditional way, can be successfully applied to arms control in cyberspace.

Truth: Cyberspace is a human-made domain. While there are no specific
cyberarms-oriented regulations or treaties, many approaches developed
by computer scientists for ensuring cybersecurity and defending against
cyberattacks in the offline world can be applied to cyberspace. Cyberarms
control is possible, but it is necessary to go beyond existing normative
approaches and sensibly adapt them.

Source
Thomas Reinhold and Christian Reuter, Arms Control and its Applicability to Cyberspace, in Christian
Reuter (ed.), Information Technology for Peace and Security (Wiesbaden: Springer, 2019), 207-231
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Riistungskontrolle ist im Cyberspace nicht maglich.

Nein, sagt Thomas Reinhold: Der Cyberspace ist ein vom Menschen geschaf-
fenes Gebiet. Zwar existieren keine cyberwaffenspezifischen Regelungen
oder Vertrage, jedoch lassen sich viele Konzepte zur Gewahrleistung von
Cybersicherheit und zum Schutz vor Angriffen in der Offlinewelt auch auf den
Cyberspace anwenden. Cyberriistungskontrolle ist moglich, muss jedoch liber
bestehende normative Ansatze hinausgehen und diese sinnvoll adaptieren.
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Il n’est pas possible de contrdler les armes dans le
cyberespace.

Non, écrit Thomas Reinhold: le cyberespace est une zone créée par
l‘homme. Bien qu’il n’existe pas de réglementation ou de traité spécifiques
en matiére d‘armes sur Internet, de nombreuses approches développées
par des informaticiens pour garantir la cybersécurité et se défendre contre
les cyberattaques dans le monde hors ligne peuvent étre appliquées au
cyberespace. Le controle des armes est possible sur Internet, mais il est
nécessaire d‘aller au-dela des approches normatives existantes et de les
adapter de maniére pragmatique.

KoHTponb Hap, opy)kueM B KubepnpocTtpaHCcTBe NOJYyUUTb
HEeBO3MOXXHO.

370 He Tak, roBoput ToMac PeitHxong: KnbepnpocTpaHCTBO CO30aHO
4YenoBeKoM. HeCMOTpsi HA OTCYTCTBME KOHKPETHbIX HOPM USIN COTrNAaLUeHUA
B OTHOLUEHMMU KNBEepopyKums, MHorne paspaboTaHHble NPorpaMMmncTamMmm
nogxopbl no obecneveHnto kKnbepbesonacHOCTU 1 3aLmTe OT KubepaTak B
peanbHOM MUpe, MOTYT MPUMEHATBLCSA U K KNbepnpocTpaHcTBy. KoHTponb
HaL KnbepopyxmeM nosyumTb BOSMOXHO, HO He06X0AMMO BbINTU 32 PaMKu
CYLLLECTBYOLWMNX HOPMATUBHbIX NOAXOA0B U PaLMOHANIbHO aAanTMPOBATb UX.

El control armamentistico no es posible en el ciberespacio.

No, dice Thomas Reinhold: el ciberespacio es un entorno creado por
humanos. Si bien no hay tratados o regulaciones especificas relativos a las
armas digitales, diversos enfoques desarrollados por cientificos informaticos
en temas de seguridad digital y defensa contra ciberataques en el mundo
offline pueden ser aplicados al ciberespacio. El control de armas digitales es
posible, pero es necesario ir mas alla de los enfoques normativos existentes y
adaptarlos de forma consecuente.
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Sven Herpig

The best cyber defense is a good cyber offense.

Myth: The offensive use of cyber capabilities as a response to cyber attacks
carried out by an adversary (sometimes referred to as “hackbacks”) deters
criminals and state(-backed) actors and therefore increases security for your
government, businesses, critical infrastructures and citizens (“deterrence-by-
punishment”).

Busted: The United States is among the leading countries when it comes

to conducting offensive cyber operations with the ultimate goal to deter
adversaries. Offensive use of cyber capabilities is one of many options
when deciding how to respond to cyber operations. There are also political
sanctions, economic sanctions, clandestine operations, military operations,
criminal indictments and targeted financial sanctions against individuals.

If deterrence-by-punishment worked, there should be a significant drop in
cyber operations against the United States. However, so far, large-scale data
breaches and other cyber operations (DNC, F-35 stealth fighter blueprints,
OPM, Equifax) continue to plague the United States. Because this strategy
does not seem to work, the US government has shifted its approach from
trying to deter an adversary through cyber means to conducting cyber
operations to preempt adversarial cyber operations before they even happen
under the new strategic doctrines of “defending forward” and “persistent
engagement”.

In addition to the apparent failure of deterrence-by-punishment, immediate
offensive countermeasures to disrupt ongoing attacks or retrieve “stolen”
data, so-called “hackbacks”, face tremendous challenges. Attributing an
attack and responding in time without any prior preparations (e.g. carefully
scanning for/compromising vulnerable systems) is nearly impossible. Such

a strategy would therefore rather lead to more IT insecurities as it requires
the responsible agencies to stockpile vulnerabilities and hack tools without a
decent chance of successfully using them.
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With few exceptions, such as the allegedly US-Israel cyber campaign against
nuclear enrichment facilities in Iran (Stuxnet), cyber operations have not

yet exceeded a certain threshold and might therefore currently be at the
lower end of an escalation cycle. Other responses, such as sanctions and
indictments, might be more proportionate and effective and therefore will
yield better results in fighting the adversary off. There is however no solid
data substantiating that any of those response strategies achieves any lasting
(deterring) effect.

There is simply no proof that offensive cyber defense works. The United States
as the key actor has shifted its strategy from deterring to preempting cyber
operations. Attribution of cyber operations continues to be a major challenge.
Forensic analysis of attacks takes time and attributions and actors increasingly
use malicious software stitched together from the code of other threat actors
(Vault7) to conduct false-flag operations. If attribution continues to be a

major challenge, attackers will be unlikely to be deterred because they can be
confident that they will remain anonymous.

Truth: The use or threat of preemptive offensive cyber capabilities does

not deter adversaries from attacking you. The use of better IT security and
resilience mechanisms might also not deter them (“deterrence-by-denial”),
but will decrease the likelihood that they succeed and therefore increase
security for your government, businesses, critical infrastructures and citizens.

Source
Sven Herpig, Anti-War and the Cyber Triangle: Strategic Implications of Cyber Operations and Cyber
Security for the State, PhD thesis, University of Hull (2015); Sven Herpig and Thomas Reinhold, Spotting
the bear: credible attribution and Russian operations in cyberspace, Chaillot Paper 148 (2018), 33-42
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Die beste Cyberverteidigung ist ein guter Cyberangriff.

Nein, sagt Sven Herpig: Der Einsatz oder die Androhung praventiver, offensiver
Cyberfahigkeiten hindert den Gegner nicht daran anzugreifen. Der Einsatz
besserer IT-Sicherheits und Resilienzmechanismen hat nicht unbedingt
abschreckende Wirkung (,,Abschreckung durch Zugangsverweigerung®),
verringert jedoch die Erfolgswahrscheinlichkeit des gegnerischen Angriffs

und erhoht somit die Sicherheit fiir Regierungen, Unternehmen, kritische
Infrastrukturen und Biirger*innen.
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La meilleure cyberdéfense est une bonne cyberattaque.

Non, écrit Sven Herpig : l'utilisation ou la menace de cyber-capacités
offensives préventives ne dissuade pas les adversaires de vous attaquer.
L‘utilisation de meilleurs mécanismes de sécurité et de résilience
informatiques pourrait également ne pas suffire a les dissuader (« dissuasion
par déni »), mais cela diminuerait leurs chances de réussite et augmenterait
donc la sécurité de votre gouvernement, de vos entreprises, de vos
infrastructures critiques et de vos citoyens.

Jlyuwasa kubepsawuTa — 3To KubepHanageHue.

JT0 He Tak, rosoput CeeH Xepnur: cnonb3oBaHue uam yrposa
npeaynpeauTenbHbIX HACTYNaTeNbHbIX KN6epP-BO3MOXHOCTEN He CoepKMBaET
NPOTUBHMKOB OT HanafeHus Ha Bac. Micnonb3oBaHue bonee ahheKTUBHbIX
MEeXaHU3MOoB MH(OPMaLMOHHON 6€30NacHOCTU N CTOMKOCTM TaKKe He
OCTaHOBUT UX («CAepXKunBaHME BOCMPELLEHNEM), HO CHU3UT BEPOATHOCTb
TOro, YTO OHM J0b6blOTCA ycnexa u, cepoBaTeNibHO, NOBbICUT 6e30nacHOCTb
Ballero NpaBUTeNbCTBA, NPeAnpPUSTUA, KITHOUEBO MH(PACTPYKTYPbI U
rpa>kgaH.

La mejor ciberdefensa es un buen ciberataque.

No, dice Sven Herpig: el uso o la amenaza de usar las capacidades digitales
ofensivas a modo preventivo no disuade a sus adversarios de atacarlo. La
aplicacion de mecanismos de seguridad y resiliencia informatica mas efectivos
tampoco los disuadira (“disuasion por negacion”), pero si disminuira sus
probabilidades de éxito y por lo tanto aumentara la seguridad de su gobierno,
empresa, infraestructuras criticas y ciudadanos.
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Andrew Odlyzko

Drastic improvements in cybersecurity are urgently needed.

Myth: The Internet and all other information systems need to be re-engineered
from the ground up to provide robust security. Failure to do so will expose
society to rapidly escalating financial losses, as well as greater erosion of
privacy and a corrosive “post-truth” environment, and might end in a “digital
Pearl Harbor” that could bring the economy to a halt.

Busted: Cyber risks are real and are growing. (= #10) But they are not much
different from the threats in the physical world and are similarly manageable.
They have been managed in the past, and that experience of living with and
depending on obviously insecure systems over several decades provides
useful lessons for the future.

We have learned that we cannot build secure systems of substantial
complexity. Even if we could, human vulnerabilities that are exploited so
effectively through techniques such as phishing would remain. However, in
the past the damage from lack of cyber security has been tolerable, typically
less than from other forms of crime, natural disasters, and innocent bugs

or operational errors. The key issue has always been risk management, not
absolute security, just as in the physical world. This is because security is
not the paramount goal and only a certain level of it is necessary to allow
individuals and organizations to function and flourish.

An instructive example is that of two-factor authentication. It has been

known and available commercially for about three decades, but it is only

now becoming widely deployed. Clearly organizations decided in the past

it was not worth using it. And, in retrospect, it is hard to argue this decision
was incorrect. An even more obvious example is that of rigorous observation
of standard security practices (prompt application of updates, use of secure
passwords, and the like). It is standard, and is universally accepted as
desirable, but is seldom followed. If necessary, security could be increased by
simply adhering to those standards.
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There is of course the threat of a large scale cyber attack. (— #12) Experience
indicates that such could realistically only be mounted by large state actors.
Hence they have to be deterred by government agencies and so hopefully will
not be much more of a threat than giant geomagnetic storms.

For most individuals and organizations, the only serious worry should be
routine criminal attacks. Protection against those can be improved in various
simple ways. Among the most important of those ways is providing secure
backups and engineering systems for quick recovery. Such measures would
also provide protection against large scale attacks.

Truth: We are not facing a cybersecurity crisis, and there is no need for

a fundamental re-engineering of our information systems. Cyberthreats

are mounting, but in a measured way, and we already have many tools for
strengthening our security. Hence we are likely to provide adequate levels of
security by acting as before, taking small incremental steps as necessary

Source
Andrew Odlyzko, Cybersecurity is not very important, ACM Ubiquity, June 2019, 1-23, https://ubiquity.
acm.org/article.cfm?id=3333611.
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Drastische Verbesserungen der Cybersicherheit sind dringend
erforderlich.

Nein, sagt Andrew Odlyzko: Wir stehen nicht vor einer Cybersicherheitskrise
und es besteht keine Notwendigkeit fiir eine grundlegende Umgestaltung
unserer Informationssysteme. Cyberbedrohungen nehmen zu, aber

auf beherrschbare Weise, und es stehen bereits etliche Werkzeuge zur
Verbesserung unserer Sicherheit zur Verfligung. Es ist daher wahrscheinlich,
dass wir ein angemessenes Mafs an Sicherheit garantieren kbnnen, wenn wir
wie bisher handeln und nur bei Bedarf geeignete Mafinahmen setzen.
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Des améliorations drastiques de la cybersécurité sont
nécessaires de toute urgence.

Non, écrit Andrew Odlyzko : nous ne vivons pas de crise de cybersécurité,
une réorganisation en profondeur de nos systémes d‘information n‘est pas
nécessaire. Les cybermenaces augmentent, mais de maniére mesurée, et
nous disposons déja de nombreux outils pour renforcer notre sécurité. Il est
donc probable que nous puissions garantir des niveaux de sécurité adéquats
en agissant comme nous le faisons déja, en prenant de petites mesures
supplémentaires au besoin.

Heo6x041MMO NPUHATb HEOT/IOXKHbIE MEPbI MO YCUIEHUID
Kubepb6esonacHocTu.

370 He Tak, roBopuT AHAPI0 OaNnbI3KO: Mbl He Nepexnsaem Kpnsuc
knbepbesonacHOCTH, NO3TOMY HET HEOHXOAUMOCTU B hyHAAMEHTaNIbHOM
peopraHM3auun Hawmx MHOPMaLMOHHbIX cucteM. Knbepyrposbl pactyTt

B YMEPEHHOM TeMrle, K TOMY e Y Hac y)Ke eCTb MHOXXeCTBO MHCTPYMEHTOB
ONns ykpenneHus Hawen 6esonacHoOCcTU. A 3Ha4YUT Mbl cnocobHbl obecneunTb
OONXHbI ypoBeHb 6e3onacHOCTH, AeNCTBYS TaK Xe, Kak U paHblue,
nocTeneHHo npeanpuHuMas HebonbLime warn No Mepe HeobxoAUMMOCTMH.

Se requieren mejoras drasticas urgentes en materia de
ciberseguridad.

No, dice Andrew Odlyzko: no estamos afrontando una crisis de ciberseguridad
y no hay necesidad de una reestructuracion radical de nuestros sistemas
informaticos. Las amenazas digitales van en aumento, pero de forma
mesurada, y disponemos ya de numerosas herramientas para aumentar
nuestra proteccion. Por lo tanto, es probable que mantengamos niveles
adecuados de seguridad si seguimos actuando como lo hemos hecho hasta
ahora, dando pequeiios pasos graduales segliin sea necesario.
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Thorsten Thiel

Only criminals want anonymity online.

Myth: Digital communication furthers anonymous communication and being
anonymous makes people behave unaccountably and irresponsibly, erodes
societal trust and has a deleterious effect on the public discourse. Anonymity
is an unfair opportunity to take advantage of others, spread hate or commit
crimes. Therefore, it should be outlawed.

Busted: It is often assumed that the rise of networked communication has
made the world more anonymous. (= #5) This is false or at least needs to

be substantially qualified. While computer-mediated communication always
works in a somewhat pseudonymous way and it is certainly possible to hide
one’s identity vis-a-vis other Internet users in most circumstances, the ability
of resourceful actors like states and corporate entities to identify and track
users has significantly increased. Digital communications can be held, tracked
and analyzed - and the possibilities to re-identify persons have been vastly
improved to the detriment of fundamental rights. Staying anonymous in a
data-rich environment is something demanding that must be actively sought.
The starting point of the argument is, therefore, wrong.

Secondly, anonymity does not only benefit criminals (although they too might
make use of anonymization techniques). Anonymity is vital to many different
individuals or groups in society. Minorities or political activists are a prime
example since they often need a secure space to find and form their identity
and debate how to position towards the wider society. (— #18) There are also
many professional groups in society — think of journalists, therapists, etc. —
that are dependent on contexts where anonymity can be safely assumed and
actively protected. Finally, individuals themselves may benefit from a societal
structure that sets anonymous communication as the default. Anonymity
allows citizens to try out different identities (and, thereby, learn about the
views of others), to change opinions over time and to speak their mind. Not
being observable is an important good in a liberal society - for reasons of
privacy as well as democracy. (= #17)

72

Furthermore, anonymity does not in itself trigger bad or irresponsible
behaviour. Empirical studies show that there is no clear case to be made that
people who communicate anonymously behave worse than people who are
knowingly identifiable. Much depends on the context, cultural factors and the
inclinations of the actors. Anonymity might also yield a more open and creative
behaviour, counter biases or inspire an equal discourse instead of a shallow
and conformist reputation management.

Truth: Since identification possibilities are ubiquitous and pervasive, it is

no longer enough to just tolerate pseudonymity online. Instead, we have to
find ways to ensure that also in the digital constellation anonymity is actively
preserved in the sense that at least in certain specified contexts anonymity is
legally secured and technologically assisted. A broad, but measured societal
discourse on the benefits and risks of anonymous communication is key to
achieve this.

Source
Hans Asenbaum, Anonymity and Democracy: Absence as Presence in the Public Sphere, American
Political Science Review 112 (2018): 1-14; Gary T. Marx, What’s in a Name? Some Reflections on the
Sociology of Anonymity, The Information Society 15 (1999), 99-112
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Nur Kriminelle wollen Anonymitat im Internet.

Nein, sagt Thorsten Thiel: Anonymitat ist ein zunehmend rares Gut in

der vernetzten Gesellschaft, sollte jedoch aktiv geschiitzt werden, da sie
vielen Menschen und Gruppen in der Gesellschaft erlaubt, ihre Stimme zu
erheben. Anonymitat per se fiihrt nicht zu verwerflichem Verhalten. Liberale
Gesellschaften sollten gesellschaftliche Kontexte diskutieren und definieren,
in denen anonyme Kommunikation akzeptiert und geschitzt wird.
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Seuls les criminels veulent l‘anonymat en ligne.

Non, écrit Thorsten Thiel : l'anonymat est un bien en voie de disparition dans
la société en réseau, mais il convient de le préserver activement, car il aide
de nombreux individus et groupes a pouvoir avoir la parole dans nos sociétés.
L‘anonymat en soi ne conduit pas a de mauvais comportements. Les sociétés
libérales devraient débattre et définir des contextes sociétaires dans lesquels
la communication anonyme est acceptée et sécurisée.

TonbKo NPecTYNHUKU XOTAT COXPAaHUTb AaHOHUMMHOCTb B
UHTepHeTe.

370 He TakK, roBopuT TopcTeH Tunb: AHOHUMHOCTb — 3TO Ucuesatowee bnaro
B ceTeBOM obuiecTBe. MIHOraa ee cnefyeT akTUBHO COXPaHSATb, MOCKOMbKY
OHa NoMoraeT MHOTUM NOAAM U rpynnam B obuecTBe 0bpecTu cBo ronoc.
AHOHUMHOCTb cama no cebe He NOATANKMBAET K M/IOXOMY MOBELEHUIO.
JNnbepanbHbiM obwecTBam cnenyeT 06CyaAnTb M YCTAHOBUTb COLMASbHbIN
KOHTEKCT, B KOTOPOM aHOHMMHoOe 06LueHne byneT obuienpusHaHHO 1
3aLLULLEHO.

Solo los criminales desean el anonimato en el internet.

No, dice Thorsten Thiel: el anonimato es un bien que escasea cada vez mas en
nuestras sociedades interconectadas, sin embargo es algo que deberiamos
intentar preservar activamente, ya que ayuda a muchos individuos y grupos
de la sociedad a tener una voz. El anonimato por si mismo no lleva al mal
comportamiento. Las sociedades liberales deberian debatir y definir contextos
sociales en los que la comunicacion andnima sea aceptada y protegida.
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Ian Peter

The Internet was invented by the Pentagon and designed to
survive a nuclear attack.

Myth: Fuelled largely by the early writings of Silicon Valley gossip columnist
Robert Cringely in the early 1990s, a popular belief has sprung up that the
Internet was invented in the Pentagon in 1969 and was designed to survive a
nuclear attack. In fact, this assumption is so widespread that you could call it
“the big bang theory of Internet origins”.

Busted: It‘s not surprising that people began to believe that, in a Cold War
scenario, a project of the Defence Advanced Research Projects Agency
(DARPA) would have a military purpose. But in fact that was not the case with
Arpanet, which was essentially established for a purely functional computing
science purpose of allowing mainframe computers (military or otherwise) to
communicate with each other. It was all about finding a way to share data
between disparate systems.

The facts about Arpanet come from the person who was in charge of the
project from its inception in 1966 until late 1969, Bob Taylor. To quote
correspondence with him: “In February of 1966 I initiated the ARPAnet
project. I was Director of ARPA‘s Information Processing Techniques Office
(IPTO) from late ,65 to late ,69. There were only two people involved in

the decision to launch the ARPAnet: my boss, the Director of ARPA Charles
Herzfeld, and me. The creation of the ARPAnet was not motivated by
considerations of war. The ARPAnet was created to enable folks with common
interests to connect with one another through interactive computing even
when widely separated by geography”.

Despite a number of online exchanges with other people working on the
ARPAnet project, this fact has not been disputed or challenged. So in fact
Arpanet had nothing to do with nuclear war (except perhaps in a sense that
better computing capabilities would enhance military capabilities). Arpanet
was simply about trying to solve a common problem in those days — getting
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computers with disparate operating systems to communicate with each other.
Similar efforts were under way in France (Louis Pouzin and the Cyclades
Project) and United Kingdom (Donald Davies, National Physics Laboratory).
From these sources came the concept of packet switching, which Arpanet
adopted at a later stage as a way to transfer packets of data from one
computer to another.

Later on, in 1973, another important addition to this work was the introduction
of the TCP/IP transport protocol, invented by Vint Cerf and Bob Kahn. Other
important early work was undertaken at Xerox Parc Laboratories by John
Schoch and Robert Metcalfe. All of these developments came together to

give us the early technical foundations of the Internet. Experts differ in their
interpretations of the importance of these related developments and as to
which (if any) can be considered to be the primary origins of the Internet.

Truth: Whatever role you wish to attribute to Arpanet as regards the origins
of the Internet, it is clear that the early Internet was not motivated by
considerations of nuclear war, but by a need for technical protocols to allow
computers (and their users) to communicate. ARPAnet was primarily an early
computing science exercise, rather than a military one.

Source
Robert Taylor and others (posted by Dave Farber), Dave Farber’s Interesting People Mailing list (October
2004 archives), https://seclists.org/interesting-people/2004/Oct/index.html; Ian Peter, Internet History
Site, https://www.nethistory.info.
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Das Internet wurde erfunden und so konzipiert, dass es einen
Atomangriff libersteht.

Nein, sagt Ian Peter: Welche Rolle man ARPAnet auch immer hinsichtlich des
Ursprungs des Internets zuweist, bleibt es eine Tatsache, dass die Entwicklung
des friihen Internets nicht auf der Furcht vor einem Atomkrieg beruhte,
sondern der Notwendigkeit technischer Protokolle fiir die Kommunikation
zwischen Computern (und ihren Nutzer*innen) entstammt. ARPAnet war

in erster Linie eine friihe wissenschaftliche Leistung auf dem Gebiet der
Informatik und nicht ein Erfolg des Militérs.
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Internet a été inventé et concu pour survivre a une attaque
nucléaire.

Non, écrit Ian Peter : quel que soit le réle que vous souhaitiez attribuer

a ARPAnet quant aux origines d’Internet, il est évident que la motivation
premiére du premier Internet n’était pas une guerre nucléaire, mais plutét le
besoin de disposer de protocoles techniques permettant aux ordinateurs (et
a leurs utilisateurs) de communiquer. ARPAnet était avant tout un exercice
scientifique précoce, plutét qu‘un exercice militaire.

MHTepHeT 6bln NpUAyMaH U co38aH As Toro, UTo6bl
nepe>XxuTb AAEPHYI0 aTakKy.

370 He Tak, roeopuT SH MuTep: Kakyto 6bl ponb Bbl HX NPUNUCHIBANN
ARPAnet oTHOCUTENBHO BO3HUKHOBEHUS VIHTepHEeTa, O4EBUAHO, YTO
NPUYMNHON NOSBNIEHUS pPaHHEero MIHTepHeTa NocnyXuna He saepHas BoHa, a
HeobXxo0[MMOCTb B TEXHUYECKMX NMPOTOKOMAX, NO3BOIAKLWMX KOMMbIOTEPAM
(1 ux nonb3oBaTtensam) obwatbcs. ARPAnet 6b11 B nepByto ovepenb paHHUM
HayUHbIM HEXeJM BOEHHbIM 9KCNEPUMEHTOM.

El internet fue inventado y disenado para sobrevivir ataques
nucleares.

No, dice Ian Peter: independientemente del rol que se desee atribuir al
ARPAnet en relacion con el origen del internet, queda claro que, en sus
primeros anos, el internet no estaba motivado por consideraciones de guerra
nuclear, sino por una necesidad de protocolos técnicos que permitieran a

las computadoras (y a sus usuarios) comunicarse entre si. ARPAnet fue, por
encima de todo, un experimento de ciencia computacional y no uno militar.
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Ilja Sperling

End-to-end encrypted messaging means that pure privacy is
protected.

Myth: In an era where privacy is under a constant threat from state and non-
state actors, people rely on end-to-end encrypted communication. Popular
services such as WhatsApp, iMessage, or Telegram promise to protect our
privacy and reassure us that our interactions are “secured from falling into the
wrong hands”.

Busted: End-to-end encryption (E2EE) is a strong promise which gives the
user (and their peers) a false sense of security and privacy. While E2EE

in itself is a great security paradigm, it is probably less obvious to users

that the transmission of encrypted messages is not all but one part of the
privacy equation. While law enforcement agencies or companies such as

the NSO Group actively seek to exploit endpoint vulnerabilities, privacy is
further undermined by incautious user behaviour (i.e. unprotected devices;
unencrypted backups) and bad app designs (i.e. storing messages decrypted).
(— #45)

Here is one less obvious threat model: Have you ever used WhatsApp,
Telegram, or iMessage to share an online news article, a Facebook post, or any
website link in general? Have you ever wondered about the rendered preview
of the content that you are sharing? Usually, it’s an unobtrusive element,
displaying the title, a teaser, the URL, and a thumbnail.

Well, this is indeed external content and your messaging app just fetched

it from a remote server — without asking you for permission, masking your
identity from a third party, and usually without offering you an opt-out. While
link preview might appear convenient, it is a non-trivial threat to your privacy
and to the privacy of the target of your encrypted message.
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The most basic threat is that the link preview reveals your public IP address
and your application’s User-Agent to a third party (the content’s host). While
desktop email clients usually warn you when there is remote content, mobile
messaging apps strangely don’t. If you are merely one among millions

of visitors of a website, this might not bother you. However, if you are an
investigative journalist or a queer activist who is being targeted by a phishing
campaign, you might conclude that your privacy has just been violated and
that you have been invisibly put at risk by your messaging app.

There are several harmful scenarios where an actor with access to a server’s
logfile or an authoritarian regime capable of monitoring the network traffic
can turn the link preview feature into a tool of targeted surveillance. How this
can be done, has been shown by Justin Seitz (2019), who has documented the
behaviour of various messaging apps for the investigative platform Bellingcat.

Truth: The link preview feature in popular end-to-end encrypted messaging
apps such as WhatsApp, Telegram, or iMessage discloses your and your peer’s
identity to a third party. This is an even bigger problem for messaging tools
without E2EE, such as Instagram or Slack. Malign actors can turn this privacy
violation into a surveillance and tracking tool.

Source
Justin Seitz, How To Blow Your Online Cover With URL Previews, Bellingcat (2019), https://www.
bellingcat.com/resources/how-tos/2019/01/04/how-to-blow-your-online-cover-with-url-previews;
Justin Wu and Daniel Zappala, When is a Tree Really a Truck? Exploring Mental Models of Encryption,
Fourteenth Symposium on Usable Privacy and Security, SOUPS (2018), https://www.usenix.org/
conference/soups2018/presentation/wu.
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Ende-zu-Ende-verschliisseltes Messaging garantiert
perfekten Datenschutz.

Nein, sagt Ilja Sperling: Die Linkvorschaufunktion in beliebten Messaging-Apps
mit Ende-zu-Ende-Verschlisselung (E2EE) wie beispielsweise WhatsApp,
Telegram oder iMessage gibt die Identitat der Kommunikationspartner*innen
an Dritte weiter. Noch schwerer wiegt dieses Problem bei Messaging-Tools
ohne E2EE wie beispielsweise Instagram oder Slack. Es besteht die Méglich-
keit, diesen Datenschutzeingriff zum Schaden von Nutzer*innen in ein Uber-
wachungs und Verfolgungsinstrument zu verwandeln.
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échanger des messages chiffrés de bout en bout signifie que
la confidentialité est protégée.

Non, dit Ilja Sperling: la fonction de prévisualisation de lien dans les
applications de messagerie chiffrées de bout en bout les plus répandues,
telles que WhatsApp, Telegram ou iMessage, divulgue votre identité et celle

de votre correspondant a un tiers. Le probléme est encore plus grand pour les
outils de messagerie sans chiffrement (E2EE), tels qu‘Instagram ou Slack. Les
acteurs les plus sournois peuvent transformer cette violation de confidentialité
en un outil de surveillance et de suivi.

MNepepaua coobuLeHU C NPUMEHEHMEM CKBO3HOIo
wudgposaHusa obecneunBaeT coxpaHeHue abconoTHOM
KOH(hUOeHUUANbHOCTH.

370 He Tak, rosopuT Unba CnepnuHr: ®yHKLMSA npegsapuTesibHOro
NPOCMOTpPa CCbINIOK B NONYNASIPHbIX MPUIOXeHUaX, Takux kak WhatsApp,
Telegram unu iMessage, roe nponcxoauT nepepada coobLLeHmi ¢
NPUMEHEHNEM CKBO3HOTI0 WIN(POBAHNS, PaCKpbIBAeT TPETbMM JINL,AM Bally
JINYHOCTb, a TaKXXe JIMYHOCTb Ballero cobecenHmka. 370 ewle 6onbluas
npobnema B OTHOLIEHWM TaKUX UHCTPYMEHTOB, Kak Instagram unum Slack,
KOTOpble HE UCMOMNb3YOT CKBO3HOE WndpoBaHne ona nepepaymn coobuweHumm.
3N10yMbIWNEHHUKM MOTYT NPEeBPaTUTb 3TO HapyLleHne KOHDUOEeHUNANbHOCTH
B MHCTPYMEHT HabNo4eHNs U OTCNEXNBAHNS.

Los mensajes cifrados de extremo a extremo (E2EE)
garantizan una proteccion de la privacidad.

No, dice Ilja Sperling: la funcidn de vista previa de enlace de los servicios de
mensajes cifrados populares, tales como WhatsApp, Telegram o iMessage,
revela su identidad y la de su interlocutor a un tercero. Este problema es alin
mayor en el caso de las herramientas de mensajes sin cifrado E2EE, tales
como Instagram o Slack. Actores malintencionados pueden hacer de esta
violacidn de la privacidad una herramienta de vigilancia y monitoreo.
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Suzette Leal

The dark web is a hidden place of evil.

Myth: The dark web is an expansive, impenetrable, invisible, immoral
fantasyland of sexual child exploitation, terrorist organizations, data theft,
and cryptocurrency-based drug deals. It is also at the core of the cyber threat
economy, a place where hacking tools are traded to assault commercial
organizations or individuals. Essentially, it is the source of everything digitally
evil.

Busted: Even though the dark web enjoys more anonymity and freedom
from censorship, it is not the online underworld where serious criminals
roam free. (= #14) Firstly, the dark web is certainly not impenetrable, and
dubious content is not impossible to remove. Although surveillance of dark
web content is more challenging, the mere trust factor that is required for
any network to function renders the dark web fragile to the identification

of criminals and illegal content. In this vein, a considerable part of the dark
web is visible and relatively easy to connect with through forums and wikis.
The dark web is also not the expansive iceberg it is portrayed to be — this
huge underbelly of questionable online behaviour constituting most Internet
activity. In fact, compared to surface web traffic, activities on the dark web is
minimal.

Perhaps the most significant misconception regarding the dark web pertains to
the general assumption that it is inherently dangerously corruptive. Terrorism
and the sexual exploitation of children account for very little dark web activity.
Furthermore, whilst it cannot be disputed that the dark web is a vessel for
illegal activities such as human trafficking, fraud and drug deals, one should
not underestimate the very role the regular Internet plays in such activities. In
overestimating or even embellishing the power and mystery of the dark web,
moral panics may lead to ill-directed government policies — ones that overlook
illicit activities in obvious places.
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In truth, as much as half of the dark web involves legitimate activities —
content such as software repositories, and activism-related blogs and/

or websites. A considerable number of dark web users are truly in need

of anonymity, privacy and protection. In countries where Internet use is
restricted, monitored and controlled, marginalized minorities such as the LGBT
community often use the dark web to communicate, share ideas and express
opinions. Journalists use the dark web to protect their sources, and media
organizations host secure lockboxes on the dark web to guarantee safety
and anonymity to whistleblowers. Freedom of expression is, in fact, often
the overriding reason for engagement on the dark web with users exercising
agency without any intent of harming or hurting others.

In essence, a layer of invisibility does not necessarily or automatically create
deviance and misconduct. The dark web provides anonymity, and this is

used for both good and, unfortunately, evil. One should however not allow
“darkness of morality” to become the narrative associated with the dark web.

Truth: The dark web embraces all activity that cannot be searched or

indexed using standard search engines. Although the anonymity and freedom
associated with dark web also facilitate criminal activities, the dark web is not
the epitome of mysterious, suspicious and illicit conducts. In fact, a significant
portion of dark web activities is used to protect those who need privacy and to
allow people under threat to communicate.

Source
Mihnea Mirea, Victoria Wang and Jeyong Jung. The Not So Dark Side of the Darknet: A Qualitative
Study. Security Journal, 32(2) (2018), 102-118; Georgia Avarikioti, Roman Brunner, Aggelos Kiayias,
Roger Wattenhofer and Dionysis Zindros. Structure and Content of the Visible Darknet, ArXiv (2018),
1811.01348(2)1-27.
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Das Darknet ist ein verborgener Ort des Bosen.

Nein, sagt Suzette Leal: Das Darknet ist ein Ort fiir Aktivitaten, die nicht tGber
Standardsuchmaschinen gefunden oder indexiert werden kdnnen. Auch wenn
die mit dem Darknet einhergehende Anonymitat und Freiheit das Begehen
von Straftaten erleichtern mag, ist das Darknet dennoch nicht der Inbegriff fiir
verdecktes, per se verdachtiges und zwingend rechtswidriges Verhalten. Ein
erheblicher Teil der Aktivitaten im Darknet stellt die schwer zu Gberwachende
Kommunikation zwischen bedrohten Nutzer*innen dar.
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Le dark web est la taniére du diable.

Non, écrit Suzette Leal : le dark web regroupe toutes les activités qui ne
peuvent pas étre recherchées ou indexées a l‘aide de moteurs de recherche
standard. Bien que l‘anonymat et la liberté associés au dark web facilitent
également les activités criminelles, ce n‘est pas I'épicentre de comportements
mystérieux, suspects et illicites. En fait, une partie importante des activités

se passant sur le dark web est utilisée pour protéger ceux qui ont besoin de
confidentialité et pour permettre aux personnes menacées de communiquer.

JaKpHeT — CKpbITbI ovar 3na.

370 He Tak, roopuT Cro3eTT Jlun: [JakpHeT BKOYaeT BCe BUAbI
[eATeNlbHOCTU, KOTOPbIE HEeMb3s1 OTbICKATb MM NPOUHAEKCUPOBATb

C NOMOLLbIO CTAaHAAPTHBIX MOMCKOBbIX CUCTEM. XOT aHOHUMHOCTb U
cB0604a, C KOTOPbIMU aCCOLUMNPYETCA AAPKHET, TaKXKe obneryaroT
NPecTYMNHYH AeATesIbHOCTb, OH He AIBISeTCS BOMIOWEHNEM TaUHCTBEHHON,
Nnoao03pUTENbHOM U HE3aKOHHOW aKTUBHOCTU. Bonee Toro, 3HauMTENbHas
YacTb aKTUBHOCTU B JapKHETe HanpaB/ieHa Ha 3alnTy TeX, KOMy HyXHa
KOH(MOEeHLMaNbHOCTb, NO3BOSAS 06LAaTbCA TEM, KOMY YIPOXKaeT ONacHOCTb.

El dark web es un lugar secreto de maldad.

No, dice Suzette Leal: el llamado dark web (internet oculto u oscuro)
comprende toda la actividad que no puede ser encontrada o indexada
utilizando los motores de busqueda convencionales. Aunque es verdad que el
anonimato y la libertad asociada al dark web facilita las actividades criminales,
el dark web no representa en si mismo un epitome de conducta anénima,
sospechosa e ilicita. De hecho, una parte importante de las actividades del
dark web sirve para proteger a aquellos que requieren de privacidad y para
permitir comunicarse a las personas que se encuentran bajo amenaza.
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CHAPTER 3

Inclusion and Integration
Inklusion und Integration
JolStlly zlos))
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Inclusion et intégration
NHKNIO3MBHOCTb U MHTErpayms

Inclusidn e integracion
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Katharina Mosene

The Internet is an emancipatory tool to end all discrimination.

Myth: The Internet and information and communication technologies are
neutral tools providing public spaces that offer easy and effective participation
for all and make so-called minority-issues part of a larger social discourse,
thereby fostering inclusion and overcoming power differentials that plague
traditional and linear media.

Busted: An end to sexism, racism, ableism? For a long time, the Internet

was regarded as the foremost emancipatory tool to overcome all systems

of exclusion. (= #28, —» #42) Even though the Internet represents a space

of communicative self-actualization for many marginalized social groups
(#metoo, #metwo, #schauhin, #ThingsDisabledPeopleKnow), even in
digitality these groups are still particularly affected by discrimination. Digital
violence, continued exclusion practices and hate speech are still present
online. Sexism, racism, anti-Semitism, ableism, trans- and homophobia figure
prominently in hate speech. Moreover, membership in more than one group
which is targeted online increases the danger of becoming a victim of digital
violence. As Amnesty International confirmed in 2018, “women of colour,
religious or ethnic minority women, lesbian, bisexual, transgender or intersex
(LBTI) women, women with disabilities, or non-binary individuals who do not
conform to traditional gender norms of male and female, will often experience
abuse that targets them in unique or compounded way*“. This is dangerous.

If socially discriminated groups experience additional violence in the digital
sphere and therefore withdraw from participating, this effects negatively the
rationality of socio-political discourse processes mediated by technology.

Discrimination in digital spaces is not limited to forms of digital violence.
Rather, the Internet acts as a mirror of the society in many ways, shaping all
forms of discrimination as diverse as the society itself. Technology is never
neutral. Stereotypes of discrimination have been manifested in the codes
and are transferred to deep learning mechanisms through the use of biased
training data. The normalization and standardization of human bodies and
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lifestyles is implicitly inscribed in the codes. Biometric facial recognition is
widely known to be unable to identify People of Colour because it usually
relies solely on white training data sets. Similar to this, Al training data sets
from autonomous vehicles disregard training data from non-normalized bodies
such as wheelchair users.

All technologies that create, organize and expand the digital are not neutral

or unbiased, but are social constructions which are always tied to existing
relations of power, domination and discrimination. In doing so, they have

been proven to link up with colonial practices where the collection of social
data already supported the establishment of a patriarchal power structure.
Digital technology by no means makes us a community of equals. Apart from
some positive examples, such as empowering hashtagged movements and the
possibilities to mobilize and raise awareness quickly and globally, the Internet
strengthens existing systems of power and exclusion. For this reason, digital
innovation must always be critically questioned.

Truth: The Internet is not a neutral platform for global empowerment. Rather
information and communication technologies mirror the structures of social
power and domination in our societies. They are saturated with systems of
discrimination and exclusion. If left unchecked, vulnerable groups will be
marginalized online as well, and prejudice and discriminatory practices will be
digitalized and exacerbated.

Source
Nicole Shephard: What is sexual surveillance and why does it matter?, genderit.org (2017),
https://www.genderit.org/feminist-talk/what-sexual-surveillance-and-why-does-it-matter; Rachel E.
Dubrofsky, Shoshana Amielle Magnet, Feminist Surveillance Studies (Durham: Duke University Press,
2015).
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Das Internet fordert Emanzipation und beendet jede Form der
Diskriminierung.

Nein, sagt Katharina Mosene: Das Internet ist keine neutrale Plattform fiir
globale Foérderung von Teilhabe. Vielmehr spiegeln die Informations und
Kommunikationstechnologien soziale Macht und Herrschaftsstrukturen

in unserer Gesellschaft wider und sind voller Diskriminierungs und Aus-
grenzungssysteme. Ohne Kontrolle dieser Technologien werden gefahrdete
Gruppen auch online marginalisiert und Vorurteile und diskriminierende
Praktiken werden digitalisiert und verscharft.
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Internet est un outil d‘émancipation utile pour mettre fin a
toute discrimination.

Non, écrit Katharina Mosene: Internet n‘est pas une plateforme de prise

de parole mondiale neutre. Les technologies de l‘information et de la
communication reflétent plutot les structures de pouvoir et de domination
sociale de nos sociétés. Celles-ci sont saturées de systémes de discrimination
et d‘exclusion. Si rien nest fait, les groupes vulnérables seront tout autant
marginalisés en ligne, et les préjugés et les pratiques discriminatoires seront
numérisés et exacerbés.

NHTepHEeT — MHCTPYMEHT 0CB060XKAEeHUSA, KOTOPbIV NPU3BaH
NOJIOXKUTb KOHEeL, AUCKPUMUHALUMK.

970 He TakK, roBopuT KataprnHa MoseHe: VIHTEpHET — 3T0 He HelTpasibHas
nnatopma A1 BCEMWPHOro paclunMpeHus nNpas U BO3MOXHOCTEN.
NHopMaUnOHHbIE U KOMMYHUKALMOHHbIE TEXHOMOMMN CKOpee OTpaXkaroT
CTPYKTYpPbl COLMANBHOW BNACTU U BAUAHUS B Hawwmnx obwectBax. OHK
NPOHM3aHbl CUCTEMaMN ANCKPUMUHALMU U HepaBHoMpasus. Ecnun He
npensTCTBOBaTb 3TOMY, YA3BMMbIe FPynnbl Takxe 6yayT OTTECHEHbI U B
NHTepHeTe, a ylemnastowme n AUCKPUMUHALMOHHbIE MPaKTUKKN byoyT
nepeseneHbl B LnpoByto hopMy 1 ycyrybneHbl.

El internet es una herramienta emancipadora que acabara

con toda la discriminacion.

No, dice Katharina Mosene: el internet no es una plataforma neutral de
empoderamiento global. Las tecnologias de la informacién y comunicacion
son mas bien un reflejo de las estructuras de poder social y dominacion

de nuestras sociedades. Estan saturadas de sistemas de discriminacion y
exclusion. Si se dejan desatendidos, los grupos vulnerables seran marginados
también en la red, y los prejuicios y las practicas discriminatorias seran
digitalizadas y se exacerbaran.
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Astrid Mager

Search engines provide objective results.

Myth: Search engines deliver objective search results. This is the founding
myth of the leading search engine in the Western World: Google. 20 years

later this founding myth still exists in Google’s company philosophy. More
importantly, however, it resonates in people’s minds. Without knowing how the
search engine actually works, many users say that the best websites can be
found on top.

Busted: In 1998, the founding year of Google, Sergey Brin and Larry Page
described their search engine’s central aim as follows: “The primary goal is to
provide high quality search results over a rapidly growing World Wide Web.”
(Brin and Page 1998: 115). Accordingly, the notions “quality” and “search
quality” feature over 30 times in their research paper. The authors depict the
PageRank algorithm — originally using the number and quality of hyperlinks

a website gets, anchor text and proximity to determine the quality of a
website and rank it accordingly — as their main competitive advantage. They
describe the algorithm as “objective measure” corresponding well to “people’s
subjective idea of importance” (Brin and Page 1998: 109). Interestingly, this
seems to be the case indeed. Having asked people why they use Google to
find online health information in the context of my PhD project, most people
answered with saying that Google delivered the best search results, implicitly
shaping the search engine as a tool for quality assurance. Without knowing

- or even thinking about — how the search engine actually works, Google’s
founding myth was reproduced in people’s stories.

But it is a myth. Search engines are no neutral, objective technologies,

but rather tightly intertwined with societal norms, values and ideologies;

the capitalist ideology most importantly. Over the past decades, Google’s
“techno-fundamentalist” ideology of neutral ranking was aligned with and
overshadowed by non-objective considerations. New media scholars started to
deconstruct the myth of objectivity soon after the search engine’s successful
market entry. At first, they challenged the PageRank algorithm by arguing that
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it would threaten the democratic ideal of the web (= #28) by systematically
preferring big, well-connected, often commercial websites at the expense of
smaller ones. Later they switched over to questioning search engines’ business
models based on user-targeted advertising and the commercialization of
search engine results and privacy issues these trigger. A major criticism in this
body of work concerns the “consumer profiling” conducted by Google — and
others like Bing — that enable search engines to adjust advertisements to
users’ individual interests. (= #21; = #22)

Due to the growing amount of user data these companies acquired, the search
algorithm and the “organic” search results changed too. Besides hyperlinks
other factors were thrown into the measuring of a website’s quality including
user profiles and click behaviour most particularly, but also the structure of

a website, timeliness, and the amount of keywords and content. Accordingly,
new media researchers, but increasingly also journalists, criticized the
intensified personalization of search engine results, search engine biases and
discrimination. This illustrates that search algorithms are tightly intertwined
with the business models their companies rely on. The capitalist ideology

is embedded in search engines and “acts through algorithmic logics and
computational systems* (Mager 2014: 32).

Truth: It is important to keep in mind that search engines and their algorithms
are no neutral technologies, but rather incorporate societal values and
ideologies; the capitalist ideology most importantly. Only then may we come
up with forward-looking governance models respecting local regulations and
resonating with human rights (especially in Europe, where data protection is
enshrined as a fundamental right).

Source
Sergey Brin and Lawrence Page, The anatomy of a large-scale hypertextual Web search engine,
Computer Networks and ISDN Systems 30: 107-117 (1998); Astrid Mager, Defining Algorithmic
Ideology: Using Ideology Critique to Scrutinize Corporate Search Engines, tripleC 12(1): 28-39 (2014).
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Suchmaschinen liefern objektive Ergebnisse.

Nein, sagt Astrid Mager: Man muss sich vor Augen fiihren, dass Suchmaschinen
und ihre Algorithmen keine neutralen Technologien sind, sondern vielmehr
gesellschaftliche Werte und Ideologien verinnerlichen —inshesondere solche
des Kapitalismus. Nur dann kénnen wir zeitgemafse Governance-Modelle ent-
wickeln, die Menschenrechte respektieren (insbesondere in Europa, wo der
Datenschutz als Menschenrecht verankert ist).
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Les moteurs de recherche fournissent des résultats objectifs.

Non, écrit Astrid Mager: il est important de garder a l‘esprit que les moteurs
de recherche et leurs algorithmes ne sont pas des technologies neutres, ils
intégrent au contraire les valeurs et les idéologies de la société, notamment
l'idéologie capitaliste. Ce n‘est que si nhous avons conscience de cela que

nous pourrons proposer des modeéles de gouvernance tournés vers l‘avenir,
respectant les réglementations locales et les droits de I'homme (en particulier
en Europe, ou la protection des données est inscrite en tant que droit
fondamental).

MouckoBble cUcTEeMbl NPefoCTaBNSAIT 06 beKTUBHDbIE
pesynbTaThbl.

370 He TakK, roeoput AcTpmg, Marep: BaxkHO NOMHUTb, YTO MOUCKOBbIE
CUCTEMBI U UX aNTOPUTMbI HE SIBNAKOTCSH HEUTPaIbHbIMU TEXHOOMUSAMU, A
CKOpee yUMTbIBalOT CoLMnanbHble LLEeHHOCTU U NOEe00ruio, NPenMyLLeCTBEHHO
KanuTanucTuyeckyto. TONIbKO B 3TOM C/lyvae Mbl CMOXeM paspabotatb
NporpeccuBHble MOAENM yNpaBneHus, KoTopble byayT cooTBETCTBOBATb
MECTHbIM 3aKOHaM 1 NepeKINKaTbCs ¢ NpaBamMu YenoBeka (0Co6eHHO B
EBpone, roe 3awmTa AaHHbIX 3aKpenseHa Kak hyHaaMeHTanbHoe Npaso).

Los motores de busqueda proporcionan resultados objetivos.

No, dice Astrid Mager: es importante tener en cuenta que los motores de
blusqueda y sus algoritmos no son tecnologias neutrales, sino que mas

bien incorporan valores sociales e ideologias; la ideologia capitalista
principalmente. Solo entonces podremos concebir modelos de gobernanza
con miras al futuro y que respeten las regulaciones locales y los derechos
humanos (especialmente en Europa, en donde la proteccién de datos ha sido
consagrada como un derecho fundamental).
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Jozef Michal Mintal

Social media is an accurate mirror of society.

Myth: Social media adequately reflects societal trends and public opinion.
As everyone is on social media these days, one can determine the overall
attitudes of a population by looking at what people are posting and sharing
online.

Busted: There are at least two fundamentally wrong assumptions with

regard to this myth. First, the notion that everyone is nowadays on social
media. Even though Internet penetration and social media use saw a steep
increase in the last decade, there are still vast differences in Internet and
social media penetration around the world, with Internet penetration in some
countries being as low as 10%. But social media users are not representative
in countries with high Internet usage either. Gender, income, age and other
disparities matter (Blank/Lutz 2017). Minorities, including linguistic minorities,
also tend to be underrepresented on social media.

But there are also other factors which even further make it simply not possible
to deduce the overall attitudes of a population just from posts and likes.
(—#24)

For one, when using social media, we have a tendency to be drawn to those we
perceive to be most like ourselves. (— #21, —» #22) This translates to us being
exposed on average mainly to beliefs and attitudes like ours, which is a very
bad base for assuming what most of the people think and like. Further, user
activity on multiple social media platforms seems to follow an approximate
power law distribution. (= #41)

This means that a small number of users generate a large part of the overall
content. For instance, a recent Twitter study suggests that 10% of users in the
U.S. are responsible for 80% of social media content (Wojcik/Hughes 2019).
The opinions of a few highly active users therefore seem far more prevalent
than they are in reality.
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There are also many more principles at play, like the majority illusion paradox,
algorithmic bias, the creation of fake social media persona(e), etc. We should
therefore be very critical of what we see online and recall that when looking at
social media we cannot assume that it is an accurate mirror of society.

Truth: Social media depicts a very skewed image of society as a whole. Even
though social media use is rising, social media platforms are still far from
being representative of the general population. Together with factors like
highly active media users, algorithmic bias and the tendency to be drawn

to like-minded people and posts one agrees with, we cannot accurately
determine the overall attitudes of a population just by looking at what people
are posting and sharing online.

Source
Grant Blank and Christoph Lutz, Representativeness of Social Media in Great Britain: Investigating
Facebook, LinkedIn, Twitter, Pinterest, Google+, and Instagram, American Behavioral Scientist 61
(2017) 7, 741-756, Stefan Wojcik and Adam Hughes, Sizing Up Twitter Users, Pew Research Center
(2019), https://www.pewInternet.org/2019/04/24/sizing-up-twitter-users.

99



Soziale Medien sind ein exakter Spiegel der Gesellschaft.

Nein, sagt Jozef Michal Mintal: Soziale Medien zeichnen ein stark verzerrtes
Bild der Gesellschaft als Ganzes. Auch wenn die Nutzung sozialer Medien zu-
nimmt, sind Social-Media-Plattformen noch lange nicht reprasentativ fiir die
Bevolkerung. Zusammen mit Faktoren wie hochaktiven Mediennutzer*innen,
algorithmischer Verzerrung und der Tendenz, sich Gleichgesinnten anzuschlie-
f3en und Beitrage zu lesen, denen man zustimmt, lasst sich die allgemeine
Einstellung einer Bevolkerung nicht prazise dadurch ermitteln, dass man sich
anschaut, was online veroffentlicht und geteilt wird.
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Les réseaux sociaux sont des miroirs fidéles de la société.

Non, écrit Jozef Michal Mintal: les réseaux sociaux dépeignent une image tres
biaisée de la société dans son ensemble. Méme si l‘utilisation des réseaux
sociaux augmente, ces plateformes sont encore loin d‘étre représentatives
de la population en général. Avec des facteurs tels que les utilisateurs tres
actifs de ces réseaux, les biais algorithmiques et la tendance a attirer des
personnes partageant les mémes idées et les mémes avis, nous ne pouvons
pas déterminer avec précision le comportement général d‘une population en
nous contentant de regarder ce que les gens publient et partagent en ligne.

CouuanbHble ceTn 6e30WwWMN60UHO 0TOGPaXKAIOT 06L,ECTBO.

370 He Tak, rosopuTt l;loseq) Muxan MunTtan: CounanbHbie CETU B LLESIOM
M306parkaroT O4YeHb UCKaXKeHHbI 06pa3 obuiecTBa. HecMoTps Ha TO, UTO
MCMoNb30BaHWe coLManbHbIX CETEN pacTeT, X NnaThopMbl BCe eLe [aneku
OT TOro, 4tobbl NPeACTaBNSATb HAacENEeHNE B LiefioM. YunTbiBas Takme hakTopsl,
KaK BbICOKOAKTMBHbIE NMONb30BaTeNIN CETEN, aNrOPUTMMUECKas NPeaB3aToCTb
W CKJIOHHOCTb NPUTAMMBaTbCS K €AMHOMBILWIEHHWKAM U NOCTaM, KOTOPble HaM
no gyuie, Henb3s TOYHO onpenennTb obliee OTHOLWEHWE HAaceNeHns, MPOCTO
B3M/IAHYB Ha TO, YTO NtoAn Ny6AUKYIOT U YeM OHU 06MeHunBatoTCa B IHTepHeTe.

Las redes sociales son un reflejo fidedigno de la sociedad.

No, dice Jozef Michal Mintal: las redes sociales presentan una imagen muy
sesgada de la sociedad como conjunto. Aunque el uso de las redes sociales
va en aumento, estas plataformas aln estan lejos de ser representativas de
la poblacién en general. Unido a factores tales como usuarios de medios muy
activos, sesgos algoritmicos y la tendencia a sentirse atraido hacia personas
con ideas semejantes y publicaciones con cuyo contenido se concuerda, no
podemos determinar con exactitud las actitudes generales de una poblacion
solamente viendo lo que la gente esta publicando y compartiendo en el
internet.
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David Schulze

All Internet users experience the same Internet.

Myth: The Internet is the same for everyone. Some governments might block
foreign content within their countries, and some content is removed to protect
copyright. But all in all, if we stay in a country with free Internet or surf on
accessible websites, we are all equal citizens of the Internet and treated as
such.

Busted: Most users have accepted that content they watch on YouTube, search
for on Google, (= #19) or get suggested on Amazon is personalized. (— #22)
Less tolerated and frequently reviled are targeted online advertisements that
show up mostly on websites using Google Ads and Facebook. But governments
and companies have developed capacities, such as redirecting traffic, filters
and algorithms that can have a profound yet hard to discern impact on the way
we experience the Internet.

Take for example what is known as the Great Firewall, the Chinese
government’s program to control the Internet. While it does simply block
certain foreign websites like those of The Economist and Le Monde, studies
such as by The Citizen Lab at the University of Toronto have revealed a
complex structure that can also slow down and redirect access requests

to websites in China and abroad, and use it for offensive purposes in DDoS
attacks. Censorship usually results in frustration and protest, but it can also
subconsciously alter behaviour. Critical debate is obviously stifled under heavy
censorship. But if some pages just happen to load very slowly, we may avoid
them, without attributing it to censorship. If our request is instead rerouted, or
turned into part of a DDoS attack, we might never find out.

Another example: Companies use hardware and software to modify users’
experiences for commercial or even political reasons. Algorithms that
may amplify familiar stories in our social media or search results are also
part of other websites, e.g. Google Scholar. Internet service providers like
Comcast (USA) and Bell Canada have been accused of illegally throttling
certain Internet traffic, based on deep packet inspection that allows them
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to distinguish between data flows to their own services and those of their
competitors and adjust access speed accordingly. (= #39) Manufacturers

of smartphones control how customers use apps — and through them the
Internet — by making some of them harder to access or even incompatible with
their operating systems. Companies also become complicit in censorship when
they preemptively block user generated content perceived as illegal, or block
access to their own employees’ protests over work conditions.

We already live in a fragmented Internet, with breaks occurring right through
countries, users’ devices and websites, not just between them. The first step
towards defragmentation is increasing awareness.

Truth: Internet service providers, governments, cloud, hardware and software
companies have created walls, walled gardens, divides and bubbles that can
profoundly shape our online experience, the way we interact with other users
and how we learn about the world. These barriers are flexible, evolving and
often hidden. They make us experience different parts of the Internet; and the
same parts differently. Only awareness of barriers can help us overcome the
fragmentation of our digital lives.

Source
Roya Ensafi, Philipp Winter, Abdullah Mueen, Jedidiah R. Crandall, Analyzing the Great Firewall of
China Over Space and Time, Proceedings on Privacy Enhancing Technologies, 1 (2015), 61-76, doi:
https://doi.org/10.1515/popets-2015-0005; Greg Goth, ISP Traffic Management: Will Innovation or
Regulation Ensure Fairness?, IEEE Distributed Systems Online, 9 (2008) 9, https://ieeexplore.ieee.org/
abstract/document/4659261.
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Alle Internetnutzer*innen konnen dasselbe Internet erleben.

Nein, sagt David Schulze: Internetdienstanbieter, Regierungen sowie Cloud,
Hard und Softwareunternehmen haben Mauern, ,,Walled Gardens®, Trenn-
wande und Blasen geschaffen, die unsere Onlineerfahrung, die Art und Weise,
wie wir mit anderen Nutzer*innen interagieren und wie wir uns (iber die Welt
informieren, nachhaltig pragen konnen. Diese Barrieren sind teils flexibel, ent-
wickeln sich weiter und sind oftmals verborgen. Sie lassen uns verschiedene
Teile des Internets erleben — und dieselben Teile anders. Nur das Wissen um
die Barrieren kann uns helfen, die Fragmentierung unseres Lebens in der
digitalen Welt zu Gberwinden.
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Tous les utilisateurs d‘Internet peuvent utiliser le méme
Internet.

Non, écrit David Schulze: les fournisseurs de services Internet, les
gouvernements, le cloud, les sociétés de matériel informatique et les éditeurs
de logiciels ont créé des murs, des jardins fermés, des cloisons et des bulles
qui peuvent profondément faconner notre expérience en ligne, notre facon
d’interagir avec les autres utilisateurs et notre fagon d’apprendre a connaitre
le monde. Ces barriéres sont flexibles, évolutives et souvent cachées. Elles
nous font découvrir différentes parties d’Internet, et les mémes parties
différemment. Seule la prise de conscience de ces barriéres peut nous aider
a ne pas laisser nos vies numériques se fragmenter.

Bce MHTepHeT-noJsib3oBaTeNn CTAJIKUBAKOTCA C OAUHAKOBbIM
UHTepHeTOM.

3710 He Tak, rosoput OaBupg Wynbue: MHTepHeT-NpoBangepbl, NPaBUTENbCTBA,
obnayHble xpaHunuLLa, KOMNaHWK, BbiNycKatoLme annapaTtHoe un
nporpamMmHoe obecneyeHne co3panum rpaHunLbl, 3aKpbITble 3KOCUCTEMBI,
6apbepbl 1 30HbI, KOTOPbIe MOTYT CYLLECTBEHHO BAUSATbL Ha Hally XU3Hb
OHNanH, cnocob B3anmMopencTBma € APYrMMu Nosb30BaTeNs MU 1 NO3HaHMSA
mupa. 3T 6apbepbl fOCTaToOUHO rMBKMeE, NporpeccrpyoLLMe N YacTo CKPbITbIE.
Bnarofaps UM Mbl CTaNKMBaEMCS C pasfIMYHbIMK YacTaMun MHTepHeTa 1 BUAUM
Te Xe YacTu no-pasHoMy. ToNbKO 0CO3HaB CyLLeCcTBOBaHWe 3Tux 6apbepos, Mbl
MOXeM ocnabuTb hparMeHTaunio Halen LMMPOBOM XKNUSHN.

Todos los usuarios del internet experimentan el mismo
internet.

No, dice David Schulze: los proveedores de servicios de internet, los
gobiernos, las empresas de cloud, hardware y software han construido

muros, jardines amurallados, divisiones y burbujas que pueden condicionar
profundamente nuestra experiencia online, la manera en la que interactuamos
con otros usuarios y nuestra vision del mundo en general. Estas barreras son
flexibles, cambiantes y se encuentran frecuentemente ocultas. Se nos hace
experimentar diferentes lugares del internet; y los mismos lugares de forma
distinta. Solamente la conciencia respecto a estas barreras puede ayudarnos
a superar una posible fragmentacion de nuestras vidas digitales.
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Sebastian Randerath

We all live in filter bubbles.

Myth: Filter bubbles run our whole life. Political, social and economic
problems like the rise of populism, hate speech, fake news, growing capitalism
and even depressions are caused by the personalization of search engines and
social media platforms as well as by micro targeting. Filter bubbles and echo
chambers separate users from each other by creating invisible bubbles.

Busted: Conceptually, filter bubbles exist. (= #21) In 2009, Google included
algorithms in its search tools that were personalized by individual user data.
In 2011, Eli Pariser claimed that this meant that no “standard” (common)
Google search outcome existed. This is what he called a “filter bubble” — a
space inside search algorithms and social media platforms that uses data to
personalize a specific “bubble” for every single user. Today, in view of the rise
of large platforms like Facebook, Google, Alibaba and Baidu models of data
accumulation and micro-targeting are part of a new data-driven capitalism
(Srnicek 2016).

Today, Pariser’s filter bubble is used to explain different social, economic

and digital phenomena like the growth of populism, hate speech, fake news,
growing capitalism and even depression. Often the concept of the echo
chamber that existed long before the filter bubble and had been already
employed by Marshall McLuhan to describe the resonating world of tribal
cultures (McLuhan/Norden 1969: 72) is misused to extend the concept of
being (consciously or automatically) separated from dissenting world views on
social media platforms. Filter bubbles and echo chambers have become blurry
concepts to simplify different and complex phenomena of decision-making
and formation of public opinion.

As numerous studies on public opinion formation have shown, network effects
(= #41) and other communicative structures that are caused by relations in
social media have a much stronger impact on the formation of public opinion
on platforms than algorithmic filtering (Haim et al., 2018). Empirically there
has even been no direct proof that there is an effect of personal filtering on
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networks and formations of public opinion (Krafft et al. 2018) and even the
direct effects of the algorithms on the personalization itself are very trivial
(Feuz/Fuller/Stalder 2011). Political segmentations in populist debates on
social media are mainly caused by the dynamics of populism itself, network
effects or social bots and not directly by filtering algorithms (Dreyer/Schulz,
2019; Leistert 2017). Filter bubbles in search algorithms are not the ultimate
cause for network effects, hate speech, populism or fake news — they have just
become a metaphor to simplify these complex processes.

Truth: Filter bubbles do not run our lives. Personalized filtering by algorithms
is not the cause for public opinion formation and has merely trivial effects

on search results with major search engines. The concept is mainly used as

a metaphor to reduce the complexity of social, economic and technological
dynamics on platforms and public debates, but is of little value beyond that.

Source
Mario Haim, Andreas Graefe, Hans-Bernd Brosius, Burst of the filter bubble? Effects of personalization
on the diversity of Google News, Digital Journalism (2018) 6 (3), 330-343; Martin Feuz, Matthew
Fuller and Felix Stalder, Personal Web Searching in the Age of Semantic Capitalism: Diagnosing the
Mechanisms of Personalisation, First Monday (2011) 16 (2), d0i:10.5210/fm.v16i2.3344.
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Wir leben alle in Filterblasen.

Nein, sagt Sebastian Randerath: Filterblasen bestimmen unser Leben nicht.
Die personalisierte Filterung durch Algorithmen beeinflusst nicht mafsgeblich
offentliche Meinungsbildungsprozesse und hat lediglich vernachlassigbare
Auswirkungen auf die Suchergebnisse grofser Suchmaschinen. Das Konzept
wird hauptsachlich als Metapher verwendet, um die Komplexitat der sozialen,
wirtschaftlichen und technologischen Dynamik auf Plattformen und in der
offentlichen Diskussion zu reduzieren, ist aber dariiber hinaus von geringem
Wert.
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Nous vivons tous dans des bulles de filtres.

Non, écrit Sebastian Randerath: les bulles de filtre ne conditionnent pas

nos vies. Le filtrage personnalisé par algorithmes n’est pas la cause de

la formation de l'opinion publique et n’a que des effets moindres sur les
résultats de recherche des principaux moteurs de recherche. Le concept est
principalement utilisé comme une métaphore pour réduire la complexité de la
dynamique sociale, économique et technologique sur les plateformes et dans
les débats publics, mais a peu de valeur en-deca.

MbI Bce )KuBeM BHYTpU Ny3bipein-hunbTpos.

970 He TakK, roBopuTt CebacTbsiH PaHaepart: My3sbipyu-unbTpbl HE yNpPaBAsaoT
Halen Xun3Hbto. NepcoHanmampoBaHHas hMnbTPaLUS MO aNropuTMaM He
sIBNSieTCa NpUYMHON hopMmMpoBaHMS 06LWECTBEHHOIO MHEHNS 1 OKa3blBaeT
NVLWb OFPaHNMYEeHHOe BO3AENCTBME HA Pe3ynbTaTbl NOUCKA B OCHOBHbIX
NMOMCKOBbIX CMCTEMaX. 3Ta KOHLENUUs B OCHOBHOM MCNOJMIb3YeTCH B Ka4ecTBe
MeTagopbl, YTOObl YMEHbLUWTb CIOXHOCTb COLMaNIbHOW, 3KOHOMUYECKOM

M TEXHOJIOFMYECKOM AMHAMMKM Ha nnaTtgopMax v gias o6wecTBeHHOro
obcyxaeHus, u ManoueHHa NOMUMO 3TOrO.

Todos vivimos en filtros burbuja.

No, dice Sebastian Randerath: los filtros burbuja no controlan nuestras vidas.
El filtrado personalizado por algoritmos no es la causa de la formacién de la
opinidn publica y tiene solo efectos triviales en los resultados de los motores
de busqueda mas importantes. El concepto se utiliza sobre todo como
metafora para reducir la complejidad de las dinamicas sociales, econdmicas y
tecnoldgicas de las plataformas y debates publicos, pero tiene muy poco valor
al margen de eso.
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Sascha Hélig

People get their news only via social media.

Myth: People, and especially young Internet users, get their news only via
social media. They ignore traditional news media. We live in filter bubbles,
fall for fake news and are manipulated in our decision-making by social media
content.

Busted: It is true that many people use social media. For example, 74 percent
of adult Internet users in the US use Facebook, Twitter or Instagram within a
regular week; in Germany this figure is 58 percent (Reuters Institute Digital
News Study 2019). It is also true that some people, accidentally or not,
encounter news content on social media. Be it because they see forwarded
articles, because they learn about discussions on current topics, because they
receive advertisements from news outlets or because they follow news media,
journalists or politicians.

Overall, however, people mainly use traditional news media brands for their
information, either via the corresponding websites or apps on the Internet (US:
43%; Germany: 47 %), or via real, actual television, radio, newspapers and
magazines (US: 69 %; Germany: 83 %), which continue to play an important
role, too. In our news consumption, as in anything else, we, humans, are
intricate creatures. People obtain information through an individually compiled
combination of different news outlets, the so-called “news repertoire”, which
often is based on cross-media use.

For some people, social media is definitely a part of their news repertoire (US:
46 %; Germany: 34 %), but just for a few users it is the most important news
source (US: 18 %; Germany: 10 %) and only for a small minority of people
who are not at all interested in hard news it is the only one used news source
(US: 5,6 %; Germany: 2,7 %). In this pattern, there are hardly any differences
between older and younger age groups. Although older users are a little

more interested in news about the world than younger ones, young users
nevertheless inform themselves via various news sources and mainly pursue
their age-dependent interests in social media.
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In studies after studies, it holds true that social media are mainly used to get
and exchange information about the latest developments from the circle of
friends and acquaintances, but not to consume general news, nor to search
for them explicitly. Social media are not perceived as a suitable place for
news and the wide diversity of actors who spread news there is little trusted.
Therefore, for most people across the age groups, news information in social
media is merely a by-catch that cannot be avoided.

Users who actively choose to follow news content in social media are in a
minority compared to the total number of users. Those who follow news sites,
journalists and politicians are usually those who are particularly interested

in current news topics and they use a particularly broad and diverse news
repertoire of numerous news outlets, likewise outside of social media.

Therefore, it is true that some people encounter news in social media, but
usually this is not an intended source for news information, nor is it their only
source for news. The assumption that even young people only get news via
social media is just a persistent myth.

Truth: Social media plays an important role in many people‘s lives but social
media are usually not used for the purpose of getting news information. News
is rather a kind of inevitable by-catch for social media users. The vast majority
of Internet users across all age groups uses traditional news media brands
on- and offline, and only a small minority of social media users limits its news
consumption to social media platforms.

Source
Uwe Hasebrink and Sascha Hélig, Deconstructing Audiences in Converging Media Environments,
in Sergio Sparviero, Corinna Peil, Gabriele Balbi (eds.), Media Convergence and Deconvergence
(Basingstoke: Palgrave Macmillan, 2017), 113-133. doi: 10.1007/978-3-319-51289-1_6; Nic
Newman, Richard Fletcher, Antoins Kalogeropoulos, Rasmus Kleis Nielsen, Reuters Institute Digital
News Report 2019 (University of Oxford: Reuters Institute for the Study of Journalism, 2018), www.
digitalnewsreport.org.
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Die Menschen informieren sich nur noch iiber soziale Medien.

Nein, sagt Sascha Hélig: Auch wenn soziale Medien im Leben vieler Menschen
eine wichtige Rolle einnehmen, werden sie in der Regel nicht zum Zweck

der Informationsbeschaffung genutzt. Nachrichten sind eher eine Art
unvermeidlicher Nebennutzen fiir aktive Nutzer*innen sozialer Medien.

Die liberwiegende Mehrheit der Internetnutzer*innen aller Altersgruppen
verwendet traditionelle Nachrichtenkanéle on und offline, und nur eine
kleine Minderheit der Nutzer*innen von sozialen Medien beschrankt ihren
Nachrichtenkonsum ausschliefilich auf diese Plattformen.
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Les personnes ne s‘informent que via les réseaux sociaux.

Non, écrit Sascha Holig : si les réseaux sociaux jouent un r6le important

dans la vie de nombreuses personnes, ils ne sont généralement pas utilisés
pour s‘informer. Les informations ou actualités sont plut6t une sorte de prise
accessoire inévitable pour les utilisateurs des réseaux sociaux. La grande
majorité des utilisateurs d’Internet de tous les groupes d’age utilisent des
moyens d’information classiques en ligne et hors-ligne, et seule une petite
minorité d’utilisateurs des réseaux sociaux limite sa recherche d’informations
a ces plateformes.

Jlroau y3HaAOT HOBOCTU TOJIbKO Yepes coluasibHble CeTu.

370 He TaK, roBopuT Cawa Xénur: CoumanbHble CETU UTPAKOT OYEHb BAXKHYHO
POJIb B }KM3HM MHOTMUX JIOAEN, HO KaK MPaBU/IO HE MCMOJb3YOTCS B LLeNaxX
noJiy4eHuss HoBocTen. HOBOCTU — 3TO CKopee Hen3beXKHbIN NPUIoB ANs
nosib3oBaTenien coumanbHbix cetei. NMogasnstowee 60/bLUMHCTBO UHTEPHET-
nosib3oBaTesie BCex BO3PACTHbIX MPYNM UCMOJb3YHT TPaAMLMOHHbIE
HoBocTHble CMU Kak oHMailH, Tak 1 onaliH, n nuib Hebosblias YacTb
nosib3oBaTesie orpaHMUNBaET CBOE 3HAKOMCTBO C HOBOCTSIMY niaTdopmamm
couManbHbIX ceTen.

Las personas obtienen las noticias solo por medio de las redes
sociales.

No, dice Sascha Hoélig: las redes sociales juegan un papel importante en la vida
de muchas personas, pero no son usadas normalmente con el fin de obtener
informacién relativa a noticias. Las noticias en este contexto representan mas
bien informacién secundaria adquirida por los usuarios de redes sociales.

La gran mayoria de usuarios del internet, en todos los grupos de edad,
consulta los medios tradicionales de noticias, tanto online como offline, y

solo un pequena minoria de los usuarios limita su consumo de noticias a las
plataformas de redes sociales.
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Ulrike Klinger

Likes and shares reliably indicate popularity.

Myth: Likes, shares, views, follower numbers and other quantitative measures
on social media reliably indicate how popular, famous, or successful someone
or something is. A growth of likes or followers always means a positive
feedback and we can rely on them as trend indicators.

Busted: The perception that likes, shares, or the number of one “s followers
and “friends” on social media indicate popularity is widespread. Marketing
suggests they are a shortcut to measure how well a brand or a person is

doing. Parents and educators worry about teenagers’ obsession with how
many hearts they get on Instagram. In election campaigns, journalists discuss
political parties and candidates’ success in mobilizing by comparing followers
and reactions. The idea that quantifiable social cues are an easy way to
evaluate popularity is compelling. Unfortunately, it is also a misunderstanding,
because a) they are very easy to manipulate and b) they mean different things
depending on context and platform.

The idea of likes, shares and a large number of followers as popularity cues
has incentivized people and organizations to artificially enhance these
numbers. With the help of automated accounts (“social bots”), trolls, activists,
and fake accounts it is very easy to feign popularity cues and make something
or someone seem more “popular”. (= #30) In fact, social media platforms
report that they are deleting billions of these fake or maliciously manipulative
accounts each year. Everyone can easily and for very little money buy likes,
shares or followers; it is a common practice and turns these popularity cues in
empty signifiers. In political mobilization this phenomenon has been labelled
“astroturfing” — feigning popular support and grassroots mobilization with
artificial activity and fake accounts.

Likes and shares are ubiquitous on social media. We all like or share something

several times a day and hope that our postings get likes and shares from our
imagined audiences. Turns out that people care more about who likes and
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shares rather than how many times: most important are close friends, spouses
and family. Likes signal acknowledgement, but not always agreement or
acceptance. As for political parties, social media users tend to follow not only
one, but several parties, and cross-posting on more than one political group is
quite a usual behaviour. People oftentimes share content without even reading
it before sharing (clickbait!), and they share and comment postings they
heavily disagree with. In fact, controversial content often generates high levels
of engagement — many likes, shares and comments, but certainly not because
of popularity or agreement.

Truth: The numbers of likes, shares, followers or comments provide low-level
feedback, signalling acknowledgement, reach, engagement or interaction.
This feedback is not necessarily and always positive. It can mean popularity,
but it might as well indicate that something or someone is even unpopular or
highly controversial. These numbers are easy to manipulate and should not be
overestimated.

Source
Lauren Scissors, Moira Burke, Stephen Wengrovitz, What's in a Like?: Attitudes and behaviors around
receiving Likes on Facebook. CSCW ,16 Proceedings of the 19th ACM Conference on Computer-
Supported Cooperative Work & Social Computing (2016), https://dl.acm.org/citation.cfm?id=2820066;
Pablo Porten-Cheé, J6rg Haf3ler, Pablo Jost, Christiane Eilders, Marcus Maurer, Popularity cues in online
media: Theoretical and methodological perspectives. Studies in Communication and Media 7 (2018) 2,
208-230.
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Likes und Shares sind ein zuverlassiges Mafs fiir Beliebtheit.

Nein, sagt Ulrike Klinger: Die Zahl der Likes, Shares, Follower oder Kommen-
tare ist nur sehr eingeschrankt aussagekraftig im Sinne einer Signalisierung
von Zustimmung, Reichweite, Engagement oder Interaktion. Dieses Feedback
ist nicht unbedingt und immer positiv. Es kann Beliebtheit bedeuten, kénnte
aber auch darauf hinweisen, dass etwas oder jemand sogar unbeliebt oder
héchst umstritten ist. Diese Zahlen sind leicht zu manipulieren und sollten
nicht Gberbewertet werden.
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Les « j‘aime » et les partages sont des indications fiables de
popularité.

Non, écrit Ulrike Klinger: le nombre de « j‘aime » (like), de partages,
d‘abonnés ou de commentaires fournit des informations de faible qualité et
n‘est pas l‘expression d‘une réelle reconnaissance, d‘une voix majoritaire,
d‘une implication ou d‘une volonté d‘interaction. Ces retours ne sont pas
nécessairement et toujours positifs. Cela peut étre un signe de popularité,
mais cela peut tout aussi bien indiquer que quelque chose ou quelqu‘un est
impopulaire ou trés controversé. Ces chiffres sont faciles a manipuler et ne
doivent pas étre surestimés.

Jlaiikun 1 penocTbl 06 beKTUBHO 0TOBpaXKAIOT NONYNIAPHOCTD.

370 He TakK, roBopuT Ynbpuke KnuHrep: Yucno nankos, penocTtos,
NOANMCUYNKOB UM KOMMEHTapUEB MNOX0 CUrHanu3upyeT 06 obpaTHow cBa3u,
Npu3HaHUK, oxBaTte, BOBNEYEHHOCTU 1 B3auMopencTBun. Takaa obpatHas
CBSi3b Heobsi3aTeNlbHa M HEM3MEHHO NO3UTUBHasA. OHA MOXKET 03Ha4aTb
NonynsapHOCTb, HO TaKXXe MOXEeT YKasbIBaTb Ha TO, YTO KTO-TO WU/ YTO-TO

He MMeeT NOoMyNASAPHOCTU UMM KpanHe NPOTMBOPEYMBO. ITUMU undpamm
MOXHO C JIErKOCTbI0 MaHMMYIMPOBaTb, MO3TOMY MX 3HAUYEHUE He cnepyeT
nepeoueHnBaTh.

Los likes y shares son un indicador de popularidad fiable.

No, dice Ulrike Klinger: el nimero de likes, shares, seguidores o comentarios
representa una forma de feedback de nivel bajo, sefialando reconocimiento de
la informacion, alcance, participacion o interaccion. Este feedback no siempre
es necesariamente positivo. Puede significar popularidad, pero también podria
significar que algo o alguien es incluso impopular o altamente controvertido.
Estos niumeros son faciles de manipular y no deberian ser sobreestimados.
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Tommaso Venturini

Fake news is a real problem.

Myth: Digital media have become, in the last few years, a space for the
circulation of all sorts of false information. Ill-intentioned social and political
actors have strategically used disinformation campaigns, disguised as
mainstream news, to promote untruthful or incorrect ideas distorting public
debates by made-up evidence.

Busted: As digital media and online spaces become crucial arenas for public
debate, online misinformation is becoming a serious societal concern. Yet, the
notion of “fake news” is a very bad label for this phenomenon and misleads
our societal responses rather than guiding them. By now everything can be
called “fake news” and the term is routinely used by politicians to identify
reporting they disagree with. We should thus be wary of this notion: Fake

news is an extremely vague term that has been used to refer to phenomena

as diverse as real news, satire, parody, fabrication, manipulation, click-bait,
conspiracy theories and covertly sponsored contents. In the absence of a strict
definition, the notion lends itself to be used by political and social actors as a
rhetoric weapon to discredit opposing sources of information. Also, while fake
news is supposed to be a recent problem, connected to the advent of digital
media, its vague connotation of “biased information influencing public debate”
makes it indistinguishable from traditional propaganda.

Heralding a “post-truth era”, the notion presupposes a simplistic distinction
between true and false, denying the very essence of journalistic mediation
whose value is not only measured by the correspondence to the reported
facts, but by the capacity to make complex issues readable for a distracted
public opinion. Finally, and most importantly, the label implies that “fake
news” resemble traditional news and that their main objective is to induce
credulity. This is sometimes but not always the case: much misinformation is
published in satirical pages that do not hide their untruthfulness; or by news
outlets that play out front their ideological biases; and often is nothing but a
catchy title used to lure readers into clicking on banners or opening pages.
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While some online misinformation is indeed meant to trick its readers into
believing it (such as strategic disinformation campaigns), this is rarely the
only or its main purpose. Rather than its fakeness, the speed with which it
spread and the distraction that it produces are the birthmark of this type of
information that should rather be called “junk news.” Just as junk food, digital
misinformation is consumed because it is addictive, not because it is believed
to be informative or intellectually nourishing. To be sure, shifting the attention
from falsity to diffusion and distraction does not make the threat of junk
content less relevant. Quite the contrary, it suggests that these contents are
all the more dangerous because they cannot be defused simply by debunking
them.

Truth: The notion that “fake news” is the main menace to online public debate
is itself a sort of “fake news”. The threat of digital misinformation consists

in the systemic degradation of public debate, produced by the acceleration

of attention cycles and the inflation of information agendas. Most fake news
contents are in fact “junk news”, which does not make them less dangerous,
but more difficult to debunk.

Source
Henry Jenkins, Sam Ford, and Joshua Benjamin Green, Spreadable Media (New York: New York
University Press, 2013); Tommaso Venturini, From Fake to Junk News, the Data Politics of Online
Virality, in Didier Bigo, Engin Isin, and Evelyn Ruppert (eds.), Data Politics: Worlds, Subjects, Rights
(London: Routledge, 2019).
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Fake News sind ein ernstes Problem.

Nein, sagt Tommaso Venturini: Die Vorstellung, dass ,,Fake News* die Haupt-
bedrohung fiir die 6ffentliche Diskussion im Netz darstellten, ist selbst eine
Art ,,Fake News“. Die Bedrohung durch digitale Fehlinformationen besteht im
systemischen Qualitatsverlust der 6ffentlichen Diskussion durch immer kiirze-
re Aufmerksamkeitsspannen und die Inflation von Informationsagenden. Die
meisten Inhalte von ,,Fake News* sind eigentlich ,,Junk News“, was sie jedoch
nicht weniger gefahrlich, sondern nur schwieriger zu entlarven macht.
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Les intox (fake news) sont un réel probléme.

Non, écrit Tommaso Venturini: la notion selon laquelle les « intox » constituent
la principale menace pour le débat public en ligne est en soi une sorte d’ «
intox ». La menace de désinformation numérique consiste en la dégradation
systémique du débat public produite par l'accélération des cycles de
I'attention et U'inflation des flux d’informations. La plupart des contenus de
ces fausses nouvelles sont en fait des « informations poubelles », ce qui ne les
rend pas moins dangereux, mais plus difficiles a débusquer.

J1o)KHble HOBOCTM — peaJibHag npob6nema.

370 He Tak, roBopuT TOMMa30 BeHTYpuHU: YTBEPXKAEHNE O TOM, UTO «/I0XKHble
HOBOCTM» — rlaBHas yrpo3a s obLecTBeHHOro oHlaiH-06CyKaeHus, camo
no cebe ABNAETCA CBOEro POAA «JI0XHOW HOBOCTbIO». Yrpo3a unpoBsoi
Ae3nHopMaL MK 3aKIYaeTcss B CUCTEMHOM ocnabneHnm obLecTBeHHOro
06Cy»KaeHUs, BbI3BaHHOM YCKOPEHMEM LMKIIOB BHUMaHWUA U pasgyBaHueM
MH(OPMALMOHHBIX MPOrpaMM. BOMbLIMHCTBO NOXHOMO HOBOCTHOMO KOHTEHTA
— 3TO Ha CaMOM fefie NPOCTO «MyCOP», YTO HE AEeNlaeT ero MeHee onacHbIM, a
CKOpEe YC/IOXHAET NPpoLecc ero pasobnayeHus.

Las fake news son un problema real.

No, dice Tommaso Venturini: la nocion de que las llamadas “fake news” son la
principal amenaza para el debate publico online representa en si misma una
especie de “fake news”. La amenaza de la desinformacion digital consiste en
una degradacion sistémica del debate publico producido por la aceleracion de
los ciclos de atencidon y la inflacidn de las agendas de informacion. La mayoria
de los contenidos de las fake news son de hecho “noticias basura”, lo cual no
las hace menos peligrosas, sino mas dificiles de desmentir.
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Michael S. Daubs

We are all journalists and news creators now.

Myth: The Internet will enable citizens to contribute user-generated content
and co-create the news and avoid the gatekeeping mechanisms of traditional
news organizations, thus democratizing journalism.

Busted: In the late 1990s, user-led citizen journalism sites such as Indymedia
emerged that provided the opportunity for people to “become the media”

by creating and sharing user-generated content (UGC) in the form of citizen
journalism. Blogging and social networking sites such as Facebook, YouTube
and Twitter followed, as did citizen journalism portals from news organizations
such as CNN’s iReport. Many credited these platforms with democratizing
journalism. (= #28) Such views echo broader claims that digital media support
a “democratic urge to allow more people to create and circulate media”
(Jenkins 2006).

Arguments that UGC is inherently democratizing, however, ignore the complex
relationships between the users and traditional journalistic institutions.

The ability to create and share information does not necessarily guarantee
access to an audience. Furthermore, many citizen journalists lack the training,
fact-checking, editorial review, and motives of traditional journalists. Some
citizen journalists, for example, create UGC that is more in line with opinion
and commentary than explicitly political in nature. While Sharon Docter
(2010) notes that arguments against classifying bloggers as journalists rarely
claim that “bloggers do not contribute to the public sphere, as professional
journalists do”, these factors have led to ongoing debates about whether
citizen journalists are subject to the same special protections afforded to
traditional journalists such as shield laws that exempt journalists from having
to disclose confidential sources and unpublished notes.
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In short, there are many reasons to question the myth that the Internet

has democratized journalism. Moreover, John T. Caldwell (2004) notes

that television has “proven resilient in adapting to a series of fundamental
economic, technological, and cultural changes.” Traditional news organizations
have, for example, increasingly incorporated UGC in their reporting rather than
being threatened by it. Furthermore, some citizen journalists, who aspire to be
professional journalists in the future, perform a significant amount of labour

in the hopes of improving their skills and future job projects. Journalistic
institutions readily capitalize on this unpaid labour, sometimes referred to

as “hope labour” (Kuehn and Corrigan 2013) or “aspirational labour” (Duffy
2017), which allows traditional journalistic institutions to save money, act as
an authority over UGC, and maintain their “social power to frame the issues”
(Andrejevic 2004).

Truth: Because traditional journalistic institutions maintain a privileged
position to select and contextualize the contributions of users, Internet-
distributed user-generated content in the form of citizen journalism often
results in reaffirming the authority, power and centrality of these organizations
and their journalists rather than democratizing journalism.

Source
Michael S. Daubs, The Social News Network: The Appropriation of Community Labour in CNN‘s iReport,
The Political Economy of Communication, 3.2 (2015), 55-73; Sara Platon and Mark Deuze, Indymedia
Journalism: A Radical Way of Making, Selecting and Sharing News?, Journalism 4.3 (2003), 336-55.
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Heutzutage sind wir alle Journalist*innen und
Berichterstatter*innen.

Nein, sagt Michael S. Daubs: Da traditionelle journalistische Institutionen eine
privilegierte Position hinsichtlich der Auswahl und Kontextualisierung der
Beitrage von Nutzer*innen einnehmen, starken im Internet verdffentlichte
nutzer*innengenerierte Inhalte in Form von Graswurzeljournalismus

oftmals die Autoritat, Macht und Zentralitat dieser Organisationen und ihrer
Journalist*innen und fiihren keineswegs zu einer Demokratisierung des
Journalismus.
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Nous sommes désormais tous des journalistes et des
créateurs d‘informations.

Non, écrit Michael S. Daubs : les institutions journalistiques traditionnelles
conservant une position privilégiée quant a la sélection et la contextualisation
des contributions des utilisateurs, le contenu généré par ces derniers sur
Internet sous la forme de journalisme citoyen réaffirme souvent l‘autorité, le
pouvoir et le caractére central de ces organisations et de leurs journalistes
plutdt que du journalisme du tout un chacun.

Bce Mbl ceituac XXYPHAJNIUCTDbI U co3gaTtesin HOBOCTEMH.

3710 He Tak, roeoput Marikn C. ay6c: MockonbKy TpagmLMOHHbIE
XYPHANIMCTCKME YUPEXOEHUS UMEIOT NPUBUNEMMPOBAHHOE MOJTOXKEHMWE OIS
oTbopa 1 KOHTEKCTyanM3aummn BKaaa nonb3oBartesieil, Nosib30BaTeNbCKU
KOHTEHT, pacnpocTpaHseMblii yepes VIHTEpHET B (hopMe MaccoBoW
XYPHANNCTUKK, YACTO NOATBEPXKAAET aBTOPUTET, BNACTb U LEHTPaNbHOE
MoJsIoXXeHNe 3TUX OpraHnU3aLmil U UX XYPHANIUCTOB, HEXeNU AeMOKPaTU3MpyeT
XYPHANNCTUKY.

Hoy en dia todos somos periodistas y creadores de noticias.

No, dice Michael S. Daubs: debido a que las instituciones periodisticas
tradicionales mantienen una posicion privilegiada al seleccionary
contextualizar las contribuciones de los usuarios, el contenido generado
por usuarios y distribuido en el internet en forma de periodismo ciudadano
frecuentemente reafirma la autoridad, poder y centralismo de estas
organizaciones y sus periodistas, mas que democratizar el periodismo.
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Claudia Lampert

Millennials are all Internet-savvy “digital natives”.

Myth: Children grow up in mediatized environments, know the Internet
intimately, appropriate digital media easily and thus adopt media literacy
automatically. Compared to them, adults are often seen as “digital
immigrants” who have no chance of using the Internet and online media as
virtuously as present and future young generations.

Busted: Children are exposed to digital media increasingly earlier. Even babies
and toddlers see their parents or caregivers using smartphones or mediated
via screens. Devices with touch screens or voice control (e.g. digital assistants
like Siri or smart speakers like Alexa) do not require any writing or keyboard
skills, so that even very young children can very easily use digital applications.
Current data show that the spread of digital mobile devices has increased in
recent years and that the age at which children get their first own smartphones
continues to decrease. For most teenagers in western countries it is now
common to own a smartphone. However, the digital possibilities are used very
diversely, mostly for communication and entertainment, less for information
and participation. But it is the natural and (sometimes very) intensive use of
the various digital possibilities which conveys the impression that children
master digital technologies and handle them more competently than adults.

However, we often disregard that self-determined, sovereign media handling
requires more than technical use. On the one hand, a certain understanding
of media, media-related structures and functionalities is needed to assess
and classify different media (e.g. What distinguishes public from commercial
programs? What are algorithms and how do they impact online content and
usage? How does, e.g., online advertising work? What is an influencer?). On
the other hand, self-determination also means that the media are used as
ways of expression, to articulate one‘s own views, without violating dignity and
rights of others. Finally, it is also a matter of reflecting on the possibilities and
risks of digitization on an individual and societal level and using the creative
and participatory potential of different media.
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Current studies show that adolescents — depending on, e.g., age, social
context and educational background — use digital opportunities in very
different ways and that the skills are very differently developed. It still seems
that those with privileged socio-economic status and higher educational
backgrounds use digital opportunities in more diverse ways and therefore
benefit more from them. The differences also point to the fact that (digital)
inequalities have shifted from access (“digital divide”) to use (“second digital
divide”). For educational institutions, this means that not only the technical
infrastructure should be considered and optimized, but especially the use and
reflection of digital online programs.

Truth: The fact that children grow up in mediatized environments does not
mean that all use digital media (equally) competently. On the one hand the
individual requirements are very different, on the other hand a self-determined
and sovereign use requires more than technical skills.

Source
Eszter Hargittai und Yuli Patrick Hsieh, Digital Inequality, in William H. Dutton (ed.),
The Oxford Handbook of Internet Studies (Oxford: OUP, 2013), DOI: 10.1093/
oxfordhb/9780199589074.013.0007; Marc Prensky, Digital Natives, Digital Immigrants, On the
Horizon (2001), www.marcprensky.com/writing/Prensky %20-%20Digital%20Natives, % 20Digital%20
Immigrants%20-%20Part1.pdf.
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Alle Millennials sind internetaffine ,,Digital Natives®.

Nein, sagt Claudia Lampert: Die Tatsache, dass Kinder in einem medien-
bestimmten Umfeld aufwachsen, bedeutet nicht, dass auch alle Kinder die
digitalen Medien auf (gleichermafsen) kompetente Weise nutzen. Einerseits
sind die individuellen Anforderungen sehr unterschiedlich, und andererseits
erfordert eine selbstbestimmte und souverdane Nutzung mehr als nur techni-
sche Fahigkeiten.
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Les individus de la génération Y ont tous baigné dans le
numérique et sont habitués a Internet.

Non, écrit Claudia Lampert: le fait que les enfants grandissent dans des
environnements dans lesquels le numérique est trés présent ne signifie pas
que tous ont les compétences pour l‘utiliser (de maniére identique). Les
exigences individuelles sont d‘une part treés différentes, et d‘autre part, une
utilisation autonome et indépendante nécessite plus que des compétences
techniques.

MunneHuanbi - pasébuparoweecs B Bonpocax MUHTepHeTa
«uupoBoe NOKoNEeHUe».

370 He Tak, rosopuT Knaygusa Jlamnept: ToT hakT, 4To AeTn pacTyT

B Mepumacpepe, He 03Ha4aeT, YTo BCe NCMNOMb3yHT LM poBblie Megma
(opnHakoBo) rpaMoTHO. C 0QHOW CTOPOHBI, MHAMBKUAYabHbIe TPpeboBaHMA
OYeHb pasHble, C APYroi, CaMoCTOATEIbHOE UCMOJIb30BaHME HA BbICOKOM
YPOBHe TpebyeT He MPOCTO TEXHNYECKMX HABbIKOB.

Todos los millenials son expertos en el internet o digital
natives.

No, dice Claudia Lampert: el hecho de que los nifos crezcan en ambientes
mediatizados no significa que todos usen los medios digitales de manera
(uniformemente) competente. Por un lado, los requisitos individuales son muy
diferentes y por el otro, un uso autodeterminado y ejemplar requiere algo mas
que solo habilidades técnicas.
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Laeed Zaghlami

The Internet promotes democracy, like during the “Arab Spring”.

Myth: Social media empowers the marginalized and the oppressed alike.
Internet and social media as soft power assets exert pressures on political
regimes to shift from authoritarianism to democratic and pluralistic societies.
Social movements and uprisings like the Arab Spring are only made possible by
the Internet and will occur wherever Internet access exceeds a certain reach.

Busted: Yes, the Internet and social media specifically played a role in
spreading awareness and organizing protests in all countries where the so-
called Arab Spring “revolutions” took place. However, it has been shown in
several studies since then that neither Internet-savvy young liberals have

been the driving force in this turmoil, nor did regime changes result in newly
democratized nation states. Arab Spring seems in itself a rather controversial
and ambiguous notion, as it is now turning Egypt, Libya, Sudan and Tunisia

into a state of turmoil, disorder and terror after the euphoria of the first years.
Moreover, the movement has not led to substantial gains in terms of democratic
norms, values and practices in all nations in the region.

Take the example of Algeria as one of those countries that could have seized
democratic opportunities to move to a more social justice and freedom of

the press. But its citizens are still striving to freely express their opinions and
implement democratic ideals. Substantial changes in Algeria have not come
out as direct results of Internet and social media use; the latter were mere
tools of information, interaction and communication. Rather, calls for political
pluralism, social justice and press freedom are deeply rooted in the society and
were already expressed in the 1980s, even before the advent of the Internet.
Thus, online communication tools are factors of propagation and dissemination
of news and views. Although Algeria shares common cultural and social values
and identities with countries where Arab Spring movements have been strong,
“Internet revolution” has not taken place. Like all countries, Algeria has its own
political model as well as a different and unique mentality.

Generalizations are (almost) always misleading; Internet and social media have
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not ultimately contributed to sustainably achieving Arab Spring objectives.

In fact, excessive personalization and narcissistic exercise of power, the
weakness of parliament, the vulnerability of political parties and the role of
government are major obstacles to positive political change. More than that,
political authorities are clinging to power; they themselves use Internet and
social media to wage counter-revolutions through “electronic flies”. Practices
of misuse, abuse, fake news and distortion of the truth now make the users
doubtful and skeptical about the efficiency and reliability of Internet and social
media in general. It appears that a “hidden and invisible hand” still continues
to sow confusion and ambiguity.

Truth: The Arab Spring movement, if there ever was one beyond the Western
narrative with this name, has neither resulted in newly democratized societies
and nations states, nor did the upheavals have their origin in Internet or social
media. Internet access and social media as platforms for awareness and
organization have rather been supporting context factors for social unrest that
yielded from deeply rooted wishes for (political) change.

Source
Kamal Eldin Osman Salih, The Roots and Causes of the 2011 Arab Uprisings, 35 Arab Studies Quarterly
35(2013) 2, http://www.pinxit.com/pagel01/pagell5/downloads-23/files/Arab_Spring_Causes.
pdf; George Lawson, Revolution, Non-Violence, and the Arab Uprisings, Mobilization: An International
Quarterly (2015) 4, 453-470,
http://eprints.lse.ac.uk/63156/1/Lawson_Revolution%2C%20non-violence.pdyf.
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Das Internet fordert die Demokratie, so beispielsweise
wahrend des ,,Arabischen Friihlings*

Nein, sagt Laeed Zaghlami: Die Bewegung des Arabischen Frihlings, sollte
es diese jemals jenseits des westlichen Narrativs mit dieser Bezeichnung
gegeben haben, hat weder zu neu demokratisierten Gesellschaften und
Staaten gefiihrt, noch haben die Umbriiche ihren Ursprung im Internet oder
in sozialen Medien. Internetzugang und soziale Medien als Plattformen fiir
Aufklarung und Organisation bieten Raum zur Entfaltung von Kontextfaktoren
fiir soziale Unruhen, die sich aus tief verwurzelten Wiinschen nach
(politischem) Wandel speisen.
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Internet favorise la démocratie, comme lors du
« Printemps arabe ».

Non, écrit Laeed Zaghlami: le mouvement du Printemps arabe, s’il a jamais
existé au-dela du discours occidental, n’a pas débouché sur des sociétés et
des Etats-nations offrant une nouvelle démocratie, et les bouleversements
ne trouvent pas non plus leur origine dans l'Internet ou les réseaux sociaux.
L‘accés a Internet et les réseaux sociaux en tant que plateformes de parole
et d‘organisation ont plut6t favorisé les facteurs contextuels de l‘agitation
sociale qui découlaient de souhaits de changement (politique) profondément
enracinés.

MHTepHeT NpoaBUraeT AEeMoKpaTuio, Kak Bo BpeMs
«Apa6cKoi BECHbI»

370 He TakK, roeoput Jlang, 3arnamu: [BuxkeHne «Apabckas BeCHa», ecnm
Korga-nnbo cylecTBoBaNo ABUXKEHNE C TaKUM Ha3BaHMEM 3a Npeaenamu
3anafHoON MHTepnpeTaLmn, He NPUBESNIO K HOBbIM [EMOKPATU3MPOBaHHbIM
obLwecTBaM 1 HaLMOHANIbHbIM FOCYyAapcTBaM, U 3TU NOTPSACEHUS He Hbinn
nopoXaeHbl B MIHTEepHeTe nnn coumnanbHbix ceTax. MHTepHeT-aoCcTyn u
couMnanbHble CETU KaK 0CBeAOMUTENbHbIE NAAT(OPMbI M OpraHn3aumnm cKopee
NnoaAepXXnBaKT KOHTEKCTHbIEe (haKTOPbl COLMASNIbHbIX BOJITHEHWI, BbI3BaHHbIE
YKOPEHUBLUMMUCS XKeNaHMAMM (MOSIUTUYECKNX) MEPEMEH.

El internet promueve la democracia, como durante la
“Primavera Arabe”.

No, dice Laeed Zaghlami: el movimiento de la Primavera Arabe, si es que
realmente existid uno con este nombre mas alla de la narrativa de Occidente,
no ha resultado en nuevas sociedades democratizadas y Estados nacionales,
y los levantamientos que ocurrieron en él tampoco tuvieron su origen en el
internet o en las redes sociales. El acceso al internet y las redes sociales,
como plataformas para la concienciacidn y la organizacion, mas bien han
estado apoyando factores contextuales de descontento social, derivados de
voluntades de cambio (politico) profundamente enraizadas.
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Franziska Oehmer and Stefano Pedrazzi

The Internet destroys the integrity of elections.

Myth: The Internet has become an increasingly important source of
information for voters to form their opinions and interact with parties and
candidates in elections. However, bots and trolls are suspected to massively
manipulate the communicative process around voting and skew the actual
popularity of certain politicians. This endangers the very basis for informed
decision-making. The Internet thus destroys democratic elections and hijacks
referenda.

Busted: Since the US election campaign and the Brexit vote in 2016, there
has been speculation about the decisive influence of bots and trolls on online
discourse. (= #30) It is presumed that these (semi-)automated accounts
that produce, distribute and like content or profiles in social networks under
the pretense of human identity have distorted public opinion with serious
consequences: Trump became president, and Great Britain decided to leave
the EU.

The myth assumes, first, that bots and trolls quantitatively determine (or

at least decisively influence) the political discourse by increasing the range

of false news, inflating the popularity and relevance of political candidates,
themes and positions, and making individuals and organizations of the political
system or civil society disappear in the mass of communication activities

or due to algorithmic filtering. It implies, second, that citizens mainly and
uncritically rely on information from the Internet for their electoral decision.

The extent to which bots and trolls actually determine the discourse before
elections and votes cannot be determined with absolute certainty. Depending
on the vote, elections and national contexts, research has found different

data and answers, ranging from comparatively large, yet not dominant, to
negligibly small proportions of bot and troll accounts participating in the online
discourse. The fluctuating values are also due to the fact that the identification
of such accounts is (currently) difficult and unreliable. But even in the
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hypothetical case of stronger presence of bots and trolls in online political
debates, it is unlikely that they will determine the decision at the ballot box.
Only a small percentage of the population exclusively informs themselves via
the Internet before elections or votes. (= #23) In addition, having received
information from the media or from unknown actors on the Internet is by no
means the decisive predictor of the electoral decision: Rather, the personal
exchange with our social environment or with recognized opinion leaders, as
well as our existing political preferences, determine where we put the cross.

Truth: The Internet does not destroy democratic elections and votes.
Currently, social bots and trolls have no dominant influence on opinion-
formation and decision-making. Personal party preference and exchange with
the social environment are still crucial. It cannot be ruled out, however, that
the influence of bots and trolls may increase in the future.

Source
Emilio Ferrara, Onur Varol, Clayton Davis, Filippo Menczer, Alessandro Flammini, The Rise of Social
Bots, 59 Communications of the ACM (2016) 7, 96-104, https://dl.acm.org/citation.cfm?id=2818717;
Samuel C. Woolley, Philip N. Howard (eds.), Computational Propaganda (Oxford: OUP, 2018).
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Das Internet verfalscht Wahlen.

Nein, sagen Franziska Oehmer und Stefano Pedrazzi: Das Internet verfalscht
keine demokratischen Wahlen und Abstimmungen. Soziale Bots und Trolle
haben derzeit keinen beherrschenden Einfluss auf Meinungsbildung und
Entscheidungsfindung. Mafsgeblich sind nach wie vor persénliche Praferenzen
fir eine politische Partei und der Austausch mit dem sozialen Umfeld. Es kann
jedoch nicht ausgeschlossen werden, dass der Einfluss von Bots und Trollen in
Zukunft zunehmen wird.
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Internet détruit l‘intégrité des élections.

Non, écrivent Franziska Oehmer et Stefano Pedrazzi: Internet ne détruit pas
les élections et les votes démocratiques. Actuellement, les robots sociaux et
les trolls n‘ont aucune influence dominante sur la formation des opinions et
la prise de décision. Les préférences personnelles en faveur de tel ou tel parti
et les échanges avec le milieu social restent cruciaux. Cependant, on ne peut
exclure que l'influence des robots et des trolls augmente a l‘avenir.

MHTepHeT rybuTt uecTtHoCcTb Bbi6GOPOB.

370 He TakK, roeopat ®paHumncka Omep u CtechaHo Mepgpauun: NHTEepHeT

He CBOAMT K HYJt0 AEMOKpPAaTUYECKME BbI6OPbI U rofiocoBaHuUs. Ha gaHHbIN
MOMEHT, coumanbHble 60Tbl M TPOM He UMEIOT Npeobnafarowero BANSHUS
Ha (hopMUPOBAHME MHEHWI U NPUHATUE pelleHnii. Onpepensiollee 3HaueHme
BCe TakK YK€ MMEIOT NepPCoHasNbHble NApPTUIHbIE NPeanoyYTeHns n o6MeH B
coumnanbHOM OKpyeHun. OfHaKO HeNb3si UCKNYaATb, YTO BNMsiHWE 60TOB U
TPOJNNEeN BCe e MOXEeT BO3pacTu B byayluem.

Elinternet compromete la integridad de las elecciones.

democraticas y los votos. Actualmente, los bots y los trolls sociales no tienen
una influencia dominante en la formacidn de las opiniones ni en la toma

de decisiones. Las preferencias individuales de partidos y el intercambio

con el entorno social siguen siendo cruciales en este sentido. No puede ser
descartado, sin embargo, que la influencia de los bots y los trolls pueda
aumentar en el futuro.
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Alek Tarkowski

Digital rights campaigns are run by bots, not real activists.

Myth: Like many other digital rights campaigns, the 2018/2019 protests
against the EU Copyright Directive were not an expression of massive civic
concern for digital rights. The protest campaign, the largest of its kind in recent
years, was in fact a prime example of disinformation activities. It was a “fake
grassroots uprising” by a small group of people who multiplied their numbers
with the use of bots.

Busted: The suggestion that bots, and not humans, were responsible for
many digital rights campaigns and especially the mass scale protests against
the EU Copyright Directive originated with a group of artists rights’ activists
and lobbyists. The accusations were made without providing any evidence of
actual mass-scale bot activity.

In an op-ed in the Frankfurter Allgemeine Zeitung on activism in “the time

of the bots”, the author argued that the 6 million calls and emails sent to the
Members of European Parliament were largely automated. But many of those
who argue that digital rights activism is run by bots confuse automation, which
enables mass-scale online protests, with the use of “bots”: fake accounts.

It is true that online campaigning systems used for the SaveYourInternet.eu
campaign (and other campaigns conducted during the EU Copyright Directive
policy process) automate elements of activism. A user of the campaign
website can for example easily connect by phone - for free - with offices of
multiple politicians or effortlessly promote the campaign through social media,
using automatically generated messages and graphics. Such automation
allows economies of scale and network effects to kick in, allowing the
campaign to grow exponentially. Still, a human user is needed to make the call,
send an email, or share information on social media. Critics of the campaign
have not provided any evidence that among the millions of citizens supporting
the campaigns were fake accounts, bots.
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The allegations struck a cord among some of the politicians in Brussels.
Members of Parliament complained that their mailboxes were flooded with
copy-pasted messages. With no tools available to parse communication from
their constituents happening at such massive scale, some of them apparently
treated it as spam. This is why the negative PR spin fell on fertile ground. It
fuelled a sense of disconnect between politicians and their voters in a system
that does not provide meaningful ways of engagement between the two
groups. Politicians ignored a simpler explanation: network effects (= #41)
made possible by digital communication tools make mobilization at the level
of millions of citizens possible, at relatively low cost. European citizens simply
care about online freedoms and are willing to protest against laws which they
perceive as threatening those freedoms.

Furthermore, rights holders‘ lobbyists failed to mention that the same
campaigning tools have been used on their side as well. As Corporate Europe
Observatory notes, the real challenge has been the taking over of the public
discussion by business lobbies representing big tech, publishers and collecting
societies.

Truth: While automated campaigning tools have been employed to allow
economies of scale and network effects to kick in, digital rights campaigns —
such as the 2018 protests against the EU Copyright Directive — were supported
by millions of humans, not bots, expressing their concern for online freedoms.
Humans made calls, sent emails and shared information on social media — and
protested on the streets with “We are not bots” becoming a successful slogan.

Source
Corporate Europe Observatory (2018), “Copyright Directive: how competing big business lobbies
drowned out critical voices”, https://corporateeurope.org/en/2018/12/copyright-directive-how-
competing-big-business-lobbies-drowned-out-critical-voices; European Digital Rights (2018), Save
Your Internet, https://saveyourlnternet.eu.
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Kampagnen fiir digitale Rechte werden von Bots und nicht
von realen Aktivist*innen durchgefiihrt.

Nein, sagt Alek Tarkowski: Zwar wurden durchaus automatisierte Kampagnen-
werkzeuge eingesetzt, um Skalen und Netzwerkeffekte zu ermdglichen,
jedoch wurden Kampagnen fiir digitale Rechte wie beispielsweise die Proteste
gegen die EU-Urheberrechtsrichtlinie im Jahr 2018 nicht von Bots, sondern
von Millionen von Blrger*innen in Sorge um die Freiheit des Internets unter-
stiitzt. Es waren Menschen, die anriefen, E Mails versandten, Informationen
Uber soziale Medien teilten und mit dem Schlachtruf ,,Wir sind keine Bots“ auf
der StrafSe protestierten.
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Les campagnes pour les droits numériques sont gérées par
des bots et non par de vrais activistes.

Non, écrit Alek Tarkowski: alors que des outils de campagne automatisés ont
été utilisés pour permettre des économies d’échelle et des effets de réseau,
les campagnes pour les droits numériques, telles que les manifestations de
2018 contre la directive européenne sur les droits d’auteur, ont été soutenues
par des millions d’étres humains, et non par des bots (robots informatiques),
exprimant leur inquiétude vis-a-vis des libertés en ligne. Des humains ont
passé des appels, envoyé des courriels et partagé des informations sur les
réseaux sociaux, et ont protesté dans les rues avec le slogan a succes « Nous
ne sommes pas des robots ».

KaMnaHuu no sawumTte umcpoBbix npaB BeaytTca 60tamu, a He
peanbHbIMU aKTUBUCTAMM.

370 He Tak, roBopuT Anek TapkoBCKU: B TO BpeMs Kak aBTOMaTU3MPOBaHHbIe
arMTaunoHHbIe MHCTPYMEHTbI MCMOJb30BaINCh AN aKTUBU3ALMUKN CETEBbIX
ahhekToB 1 ahhekTa MacwTaba, kaMnaHUK Mo 3alnTe LUGPOBLIX NpaB —
Takune Kak npoTecTbl NpoTnB OupekTnBbl 06 aBTOPCKOM npase Ha EgnMHoMm
umgposoM pbiHke EC B 2018 rogy — nogaepxanu He 60Tbl, 2 MUNNINOHBI
nopei, BbipaxkaBLInX CBot 06€CNOKOEHHOCTb B OTHOLWEeHUK cBoboabl B
NHTepHeTe. JTtoaun cosepLuany 3BOHKMW, OTNPABNAIN 3NEKTPOHHbIE MUCbMA,
obmeHuBanuce MHopmaumen B COLManbHbIX CETAX M NPOTECTOBaIM Ha
ynmuax, UCNonb3ys CTaBLUWN NOMYNSPHbIM JI03YHT «Mbl He 60TbI».

Las campaias por los derechos digitales estan dirigidas por
bots y no por activistas reales.

No, dice Alek Tarkowski: mientras que las herramientas automatizadas

de campaiia se han utilizado para lograr efectos de economia de escala

e interconexidn, las campanas por los derechos digitales, tales como las
protestas de 2018 contra la Directiva de la Union Europea sobre derechos de
autor, fueron apoyadas por millones de humanos, no bots, expresando sus
preocupaciones con relacion a las libertades digitales. Estos mismos humanos
realizaron llamadas, enviaron emails y compartieron informacion en redes
sociales, y hubo también protestas en las calles, convirtiéndose el famoso “No
somos bots” en un eslogan exitoso.
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Sebastian Berg

The Internet enables organizing without organization.

Myth: The Internet provides a form of social and political organization
without hierarchical and rigid structures. The reduction in communication and
transformation costs resulting from digital technologies enables bottom-up
networking, which makes institutional forms of politics obsolete, minimizes
the exercise of power and brings about a radical democratic society.

Busted: The idea of the egalitarian and inclusive community is one of the
founding myths of the Internet, as John Perry Barlow declared: “We are
creating a world that all may enter without privilege or prejudice accorded
by race, economic power, military force, or station of birth” (Barlow 1996).
(= #28) From the beginning, it was assumed that the Internet provides tools
or platforms that are easy to use and foster communication, thus naturally
promoting the formation of new groups, mutual cooperation, and the
possibility of participation without formal organization (Shirky 2008).

Although we have seen the disappearance of gatekeepers and instances

in many areas, this does not apply to hierarchies and (political) institutions

per se. As Melvin Kranzberg wrote, “Technology is neither good nor bad; nor

is it neutral.” It is open to design and reflects the conditions under which

it is implemented. Every infrastructure must be operated, financed, and is
integrated into given social structures so that “newer media practices in the
interpenetrated fields of media and politics adapt and integrate the logics of
older media practices” (Chadwick 2013). In fact, as the phrase “code is law”
indicates (Lessig 1999) (= #3), Internet based tools are by and large (material)
institutions around which organization takes place. They have a structuring
effect depending on the architecture of the platform and the social imaginaries
according to which they are designed.

The myth has its origin in the “Californian Ideology”, a combination of an

anarchistic-alternative counterculture and libertarian technological utopia
that rejects the need for formal power structures in favor of “unfettered
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interactions between autonomous individuals and their software” (Barbrook/
Cameron 1996). It can be regarded as the founding myth of the Silicon

Valley economy and has found global acceptance with the success of

the large Internet companies (Turner 2006). However, this should not be
equated with the current state of the Internet and the social appropriation of
digital technology. Facing dubious proclamations about the importance “to
develop the social infrastructure to give people the power to build a global
community that works for all of us” (Zuckerberg 2017), we should not forget
the fact that the Internet based platform economy is neither egalitarian nor
exclusively bottom-up nor democratic, but characterized by centralization,
institutionalization, and the establishment of new gatekeepers (van Dijck/Poell
2018). As technology always reflects the conditions of its social realization, we
would rather benefit from ideological criticism than the spread of marketing
myths.

Truth: Although we can observe a structural transformation in the way of
political organization and connective forms of action supplement collective
ones, so far existing (political) institutions such as the state, parties or
companies remain in a privileged position to adapt to the affordances of digital
technology. Digital instruments are used to make organizations more inclusive
and reduce old barriers, but they will not replace organizations and politics.

Source
Clay Shirky, Here Comes Everybody. The Power of Organizing without Organization (London: Penguin
Books, 2008); Fred Turner, From Counterculture to Cyberculture (Chicago/London: University of Chicago
Press, 2006).
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Das Internet ermaglicht Organisation ohne Organisation.

Nein, sagt Sebastian Berg: Auch wenn wir einen strukturellen Wandel in

der Art der politischen Organisation beobachten kdnnen und konnektive
Handlungsformen kollektiv erganzen, sind bisher bestehende (politische)
Institutionen wie der Staat, Parteien oder Unternehmen nach wie vor besser
in der Lage, sich an die Fortschritte der digitalen Technologie anzupassen.
Digitale Instrumente werden eingesetzt, um Organisationen integrativer zu
machen und alte Barrieren abzubauen, aber sie werden Organisationen und
die Politik nicht ersetzen.
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Internet permet dorganiser sans organisation.

Non, écrit Sebastian Berg: bien que nous assistions a une transformation
structurelle de la maniére dont l‘'organisation politique et les formes d‘action
« connectives » complétent les actions « collectives », les institutions
(politiques) existantes telles que L‘Etat, les partis ou les entreprises restent
jusqu‘a présent dans une position privilégiée pour s‘adapter aux avantages
du numérique. Les instruments numériques sont utilisés pour rendre les
organisations plus inclusives et réduire les anciens obstacles, mais ils ne
remplaceront pas les organisations et la politique.

MHTepHeT MOXXHO opraHu3oBaTtb 6e3 opraHusauum

370 He TakK, roBopuTt CebacTbsiH bepr: XoTs Mbl MOXXeM Habntogatb
CTPYKTYpHOe npeobpasoBaHue cnocoba nosmMTMUYecKon opraHmsaumum

1 CBSI3blBalOLLME MepPbI, [OMNONHAKOLWME KONIEKTUBHbIE, 8,0 CUX MOP
cywecTByowme (NoIMTUYECKNE) MHCTUTYThI, TaKMe KaK rocypapcTeo,

napTUN N KOMMAaHWUM COXPAHSAOT NPUBUNErMPOBAHHOE NOJIOXKEHME B NaHe
npucnocobsieHnss K BO3MOXHOCTAM LUNPOBbIX TeXHoNorui. Lincdposblie
MHCTPYMEHTbI UCMOJIb3YTCA A8 TOro, YyTobbl caenaTtb opraHnsauum bonee
BCECTOPOHHMMM U CTEPETb CTapble 6bapbepbl, HO OHM HE 3aMEHAT OpraHu3auum
1 NONIUTUKY.

El internet permite una organizacion sin organizacion.

No, dice Sebastian Berg: aunque es posible observar una transformacion
estructural en la forma en que la organizacion politica y las formas conectivas
de accion se complementan con las colectivas, las instituciones (politicas)
existentes tales como el Estado, los partidos y las compafias mantienen

una posicion privilegiada para adaptarse a las potencialidades de la
tecnologia digital. Los instrumentos digitales son utilizados para hacer a

las organizaciones mas inclusivas y para reducir viejas barreras, pero no
reemplazaran a las organizaciones ni a la politica.
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Fabian Ferrari and Mark Graham

Digital work is immaterial.

Myth: Governments, philanthropists, companies and supranational
organizations around the globe pitch digital work as an economic boost for
rural and economically marginalized areas. A key element of these optimist
discourses is the presumed aspatial and immaterial nature of digital work.
Because of the immateriality of the Internet, work can now be done from
anywhere.

Busted: Work, and the networks that extract value from it, are increasingly
embedded into planetary systems. As ever more work is commodified and
traded beyond local labour markets, the hidden digital supply chains spanning

our planet purport to pay little attention to the locations in which work is done.

Workers embedded into digital production networks produce immaterial
outputs. These outputs can be instantly transmitted anywhere on the planet.
This means that for work that relies on the production and processing of
codified rather than tacit knowledge, proximity is no longer needed between
workers and the objects and subjects of their work.

For many commentators, the fact that Amazon contractors in Romania listened

to Alexa conversations or that Facebook commissioned Indian contractors to
read private messages of users is a violation of the right to privacy. (= #45)
However, beyond privacy concerns, these cases are exemplary of a planetary
network of extracting cognitive labour that happens in real-time.

Work, in other words, can be deterritorialized at a planetary scale. This is

not an argument that geography no longer matters. Far from it. Networks of
production settle precisely in the places with the most advantageous political
economies. Contemporary digital production networks attempt to integrate
production that is algorithmically and manually produced.
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In the history of capitalism, it is not a new phenomenon that production
networks of commodities are not visible to consumers. But with immaterial
goods like face recognition softwares or speech assistants it is not even
possible to gaze backwards in the chain of production in the same way as
with coffee or chocolate because these systems are always unfolding and
never fixed in nature. To a certain degree, Al systems are technical illusions,
always in a state of becoming rather than a static state of being, with many
workers fixing and tweaking their shortcomings. What is being pitched as Al
innovations is often the combined effort of cognitive work by many underpaid
human workers. (= #43)

Taking seriously the materiality of digital work enables us to ask important
qguestions aimed at understanding the relative embedded- and disembedded,
material and immaterial, and territorialized and deterritorialized natures of
digital production.

Truth: Digital work is impossible to conceptualize in isolation from the
infrastructures that mediate, augment, and extract value from it. Production
networks that fuse automated systems and human production create different
forms of value; and, despite their seeming immateriality, they use and
engender particular economic geographies.

Source
Mark Graham, Isis Hjorth and Vili Lehdonvirta, Digital labour and development: impacts of global digital
labour platforms and the gig economy on worker livelihoods. Transfer: European Review of Labour and
Research, 23 (2017) 2, 135-162; Mark Graham and Mohammad Amir Anwar, The Global Gig Economy:
Towards a Planetary Labour Market? First Monday 24 (2019) 4, doi.org/10.5210/fm.v24i4.9913.
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Digitale Arbeit ist immateriell.

Nein, sagen Fabian Ferrari und Mark Graham: Digitale Arbeit kann unmdglich
getrennt von den Infrastrukturen konzeptualisiert werden, die Werte vermit-
teln, steigern und extrahieren. Produktionsnetzwerke, bei denen automatisier-
te Systeme und menschliche Produktion verschmolzen sind, schaffen ver-
schiedene Formen von Wert; und trotz ihrer scheinbaren Immaterialitat nutzen
und erzeugen sie bestimmte geografische Wirtschaftsraume.
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Le travail numérique est immatériel.

Non, écrivent Fabian Ferrari et Mark Graham: il est impossible de
conceptualiser le travail numérique indépendamment des infrastructures qui
le servent, le complétent et en tirent de la valeur. Les réseaux de production
qui combinent systémes automatisés et production humaine créent différentes
formes de valeur et, malgré leur apparente immatérialité, ils utilisent et créent
des zones géographiques économiques particuliéres.

LucdpoBaa ceTb HeMmaTepuasbHa.

370 He Tak, ropopsT ®abuaH Peppapu n Mapk Mpaxam: Ludposyto
DesaTeNIbHOCTb HEBO3MOXHO OCMbICIINTL B OTPbIBE OT MH(PACTPYKTYP,
KOTOpbIe ABMIAIOTCA €€ NOCPefHMKaMU, YBETMUMBAIOT U U3BNEKAKOT U3 Hee
LEeHHOCTb. [PON3BOACTBEHHbIE CETU, 06bEAMHSIIOLME aBTOMATU3UPOBAHHbIE
CHCTEMbI 1 YeloBeYeCKoe NPOM3BOACTBO, CO3[AIT PasnnyHble hOpMbI
LLeHHOCTHU; U, HECMOTPS Ha UX BUOUMYIO HEMaTepManbHOCTb, OHU UCMOMNb3YIOT
M NOPOXAAKT 0COBYH 9KOHOMMYECKYHO reorpaduio.

La obra digital es inmaterial.

No, dicen Fabian Ferrari y Mark Graham: la obra digital es imposible de
conceptualizar sin considerar las infraestructuras que median, aumentan

y extraen valor de ella. Las redes de produccidn que atnan los sistemas
automatizados y la produccion humana producen tipos de valor distintos y, a
pesar de su aparente inmaterialidad, generan y utilizan geografias econdémicas
particulares.
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CHAPTER 4

Infrastructure and innovation
Infrastruktur und Innovation
JolStll zlosY!
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Daniel Lambach

Cyberspace is totally separate from “the real world”.

Myth: Founded on a logic of Internet exceptionalism, “the Internet”
represents a space that is distinct from the “real world”. “Cyberspace” and
“meatspace” are two different worlds and they are, or at least should be,
governed by different logics, structures, norms and actors.

Busted: Artistic renderings of cyberspace depict it as a singular space

with its own topography and boundaries, maybe as a continent, a subway
grid or a network cloud. (= #35; = #37) Implicit in these depictions is the
assumption that cyberspace — as a space — is distinct from the “real world”.
Nowhere has this been more forcefully expressed than in the Declaration
of the Independence of Cyberspace (Barlow 1996), which boldly intones:
“Governments of the Industrial World, you weary giants of flesh and steel, I
come from Cyberspace, the new home of Mind.” The techno-utopians liked
to refer to cyberspace as the “electronic frontier”, deliberately invoking the
imagery of the settling of the American Frontier as a land of opportunity,
free from governmental interference. Such spatial metaphors are still very
common. Angela Merkel famously referred to the Internet as “Neuland”
(“uncharted territory”). With our cognition centered around three-dimensional
vision, spatial metaphors come to us naturally. Certainly, spatial ways of
imagining cyberspace clash with the Internet’s network structure although
they are no less powerful because of that (Lambach 2019).

But such a way of thinking cyberspace has two important flaws. First,
cyberspace is not a singular place, a flat expanse of electronic terrain. Instead,
it is a complex set of “cyber-territories” constructed by states, corporations
and users. States create “national segments” of the Internet through e.g. data
localization laws, parallel addressing infrastructures and robust cyber defense
doctrines. (— #38). Corporations create walled gardens or ecosystems
wherein they sell their product or sell users’ attention to advertisers under
their internal standards and content management policies. Users create small
and adaptable territories through online communities or chat groups. These
territories overlap, conflict and shift. Normative conflicts abound: there are,
for instance, many ways to approach legal liability for online speech at the
intersection of state and corporate online “territories” (= #6).

152

Second, the distinction between “online” and “offline” space is breaking down,
if it ever was true. Cyberspace can be brought into the “real world” through
smartphones, optical displays, IoT devices and other ever more ubiquitous
artefacts. Social communication becomes an ever more entangled complex

of technologically mediated contacts and face-to-face interaction. The “real
world” is brought into cyberspace through geolocation technologies which

are fundamentally changing the character of the Internet. These trends are
integrating physical location and online spaces into one emerging, hybridized
whole, further undercutting the premise of Internet exceptionalism.

Truth: Cyberspace is not a singular space but a set of overlapping, conflicting
and shifting “cyber-territories”. Furthermore, the division of cyberspace

and the “real”/offline world is becoming less and less tenable as computing
becomes more ubiquitous. The Internet is not an exceptional space after all.

Source
John Perry Barlow, A Declaration of the Independence of Cyberspace (1996), https://projects.
eff.org/~barlow/Declaration-Final.html; Daniel Lambach, The Territorialization of Cyberspace,
International Studies Review (2019), https://doi.org/10.1093/isr/viz022 or https://www.researchgate.
net/publication/308720083_The_Territorialization_of Cyberspace (ungated preprint).
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Der Cyberspace ist ein von der ,,realen Welt“ vollkommen
losgeloster Raum.

Nein, sagt Daniel Lambach: Der Cyberspace ist kein singuldrer Raum, sondern
vielmehr eine Reihe sich liberschneidender, widerspriichlicher und sich
verschiebender ,,Cyberterritorien®. Dariiber hinaus wird die Trennung von
Cyberspace und ,realer”/Offline-Welt mit zunehmender Allgegenwartigkeit
des Computers immer obsoleter. Das Internet ist letztlich doch kein
abgrenzbarer Raum.
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Le cyberespace est un espace séparé du « monde réel ».

Non, écrit Daniel Lambach: le cyberespace n‘est pas un espace singulier, mais
un ensemble de « cyber-territoires » se chevauchant, en conflit et en mutation.
En outre, la dichotomie entre cyberespace et monde « réel »/hors-ligne
devient de moins en moins tenable a mesure que l'informatique devient plus
omniprésente. Finalement, Internet n‘est pas un espace exceptionnel.

Kn6epnpocTpaHCTBO OTAENEHO OT peasibHoro Mupa.

970 He TakK, roBopuT JaHuanb Jlambax: KubepnpocTpaHCTBO — 3TO He
eOVHUYHOE NPOCTPAHCTBO, @ Habop NepeceKatoWUXCs, CTANIKMBAOLLMXCS

M NepeMeLLaLLMXCa «KnbepTepputopuin». K Tomy xe, pasgesneHume
KnbepnpocTpaHCTBa U «peanbHoro» / ohiaiH MMpa CTaHOBUTCS BCe MEHee
YyCTONYMBbBIM, MOCKOSIbKY MH(hOPMALMOHHbIE TEXHONIOTMM PacnpOCTPaHSAOTCS
BCe Wupe. B KoHue KOHL0B, MHTEPHET He ABNSeTCS UCKITIOUNTESNIbHBIM
NPOCTPAHCTBOM.

Elinternet es un espacio disociado del “mundo real”.

No, dice Daniel Lambach: el ciberespacio no es un espacio tnico, sino un
conjunto de “ciberterritorios” superpuestos, en conflicto y cambiantes.
Ademas, la division entre el ciberespacio y el mundo “real” (offline)

esta volviéndose cada vez menos tangible, a medida que la tecnologia
computacional se hace mas y mas omnipresente. El internet no es un espacio
excepcional a fin de cuentas.
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Martin Dittus, Sanna Ojanperd and Mark Graham

There is no “there” on the Internet.

Myth: The Internet is a “global village”, shrinking the world down to a single
global marketplace and social sphere, where everyone meets and all have
access to the same services. This “virtual world”, this cyberspace, is one
shared place that is separate from all the places in the real world.

Busted: Today, we can no longer say that the “virtual” is clearly
distinguishable from the “real”, the “offline” from the “online”. (= #33). Now
that over half the world‘s population is connected to the Internet, most of
our lives are accompanied by digital information overlays that augment our
daily experience that shapes our understanding of the world and our actions
in the world, no matter where in the world we are. In part this expansion of
global connectivity is the result of spatial processes: through construction of
new underwater cables connecting continents, and new regional networks
providing broadband to homes and workplaces.

At the same time, many global regions remain disconnected, in particular
rural and remote areas. Further, there is stark global inequality in the cost

of connectivity (= #36): in many countries, the cost of broadband still
exceeds the monthly average salary. As a result of these barriers we see a
global imbalance in potential digital participation, which is an imbalance in
the capacity to participate in and shape life online. The resulting feedback
loops produce inequalities in coverage: for many regions in the world, digital
information on online knowledge platforms is still not available in a local
language. For example, despite Wikipedia‘s best efforts and its 300 language

editions, its most detailed representations of countries in the Global South are

often written in a non-local language, typically English, and its content about

the Global South is often produced by editors in North America and Europe. (=

#18)
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To an extent these digital divides reflect existing economic divides. (= #39)
At the same time, where the early Internet was once predominantly in North
America, we now see the emergence of a pluriverse of parallel digital cultures.
In many of the world’s regions, platforms have emerged that are not part of
the Western canon. This includes WeChat and Alibaba in China, Grab and
Shopee in South East Asia, Flipkart and Reliance Jio in India, MercadolLibre
and Universo Online in Latin America, and many more. In the near future we
can anticipate further growth in non-Western digital participation, with Asia
as the key driver, and Africa showing significant potential for further growth.
Conversely, the “global” platform behemoths of Google, Apple, Facebook,
Amazon, Netflix and others may find it increasingly hard to adapt to some of
these emerging markets.

Truth: The Internet is not a global village, rather, it is a network that augments
life in many places. If we want to understand what “the Internet” looks like,
we need to be fluent in at least dozens of global cultures. Internet researchers
are only ever researching particular digital neighborhoods. Distance still
matters, and it will continue to do so.

Source
Mark Graham, Geography/internet: ethereal alternate dimensions of cyberspace or grounded
augmented realities?, The Geographical Journal, 179(2) (2013), 177-182, https://papers.ssrn.com/
sol3/papers.cfm?abstract_id=2166874,; Sanna Ojanperd, Mark Graham, Ralph Straumann, Stefano
De Sabbata, Matt Zook, The Geography of Engagement in the Knowledge Economy: Regional Patterns of
Content Creation, Information Technologies in International Development 13 (2017), 33-51;
https://lra.le.ac.uk/handle/2381/40079
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Es gibt kein ,,dort® im Internet.

Nein, sagen Martin Dittus, Sanna Ojanpera und Mark Graham: Das Internet

ist kein globales Dorf, sondern ein Netzwerk, das das Leben an vielen Orten
bereichert. Um zu verstehen, wie ,,das Internet” aussieht, miissen wir mit
Dutzenden globalen Kulturen vertraut sein. Internetforscher betrachten immer
nur bestimmte digitale Umgebungen. Entfernung spielt nach wie vor eine
Rolle, und dies wird auch kiinftig so bleiben.
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Il n‘y a pas de « la » sur Internet.

Non, écrivent Martin Dittus, Sanna Ojanpera et Mark Graham: Internet n‘est
pas un village global, mais un réseau qui améliore la vie dans de nombreux
endroits. Si nous voulons comprendre a quoi ressemble Internet, nous devons
malitriser au moins des dizaines de cultures différentes. Les personnes
effectuant des recherches sur Internet ne font que chercher dans des
quartiers numériques particuliers. La distance compte encore, et comptera
toujours.

B UHTepHeTe He cyliecTBYeT MNOHATUS «TaM»,

JT0 He Tak, rosopat MapTtuH AuTttyc, CaHHa OaHneps n Mapk pam: MIHTepHeT
— 3TO He BCEMMPHAas AepeBHS, CKopee, 3TO CeTb, KOTOpas A0MONHAET

XMW3Hb BO MHOIMX MecTax. ECnv Mbl XOTUM NoHATb, UTO «MHTEPHET» 13 cebs
nNpeacTaBAseT, HaM HYXXHO 3HaTb TOHKOCTM KaK MMHMMYM AleCcATKa MUPOBbIX
KynbTyp. MHTepHeT-nccnepoBatenu hoKyCUpyroTCS TONMbKO Ha OTAENbHbIX
unhpoBbIx 0bnacTsax. PaccTosHWe no-npexHeMy BaXKHO, U ByaeT TaKkoBbIM.

No existe un “ahi” en el internet.

No, dicen Martin Dittus, Sanna Ojanpera y Mark Graham: el internet no es

una aldea global; es, mas bien, una red que complementa la vida en muchos
lugares. Si queremos saber como se ve “el internet”, necesitamos tener un
conocimiento profundo de al menos una docena de culturas globales. Los
estudiosos del internet solamente investigan vecindarios digitales especificos.
La distancia aun juega un papel importante y continuara haciéndolo.
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Sebastian GiefSmann

The Internet is an Internet.

Myth: The Internet is a “network of networks”. It connects heterogeneous
elements, not just technically, but also socially and economically. This set-
up ensures universal connectivity and interoperability and has implications
for peer-to-peer networking approaches and ideals for realizing democratic
values in a network of equals.

Busted: The Internet we have is not an Internetwork of heterogeneous
networks, as counterintuitive as it might seem. Network protocols are
infrastructure, and infrastructure is boring, bureaucratic and usually taken
for granted. Yet developers and administrators of network protocols know
about the social and relational character of digital infrastructure, and what

is at stake politically in the design of network protocols (= #4). In a 2006
interview, computer scientist David Reed made some 1980s political choices
of protocol developers transparent: “In fact, the idea of pursuing a thing
called ‘the Internet’ (an ur-network-of-networks) was a political choice — that
universal interoperability was achievable and desirable. It’s parallel to ‘One
Europe’ or ‘World Government’, though not the same. The engineers involved
were not ignorant of the potential implications at the political level of that
choice” (Reed in Gillespie 2006, 452). Reed’s argument is somewhat typical of
the values that influenced the design of Internet protocols and its end-to-end
architecture. It also misses one important historical point.

“Universal interoperability” depends on standardization, and network
protocols form the de facto standards of digital mediation. On 1 January 1983,
TCP/IP, the Transmission Control Program and Internet Protocol were imposed
as a standard by the US Department of Defense. US universities followed

that directive and gladly adopted TCP/IP. What did that transition within

the ARPAnet achieve? Computer scientist John Day argues that within that
infrastructural shift the Internetworking layer actually got lost. Picture Day’s
central argument not in all its subtlety, but in its consequences when he asks
“How in the heck do you lose a layer?”. He stresses that the split of TCP and IP
“contributed to being an Internet in name only” (Day 2013, 22).
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Open Systems Interconnection (OSI) and other internetworking approaches
took into account that interconnected networks could be based on completely
different technologies and addressing schemes (= #15). But the Internet
Protocol created only one address space for all connected networks; and
today’s Domain Name System has been built along that path dependency
(= #38). You can still hook up any other network with obscure protocols to
the Internet as long as it uses the ruling IP addressing system. The 1990s
slogan “IP on everything” did not create an ur-network-of-networks. It
rather reinforced the loss of what would have been an internetworking layer
in a scientifically sound and technically interoperable network architecture.
Currently, we need to live with that flaw. The Internet is not a space for
heterogeneous networking of heterogeneity that so many people still

think: “OSI had an Internet Architecture and the Internet has a Network
Architecture” (Day 2012, 15).

Truth: Ever since the internetworking layer got lost in 1983, the Internet’s
architecture depends on a homogeneous system of naming and addressing.
The domain name system DNS does exactly that, creating one seamless space
for IP addresses that needs to be centrally administered, even if domain
registration procedures are decentralized. The current Internet does not
interconnect completely heterogeneous networks, but remains just one single
network on the level of naming and addressing. So when will we have a real
Internetwork?

Source
John Day, How in the Heck Do You Lose a Layer!?, Future Network Architectures Workshop University
of Kaiserslautern, 2012, https.//www.researchgate.net/publication/261458332_How_in_the_Heck_
do_you_lose_a_layer and John Day, Surviving Networking’s Dark Ages or How in the Hell Do You Lose
a Layer!? (IRATI RINA Workshop, Barcelona, 2013), http://irati.eu/wp-content/uploads/2013/01/1-
LostLayer130123.pdf; Tarleton Gillespie, Engineering a Principle: “End-to-End” in the Design of the
Internet, Social Studies of Science 36 (3) (2006), 427-457.
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Das Internet ist ein Internet.

Nein, sagt Sebastian Giefdmann: Seitdem die Internetworking-Schicht 1983
verloren ging, hangt die Architektur des Internets von einem homogenen
Namensgebungs und Adressierungssystem ab. Das Domain-Name-System
DNS tut genau das und schafft einen nahtlosen Raum fiir IP-Adressen, der
zentral verwaltet werden muss, auch wenn die Domainregistrierung dezentral
erfolgt. Das heutige Internet verbindet keine vollig heterogenen Netzwerke,
sondern bleibt ein lediglich auf Namensgebungs und Adressierungsebene
beruhendes Netzwerk. Wann bekommen wir also echtes Internetworking?
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Internet est un interréseau.

Non, écrit Sebastian Giemann: ['Internet dont nous disposons n‘est pas

un « réseau de réseaux ». Ce n‘est pas non plus un interréseau de réseaux
hétérogénes. Par conséquent, ce n’est pas un Internet au vrai sens du mot.
Depuis 1983, il est resté un réseau unique en termes de noms et d‘adresses.

MHTepHeT — 3TO UHTEpPHeT.

370 He TakK, roBoput CebacTbsiH M’MccMaHH: VIHTEpHET, KOTopble y Hac ecTb

— 3TO He «CeTb ceTen». A TaKxKe 1 He CeTb, COCTOALLLASA U3 HEOAHOPOAHbIX
ceTel. A cnepoBartenibHO 3TO He IHTepHeT B UCTUHHOM CMbICJie 3TOro CloBa.
C 1983 roga OH oCTaeTCsl BCEr0 OQHON CETbO Ha YPOBHE NMPUCBOEHUS UMEHU U
appecaunn.

El internet es un solo internet.

No, dice Sebastian GiefSmann: el internet que tenemos no es una “red de
redes”. Tampoco es una interred de redes heterogéneas. Es decir, no es un
“internet” (interred) en el sentido estricto del término. Ya desde 1983, el
internet ha sido una red Unica solamente a nivel de nombre y sistema de
direcciones.
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Bob Frankston

We pay to access the Internet, which is provided by others.

Myth: We treat the Internet as a service we get from a provider or as a place
we access. We subscribe, pay to access the Internet and worry about using up
data quotas.

Busted: In the spring of 1973, I happened to take a class in which I learned
about ALOHAnet in Hawaii, which consisted of just computers and radios.

If a packet was lost, the program in your computer would just resend it. A
classmate, Bob Metcalfe, used this idea as the basis for his famous networking
technology, Ethernet. By the 1960’s computers were fast enough so that we
didn’t need to rely on services from a carrier and, if packets were lost, we
could quickly resend them. Or we could do streaming and ignore lost packets.

It was not until the 1990’s when I was working on home networking at
Microsoft that I fully appreciated that these were not networks in the
traditional sense of being one service that assures your messages get through
in the same way a railroad assures you your package will reach its destination.

T've been fortunate to have friends and colleagues who were tasked with
internetworking disparate networks and recognized the power of this
technique. The name “Internet” stuck, yet it was no longer a network but
rather a way to use existing facilities without depending on a carrier. This
allowed the disparate networks to use all available infrastructures including
existing telecom facilities and meld them into a common inter-network. The
Internet isn’t a place but rather the way we use any available facilities (—
#35).

Physical analogies fail us when we think of data being sent as freight: Unlike
a traditional network we do not necessarily send data (“content”) but rather
a reference such as a URL (reference) to a web page. We use this same idea
when placing an order with Amazon and it sends the part number to the
nearest warehouse instead of shipping from Seattle.
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Thanks to using common protocols, the individual efforts can composite into
the whole we call “the Internet”. It is not provided but rather emerges out
of the shared effort. It is not limited by how much data we can put through a
pipe, but rather it grows as we contribute new ideas and make new facilities
available.

Truth: The Internet is the way we use our wires and radios and not a service
we buy. When we buy a broadband connection, we are paying to get past

a gatekeeper. That is not paying for the Internet but getting past a legacy
paywall. We need an Internet-native infrastructure.

Source
Jerry H. Saltzer, David P. Reed and David D. Clark, End-to-end Arguments in System Design, ACM
Transactions on Computer Systems (TOCS) 2 (1984) 4, 277-288, http://web.mit.edu/Saltzer/
www/publications/endtoend/endtoend.pdf; Calvin Hennick, How ALOHAnet Helped Hawaii Make
Waves in Networking and IT Innovation, StateTech, 30 June 2016, https://statetechmagazine.com/
article/2016/06/how-alohanet-helped-hawaii-make-waves-networking-and-it-innovation.
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Wir bezahlen fiir den Zugang zum Internet, das von anderen
zur Verfiigung gestellt wird.

Nein, sagt Bob Frankston: Das Internet ist die Art und Weise, wie wir unsere
Kabel und Funkverbindungen nutzen, und nicht ein Service, den wir kaufen.
Wenn wir eine Breitbandverbindung buchen, bezahlen wir, um an einer
Schranke vorbeizukommen. Wir bezahlen also nicht fiir das Internet, sondern
um eine kiinstlich errichtete Paywall zu passieren. Wir brauchen eine internet-
native Infrastruktur.
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Nous payons pour accéder a Internet fourni par d‘autres.

Non, écrit Bob Frankston: Internet est la fagon dont nous utilisons les cables et
les ondes et non un service que nous achetons. Lorsque nous nous abonnons
a une connexion haut débit, nous payons pour passer un controle d‘accés.

Ce n‘est pas payer pour Internet, mais pour accéder au-dela d’un systéme

de paiement dépassé. Nous avons besoin d‘une infrastructure native pour
Internet.

MbI nnaTtumM 3a poctyn K MHTepHeTy, KoTopbin
npepocTaBnseTcsa ApyrumMu.

370 He TakK, roBoput 606 PpaHKCcoH: MHTEpPHET — 3To cnocob, c NnomMoLLbio
KOTOPOro Mbl UCNOJIb3yeM Hallu NpoBoAa U paauno, a He ycnyra, KOTopyto
Mbl nokynaeM. MprnobpeTas BbICOKOCKOPOCTHOE NOAK/IYEHME, Mbl N1ATUM,
uT06bI 060MTK KOHTpONEpP. ITO He NnaTa 3a MHTepHET, a NnpeogoneHne
yHacnepoBaHHOM CUCTEMbI, MpeaycMaTpuBatoLLel NnaTHbIM JOCTyN K
nHopmaumn. Ham HyxxHa ecTecTBeHHass HTepHeT-MHppacTpyKTypa.

Pagamos para acceder al internet que nos proporcionan otros.

No, dice Bob Frankston: el internet es la forma en la que utilizamos nuestros
cables y radios y no un servicio que compramos. Cuando pagamos por una
conexién de banda ancha, estamos pagando por un pasaporte para cruzar
por una aduana digital. No estamos pagando por el internet, sino para pasar
a través de un muro de pago. Necesitamos una infraestructura para el acceso
nativo al internet.
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Daniel Voelsen

The Internet is in the clouds.

Myth: The Internet frees us from the limitations of physical space. Our data
is in “the cloud”, where we can access it from anywhere, anytime, often
using wireless mobile devices. Our communication thus transcends the old
Westphalian order of territorially defined states.

Busted: The Internet depends on a massive physical infrastructure: More than
90% of all global Internet traffic today is routed through undersea cables.

The many online services we use every day, including the different “cloud”
services, require massive data centres. And our smartphones would turn out
to be quite unhelpful without a dense net of mobile network infrastructure that
connects them with the global Internet.

For the most part, this infrastructure is owned and operated by private
companies. It is not a surprise, thus, that its development is shaped quite
substantially by economic considerations. In particular, private companies
invest more extensively in areas that promise greater returns: In many
states, urban areas are thus often better connected than rural areas, and
economically thriving states have more and stronger links to the global web
than developing states (= #39).

In a very fundamental sense, moreover, the Internet’s physical infrastructure
ties it to the Westphalian world order of territorially defined statehood. All
cable connections, wireless stations routers, Internet Exchange Points (IXPs),
data centers and servers have a physical location and thus are subject to the
jurisdiction of the respective states. The only exception to this are those parts
of undersea cables that run on the high seas and the satellites that travel in
outer space.
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Ever more states seek control over the physical infrastructure of the Internet
as a means to more effectively govern what they perceive as “their” parts of
the Internet. One of the most brute approaches is to force telecommunication
companies to limit or completely shut down Internet access in order

to suppress the exchange of information between citizens. In a more
sophisticated fashion, a number of states attempt to control in a more detailed
manner what information enters, or leaves, their territory. They do so, for
instance, by limiting the nodes that connect domestic Internet users with the
global web, and then using different filtering mechanisms to block unwanted
information. “Data localization” laws are another means by which states try to
consolidate control over the physical infrastructures; the idea here is to make
access to a state’s market conditional on storing the data of customers on the
respective state’s territory.

Truth: The Internet depends on a complex global infrastructure. In addition

to the logical layer of software standards and protocols, this infrastructure
includes physical components, such as undersea cables and data centers. This
physical layer inevitably ties the Internet to the world of territorial states — and
therefore should receive more attention.

Source
Tara M. Davenport, Submarine Cables, Cybersecurity and International Law: An Intersectional Analysis,
Catholic University Journal of Law and Technology 24 (2015), https://scholarship.law.edu/jlt/vol24/
iss1/4; Laura DeNardis, Hidden Levers of Internet Control. An Infrastructure-Based Theory of Internet
Governance, Information, Communication & Society 15 (2012) 5, 720-738, https://www.tandfonline.
com/doi/full/10.1080/1369118X.2012.659199.
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Das Internet existiert nur in den Clouds.

Nein, sagt Daniel Voelsen: Das Internet ist auf eine komplexe globale Infra-
struktur angewiesen. Neben der logischen Ebene von Softwarestandards
und Protokollen umfasst diese Infrastruktur auch physische Komponenten
wie beispielsweise Seekabel und Rechenzentren. Diese physische Ebene
verbindet das Internet zwangslaufig mit der Welt der Territorialstaaten

und verdient daher mehr Aufmerksamkeit.
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Internet est dans le cloud.

Non, écrit Daniel Voelsen: Internet dépend d‘une infrastructure mondiale
complexe. Outre la couche logique des normes et protocoles logiciels, cette
infrastructure inclut des composants physiques, tels que des cables sous-
marins et des centres de données (data-centers). Cette couche physique lie
inévitablement Internet au monde des états territoriaux, on doit donc y porter
une plus grande attention.

MHTepHeT XpaHUTCSa Ha obnake.

3T0 He Tak, roBopuT JaHnanb BoenceH: MHTepHET 3aBUCUT OT KOMIIEKCHOM
BCEMUPHOM MHPACTPYKTYPbI. KpoMe Nornyeckoro ypoBHS CTaHLAPTOB U
NPOTOKOJIOB MPOrpaMMHOr0 obecrneyeHus, aTa MHGPACTPYKTYpa BKIIOUaeT

B cebs (hr3nyecKme KOMMOHEHTbI, TAKME KaK NoaBoAHbIE Kabenu 1 LeHTpbI
06paboTKM JaHHbIX. ATOT PU3NUYECKUIA YPOBEHb HEN3OEKHO CBA3bIBAET
MHTepHeT C MMPOM roCcyaapcTB TEPPUTOPUATTBHONW IOPUCAUKLMN, TOITOMY EMY
crnepyet yoensitb 60/bllie BHUMAHUS.

El internet esta en las nubes.

No, dice Daniel Voelsen: el internet se apoya en una infraestructura global
compleja. Mas alla del ambito logistico de estandares de software y
protocolos, la infraestructura incluye también componentes fisicos, tales como
cables submarinos y centros de datos. El ambito fisico inevitablemente ata al
internet al mundo de los Estados territoriales y, por lo tanto, deberia recibir
mas atencion.
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Truth: Despite its infrastructure being conceived as global, we slowly enter an
age of many national, fragmented Internets. Governments around the world

Robin Tim Weis are eager to go live with their “Splinternet.” Users no longer should expect to
be able to reach all websites. The open nature of DNS is being disassembled
as we speak.

The Domain Name System guarantees a global Internet.

Myth: The Internet was devised as universal and global in nature. The Domain
Name System as the Internet‘s phone book and the multiple root servers
underlying it ensured that everyone will reach every site they want whenever
they feel like it. This built-in decentralized resilience will last forever.

Busted: The TCP/IP infrastructure is a pipe dream of the past, as countries
are moving forward with new setups that utilize novel ways to circumvent the
DNS. In effect, the Internet is being copied and contained in national content
silos. The most recent uprooting of the global DNS is underway in Russia. In
its recent efforts, the Russian government is actively seeking to replicate the
current DNS setup by creating a “system of backup DNS root name servers,
independent of the control of ICANN, IANA and VeriSign”, as explained in

the recently adopted “sovereign Internet” bill. Saudi Arabia has emulated
these “sovereign” efforts, restricting DNS outright: DNS request traffic is
instead routed through Saudi nationally controlled proxy services. This recent
nationalization of the Internet runs contrary to the early international efforts
by organizations such as CSNET or the Internet Architecture Board (IAB) that
was created in 1983 to guide the evolution of the TCP/IP Protocol Suite and to
provide research advice to the burgeoning Internet community.

Given its founding ethos, the Internet’s protocols were openly available, and
because it’s a network of interconnected networks, it’s entirely possible to
re-create a different network of interconnected networks. Authoritarian nation
states are seemingly interested to strip themselves of what some view and
communicate as the “western” DNS, looking to create an entirely alternate
reality for the majority of their Internet users. Tomorrow’s Internet users could
see countries vanish from the Internet, if certain governments decide to ban
national domains from their own national root servers. The “Splinternet” is
born.

Source
William Lehr et al., “Whither the Public Internet?” Journal of Information Policy 9 (2019): 1-42, https://
doi.org/10.5325/jinfopoli.9.2019.0001; Charlotte Jee, “Russia Wants to Cut Itself off from the Global
Internet. Here’s What That Really Means.,” MIT Technology Review, 21 March 2019, https://www.
technologyreview.com/s/613138/russia-wants-to-cut-itself-off-from-the-global-internet-heres-what-
that-really-means.
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Das Domain Name System garantiert ein globales Internet.

Nein, sagt Robin Tim Weis: Auch wenn die Infrastruktur des Internets
global konzipiert ist, sehen wir uns allmahlich am Beginn eines Zeitalters
vieler nationaler, fragmentierter Internets. Auf der ganzen Welt kdnnen es
Regierungen nicht erwarten, mit ihrem ,,Splinternet” online zu gehen. Die
Nutzer*innen kénnen nicht davon ausgehen, stets alle Websites erreichen
zu kénnen. Die offene Natur des DNS wird auch jetzt, in diesem Augenblick,
untergraben.
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Le systéme de nom de domaine (DNS) garantit un Internet
global.

Non, écrit Robin Tim Weis: bien que son infrastructure ait été concue comme
globale, nous entrons lentement dans 'ére d‘un Internet fait de nombreux
réseaux nationaux fragmentés. Les gouvernements du monde entier n‘ont
qu‘une hate, lancer leur « Splinternet ». Les utilisateurs ne doivent plus
s‘attendre a pouvoir accéder a tous les sites Web. La nature ouverte du DNS
est en train d‘étre démontée au moment ol nous parlons.

CucteMa o,0MeHHbIX UMeH obecneunBaeT rnobanbHbIn
UHTepHeT.

370 He TakK, roBoput PobuH Tum Baiic: HecMoTps Ha To, YTO MH(pacTpyKTypa
6blna 3afyMaHa Kak rnobanbHas, Mbl MEASIEHHO BCTYNaeM B 3M0OXy MHOXeCTBa
HaLMOHanNbHbIX, Pa3apobrieHHbIX MHTEpHeTOB. MNpaBuTeNbCTBA BCEro M1pa
CTpPeMATCa 3anycTuTb CBOM «CnnnHTEepHeT». MNonb3oBaTensam 6onblue He
cnepyeT 0XupaaTb BO3MOXHOCTM NOAYYMTb AOCTYN KO BceM Beb-canTam. Yke
ceivac oTKpbITas NpUpPoaa CUCTEMbI LOMEHHbIX UMEH JEMOHTUPYETCS.

El sistema de nombres de dominio garantiza un internet
global.

No, dice Robin Tim Weis: a pesar de que su infraestructura es concebida como
algo global, hoy en dia entramos lentamente en una era de muchos “internets”
nacionales y fragmentados. Los gobiernos del mundo estan ansiosos por irse a
vivir con sus propios “splinternets” (internets fragmentados o “balcanizados”).
Los usuarios deberan contar con que ya no podran tener acceso a todos los
sitios web. El desmantelamiento de la naturaleza abierta del sistema de
nombres de dominio esta ocurriendo en este preciso momento.
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Bernadette Califano and Mariano Zukerfeld

Net Neutrality is secured across the Internet.

Myth: Net neutrality rules prohibit discriminatory practices on the Internet and
thus ensure an equal treatment for all packages of information independent of
user, content, platform, place or application. Promoting freedom of expression,
competition and information exchange on the Internet, net neutrality laws
prevent unfair treatment of Internet users.

Busted: Equal treatment of packages independent of user, content, platform
etc. rarely exists in practice, even in countries where net neutrality laws

are enforced, and particularly in countries located in the Global South.

Five empirical situations demonstrate this statement: Traffic management
measures carried out by ISPs imply the prioritization of certain data packages
over others. The lack of transparency regarding these measures suggest that
they are driven by economic aims as opposed to strict technical reasons.

Some powerful content or service providers use content distribution networks
(CDNs) or subscribe peering agreements to improve the transit of their
contents. Thus, actors who can pay for it, receive an extra boost that speed

up the distribution of their contents vis a vis other —smaller — content and
services providers.

Net neutrality as a principle applied to signal transport does not prevent
discrimination that takes place on higher layers of the OSI model, for instance
through search engines ranking. Consequently, some information packages
—and users that send and might receive them — are deprioritized. Lack of
transparency of algorithms and the absence of “search neutrality” conspire
against fair treatment of all Internet users when it comes to content filtering
and ranking on platforms.

Differences in terms of bandwidth between countries generate a
discrimination against packages coming from peripheral nations. World
average download speed was 45 Mbps in 2018. In Sweden it was 94 MBps,
and in the United Sates 92 Mbps whereas in Latin America the average was 19
Mbps and in Africa 14 Mbps.
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Differences between upload and download speeds involve traffic prioritization
of some data packages over others. By large, in most of the world upload
speed is much slower than download speed (45 and 22 Mbps respectively).
This means that becoming a producer is harder than being a consumer almost
everywhere. Certainly, this situation is worsened when the previous point

is considered: packages from producers located in peripheral countries are
discriminated although net neutrality rules are enforced.

There are thus obvious macro-economic reasons for users of lower purchasing
power to be treated unfairly, even when network neutrality laws are in place.
This is rarely addressed by proponents of the approach.

Truth: Net neutrality laws can indeed prevent transport-related discrimination,
but this benefits large-scale providers of content and services rather than
leveling the playing field for users and producers located in “peripheral”
countries, as their packages of information suffer from different forms of
deprioritization on the Internet. Net neutrality approaches alone are therefore
not enough to ensure equality of treatment for users and content from
countries with lower levels of Internet access.

Source
Mariano Zukerfeld and Bernadette Califano, Discutiendo la neutralidad de la red. De los discursos
dominantes a las prdcticas en contextos periféricos, 8 Commons (2019) 1, 5-43; Martin Cave and
Pietro Crocioni, Does Europe Need Network Neutrality Rules?, 1 International Journal of Communication
(2007), 669-679.
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Netzneutralitat verhindert Diskriminierung im gesamten
Internet.

Nein, sagen Bernadette Califano und Mariano Zukerfeld: Gesetze zur Netz-
neutralitat kdnnen durchaus transportbezogene Diskriminierung verhindern,
jedoch niitzt dies eher Grofsanbieter*innen von Inhalten und Diensten, statt
gleiche Ausgangsbedingungen fiir Nutzer*innen und Anbieter*innen aus
»peripheren® Landern zu férdern, da ihre Informationspakete unterschied-
lichen Formen von Entpriorisierung im Internet ausgesetzt sind. Konzepte der
Netzneutralitét allein reichen daher nicht aus, um die Gleichbehandlung von
Nutzer*innen und Inhalten aus Landern mit geringerem Internetzugang zu
gewahrleisten.
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La neutralité du Net empéche toute discrimination injuste sur
Internet.

Non, écrivent Bernadette Califano et Mariano Zukerfeld: les lois sur la
neutralité du net peuvent certes empécher la discrimination liée aux
transports, mais cela profite aux grands fournisseurs de contenus et de
services et ne nivelle pas le terrain de jeu des utilisateurs et des producteurs
situés dans les pays « périphériques », car leurs paquets d‘informations
souffrent de différentes formes de dépriorisation sur Internet. Les approches
de la neutralité d‘Internet ne suffisent donc pas a elles seules a garantir
L‘égalité de traitement des utilisateurs et des contenus provenant de pays ol
l‘acces a Internet est moins développé.

CeTeBoii HEUTPANUTET HE A0NYCKaeT AUCKPUMMHALMUIO B
UHTepHeTe.

370 He Tak, rosopaT bepHapeTT KanudaHo n MapunaHo Lykepdenba:
3aKoHO[ATEeNIbCTBO O CETEBOM HENTpaNUTETE [ENCTBUTENIbHO MOXET He
[ONYyCTUTb TPAHCMNOPTHYIO ANCKPUMUHALLMIO, HO 3TO BbIFOAHO CKOpee
KPYMNHbIM NOCTaBLLMKaM KOHTEHTa 1 YCAYT, U He BbIpaBHMUBAET nose gns
nonb3oBaTtesiel 1 NOCTaBLLMKOB, PACMNOJIOXEHHbIX B «NeputepuinHbIx»
CTpaHax, NOCKOMbKY UX MNaKeTbl UHPOPMaLMK CTPAJAIOT OT PasfInUHbIX POpM
penpuoputusaumm B MHTepHeTe. MNo3ToMy 0aHUX ANLLb NOAXOA0B CETEBOr0O
HeWTpanuTeTa HepocTaTouHo Ansg obecneyeHns paBHOro pexunma ans
nonb3oBaTtesien U KOHTeHTa U3 cTpaH ¢ 6osiee HU3KMM yPOBHEM J0CTyNa B
UHTepHeT.

La neutralidad de la red previene discriminaciones injustas a
lo largo del internet.

No, dicen Bernadette Califano y Mariano Zukerfeld: las leyes de neutralidad de
la red en efecto pueden prevenir discriminaciones relativas al transporte, pero
esto beneficia mas a los proveedores de contenido y servicios de gran escala
mas que nivelar el campo de accion con respecto a usuarios y productores
localizados en paises “periféricos”, ya que sus paquetes de informacion
sufren diferentes formas de despriorizacion en el internet. Los enfoques de
neutralidad de la red por si mismos no son suficientes para asegurar una
igualdad de trato para usuarios y contenidos de paises con niveles de acceso
al internet mas bajos.
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Alina Wernick

The Internet democratizes innovation.

Myth: Anyone, anywhere can become an innovator because the Internet
provides us with an unprecedented amount of knowledge and tools to create
innovations. The locus of innovation will shift from companies to people.
Thanks to the Internet access to innovations becomes more equal on a global
scale.

Busted: The knowledge, information and data relevant for fueling innovative
activity is not always available online due to a lack of incentives to share
them, legal constraints or both. These resources may be behind a paywall,
protected as personal data or as intellectual property. Not all innovators are
willing to share their innovations online, as this may undermine their business
model. Innovations that are risky and require high investments in research
and development are unlikely to be executed online instead of corporate
environment. IP rights such as patents encourage such innovative activity by
protecting innovators from free-riding. However, they constrain the use and
reuse of such innovations online.

There are, nevertheless, both individuals and communities of innovators

who actively share and create innovations online. A famous example is open
source software development, where IP rights are harnessed to enable
collaborative software development. (= #9) Indeed, the Internet enables
democratic access to and co-creation of innovations that can be designed and
developed in modules, when collaborators are non-competitors, collaborative
development enhances the quality of the innovation and where the innovation
itself can be implemented in a digital form (Baldwin and von Hippel, 2011).
However, the availability of Internet connection is not enough to foster

online innovation activity. The level of trust present in society influences the
intensity of engagement in open source software development, explaining
the differences in online creation between cities with otherwise similar
technological conditions and levels of prosperity (Stephany et al. 2019).
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Finally, the Internet is also a limited medium for disseminating innovations
that take a tangible form. The design of an innovative object may be

shared over the Internet, but the object itself must be manufactured. As a
consequence, mass production that harnesses the economies of scale remains
in many situations the most effective means to democratize access to tangible,
innovative products. (vgl. Baldwin and von Hippel, 2011). While 3D printing
technology does enable on-demand manufacturing of designs uploaded from
the Internet (something the “maker community” makes use of), the variety of
designs available and the complexity of products that can be 3D printed are
limited.

Truth: The Internet facilitates co-creation of modular, digitally implementable
innovations, such as open source software. However, incentive structures, as
well as legal and societal factors constrain the participation of “everyone” in
innovation communities and the sharing of innovations online. The majority

of tangible, risky or costly innovations will continue to being produced from
within companies.

Source
Carliss Baldwin and Eric Von Hippel, Modeling a paradigm shift: From producer innovation to user and
open collaborative innovation, Organization Science 22 (2011), 1399-1417; Fabian Stephany, Fabian
Braesemann and Mark Graham, Coding Together - Coding Alone: The Role of Trust in Collaborative
Programming, SocArxiv (2019) https://osf.io/preprints/socarxiv/8rf2h/download .
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Das Internet demokratisiert Innovation.

Nein, sagt Alina Wernick: Das Internet ermdglicht im Netz die Mitgestaltung
modularer, digital realisierbarer Innovationen wie beispielsweise
Open-Source-Software. Anreize flir Innovationen sowie rechtliche und
gesellschaftliche Faktoren schranken die Teilnahme an demokratischen
Innovations-Communitys und den Austausch von Innovationen im Internet
ein. Die Mehrzahl der greifbaren, risikoreichen oder kostenintensiven
Innovationen wird auch kiinftig von Unternehmen produziert werden.
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Internet démocratise l‘innovation.

Non, écrit Alina Wernick: Internet permet la co-création en ligne d’innovations
modulaires pouvant étre mises en ceuvre numériquement, telles que les
logiciels open source. Les motivations des innovateurs ainsi que les facteurs
juridiques et sociaux limitent la participation aux communautés d‘innovation
et le partage de ces innovations en ligne. La majorité des innovations
tangibles, risquées ou coliteuses resteront produites par les entreprises.

MHTepHeT peMoKpaTusmpyeT MHHOBALUM.

370 He Tak, roBopuT AnnHa BepHuk: UHTepHeT No3BoNsSieT COBMECTHO
C03[4,aBaTb OHJIANH TaKMe MOoAYJIbHble MHHOBALMM, KaK MPOrpaMMHoe
obecneyeHne C OTKPbITbIM UCXOAHbIM KOLOM, peanvsyeMoe B LMtpoBoM
Buae. 3aMHTepecoBaHHOCTb HOBAaTOPOB, HAPABHE C MPaBOBbIMU U
coumnanbHbIMU (haKTOPaMM COEPXKMBAKOT yHacTMe B AEMOKPATUUECKNX
MHHOBALMOHHbIX COO6LLECTBAX M pacnpoCcTpaHeHe NHHoBauuii B IHTepHeTe.
Bonblwas yacTb MaTepmasnbHbIX, PUCKOBAHHbIX UM AOPOrOCTOSALWMX
MHHOBaLMI TaK 1 6yayT Npon3BOANTLCA KOMMNAHUAMMU.

El internet democratiza la innovacion.

No, dice Alina Wernick: el internet permite la cocreacion online de
innovaciones modulares y digitalmente implementables, tales como el
software de cddigo abierto. Los incentivos de los innovadores, asi como
factores legales y sociales, restringen la participacion en comunidades de
innovacion democratica y el intercambio de innovaciones en el internet. La
mayoria de las innovaciones tangibles, arriesgadas o costosas seguira siendo
producida por compaiias.
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Paul Belleflamme

Network effects cannot be overcome.

Myth: Positive network effects arise when the value of a solution (product,
service, platform) improves as more users adopt it. As early adoptions enhance
future adoptions, a solution that manages to get ahead of the alternative ones
will eventually - and irreversibly - dominate.

Busted: Network effects arise if users care about participation and usage
decisions of other users when taking their own decision. If users belong

to a unique group, network effects are “direct”, as more usage within the
group directly affects each group member (as with communication devices).
Network effects can also arise across users of distinct groups, as is the case on
many digital platforms (Airbnb becomes more attractive for guests by having
more hosts on board, and vice versa); here, network effects are indirect: an
additional user affects the other users in her group not directly but via the
increased participation in the other group.

In the presence of positive (direct or indirect) network effects, more usage
enhances value, which triggers more usage, and so on. This self-reinforcing
process is conducive to winner-takes-all situations (a unique solution
eventually attracts most - if not all - users), followed by a form of lock-in
(users are not willing to switch on their own because alternative solutions
only become attractive in the unlikely event that all users switch together).
Yet, a number of countervailing forces may curb the snowballing power of
positive network effects. First, network effects are rarely positive all over:
they may be restricted to small groups of users (such as pre-existing friends
on a social media), or negative within some group (like competing sellers on
a trading platform), or become negative at some point (because the network
infrastructure gets congested). Second, differentiation can play strongly
against network effects: several solutions may coexist because they cater to
the specific needs of different segments of users (like rival game consoles);
also, a new and improved solution may displace a dominant one because it
provides users with a sufficiently large value to overcome the lock-in (think of
Facebook displacing MySpace).
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So, even if winner-takes-all situations do exist (think of the current 95%
market share of Google search engine in Europe), they cannot be explained
solely by the presence of positive network effects: supply-side economies
of scale or scope also contribute to their emergence, while anticompetitive
conducts may play a part in their persistence.

Truth: Positive network effects generate self-reinforcing processes that may
lead to winner-takes-all situations. Yet, there exist countervailing forces that
makes it possible for solutions to coexist, and for once dominating solutions to
be overcome by new, improved, ones.

Source
Paul Belleflamme and Martin Peitz, Platform and Network Effects, in Luis C. Corchon and Marco A.
Marini (eds), Handbook of Game Theory and Industrial Organization (Cheltenham: Edward Elgar,
2018), https://ssrn.com/abstract=2894906; Andrei Hagiu and Simon Rothman, Network Effects Aren’t
Enough, Harvard Business Review (April 2016), https://hbr.org/2016/04/network-effects-arent-enough.
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Netzwerkeffekte sind uniiberwindbar.

Nein, sagt Paul Belleflamme: Positive Netzwerkeffekte erzeugen sich selbst
verstarkende Prozesse, die dazu fiihren konnen, dass der Starkste letztlich
alles hekommt. Gleichwohl existieren auch Gegenkrafte zu Netzwerkeffekten,
die parallele Angebote oder konkurrierende Unternehmen méglich machen
und durchaus dazu fliihren kénnen, dass einmal vorherrschende Losungen
durch neue, bessere ersetzt werden.
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A, Paul Belleflamme Bi#i: FRIRAIM LM =4 BHBLRTIE, 7
BRESHMEREBIZHERL. B2, FEEMAARZREER AT
1, HEBZLHFEESHAMBRAREHETN. SUHBRAEIK.
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Les effets de réseau ne peuvent pas étre évités.

Non, écrit Paul Belleflamme: les effets de réseau positifs génerent des
processus qui s’auto-renforcent et peuvent conduire a des situations ol

tout va au vainqueur. Cependant, il existe des forces compensatrices qui
permettent la coexistence de solutions et qui, pour une fois, permettent aux
solutions dominantes d‘étre surpassées par de nouvelles solutions améliorées.

CeteBble 3thheKTbl HeNb35 NPeoaosieTb.

370 He Tak, rosopuT Non benbnamm: MonoxuTtenbHble ceTeBble a(eKTbI
thopMupyOT B3anMOO0NOMHAKOLWME NPOLLECChl, KOTOPbIe MOFYT NMPUBECTU K
cuTyauumam, rae «nobegutenb nonyyaeT Bce». TeM He MeHee, CyLeCcTBYOT
ypaBHOBeLUVBaLWMe CWJIbl, NO3BONAIOLLME PELLEHMAM COCYLLEeCTBOBATb, U
3aMeHATb AOMUHUPYIOLLME PeLUeHNS HOBbIMU, YNyYLIEHHbIMMU.

Los efectos de red no pueden ser superados.

No, dice Paul Belleflamme: los efectos de red positivos generan procesos que
se autorrefuerzan y que podrian llevar a situaciones de tipo “el ganador se lo
lleva todo”. Sin embargo, existen fuerzas compensatorias que hacen posible la
coexistencia de soluciones y que soluciones que alguna vez fueron dominantes
sean superadas por otras nuevas y mejores.
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CHAPTER 5

Data and disruption
Daten und Disruption
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Matthias Spielkamp

Algorithms are always neutral.

Myth: Because an algorithm is nothing but a set of instructions that is applied
to data — that usually comes in the form of numbers — it can contain no bias or
prejudice that would have an influence on the outcome produced by using the
algorithm.

Busted: Algorithms are designed by humans; so are algorithmic decision-
making systems — from network management that favours certain forms of
content over others (net neutrality) to “Al” that is supposed to automatically
distinguish hate speech, disinformation or terrorist propaganda from
journalism, parody and other forms of legitimate content. (— #18; - #43) All
of these systems use value judgments to arrive at their results: To perform its
task, an algorithm needs to “know” what data package to treat differently from
others, what criteria define a certain mode of expression. Leaving the question
aside whether algorithms will ever be able to assess speech correctly (they will
not), it is obvious that such definitions are always developed by human beings
with certain intentions. We would not qualify these definitions as neutral, and
neither is the algorithm that acts on their basis.

A benevolent reading of the myth is that algorithms subject all inputs to the
same set of instructions and therefore act indiscriminately, and that they do
not have any intentions of their own. This is true, but obviously beside the
point.

With regard to so-called machine-learning techniques, another aspect comes
into play. When algorithms are trained by feeding them with large data sets in
order for them to identify patterns and “learn” from them (so-called “training
data”), then it needs to be understood that these data sets usually contain
biases that are inherent in human society. If a self-learning system draws
conclusions on the basis of biased data, these conclusions will generally be
biased, too, and therefore not neutral.
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Truth: Algorithms are either directly designed by humans or, if self-learning,
develop their logic on the basis of human-controlled and -designed processes.
They are neither “objective” nor “neutral” but outcomes of human deliberation
and power struggles.

Source
Aylin Caliskan Islam, Joanna J. Bryson, Arvind Narayanan: Semantics derived automatically from
language corpora necessarily contain human biases, Computing Research Repository (2017), https://
arxiv.org/abs/1608.07187; Alex Salkever, Vivek Wadhwa: A.I. Bias Isn’t the Problem. Our Society Is
(2019), https://fortune.com/2019/04/14/ai-artificial-intelligence-bias.
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Algorithmen sind immer neutral.

Nein, sagt Matthias Spielkamp: Algorithmen werden entweder direkt von
Menschen entwickelt oder entwickeln ihre Logik beim Selbstlernen auf der
Grundlage von vom Menschen gesteuerten und gestalteten Prozessen. Sie
sind weder ,,objektiv* noch ,,neutral® sondern das Ergebnis menschlicher
Uberlegungen und Machtinteressen.
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A, Matthias Spielkamp Bif: EEXEEHAHITIET, KEBFEHIE
T, EAAEFGTEENEM EZREZE. E1KIE “FN” 7K
3E “Har” , MR AEFHNAR S} EER.
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Les algorithmes sont toujours neutres

Non, écrit Matthias Spielkamp: les algorithmes sont concus directement par
les humains ou développent leur logique sur la base de processus congus
et controlés par 'homme. Ils ne sont ni « objectifs », ni « neutres », mais
résultent de délibérations humaines et de luttes de pouvoir.

AnroputMbl Bcerpa HemTpanbHbl

370 He Tak, roBoput Matuac Cnunkamn: ANroputMbl 6o paspabaTbiBatoTcs
HenocpeacTBeHHO NAbMU, NM60, ecniv OHM caMoobyyaeMmble,
COBEPLLEHCTBYHOT CBOI JIOTMKY Ha OCHOBE KOHTPOTMPYEMBIX U
pa3paboTaHHbIX YeSIOBEKOM MpoLeccoB. He byayun HY «06bEKTUBHBIMU», HU
«HEWTPaIbHBIMU», OHU ABNAIOTCS PE3YbTaTOM YesloBEeUYECKMX 061yMbIBaHMI
1 60pb6bI 33 BNaCTh.

Los algoritmos siempre son neutrales.

No, dice Matthias Spielkamp: los algoritmos han sido disenados directamente
por humanos o, si poseen capacidad de autoaprendizaje, desarrollan su
légica en base a procesos disefiados y controlados por humanos. No son ni
“objetivos” ni “neutrales”, sino el resultado de la deliberacion y las luchas de
poder humanas.

193



Christian Katzenbach

AI will fix it.

Myth: “Artificial intelligence” (AI) is the key technological development of
our time. AI will not only change how we live, communicate, work and travel
tomorrow, Al-based solutions will fix the fundamental problems of our
societies from the detection of illnesses and misinformation to online hate
speech and urban mobility.

Busted: The current hype about Al is strongly connected to the myth that AI
will by itself solve key problems of our societies. In the 2018 US congressional
hearings, Facebook’s CEO Marc Zuckerberg used phrases such as “Al will fix
this” and “in the future we will have technology that addresses these issues”
more than a dozen times when pressed upon issues of misinformation, hate
speech and privacy. In other sectors, businesses and technologists promise
that AI-powered technologies and products will detect cancer in early stages,
identify tax fraud patterns, guide vehicles efficiently through urban areas and
identify antisocial and criminal behaviour in public spaces.

The narrative that technology will fix social problems is a recurrent theme

in the history of technology and society. The “technological fix” (Rudi Volti)
seeks functional solutions for problems that are social and political in

nature: Autonomous vehicles might drive more safely through the city (by
some criteria), but will not provide urban mobility to broad segments of the
population. Filtering software might get better by identifying misinformation
and hate speech, but will not eradicate it and will always be unable to strike
the perfect (and widely accepted) balance between freedom of expression and
harmful speech. These problems are fundamentally social in nature, so there
is not that one single right answer that can be technologically implemented.

Talk about “Al fixing things” is also misleading because it obfuscates the
human labour and the social relations that the seemingly autonomously
operating technologies are building upon. Al-based products don’t just appear,
they are man-made. (— #18; - #42) Typical Al-powered devices and services
such as autonomous vehicles and image detection solutions are products of
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companies with commercial interests and normative assumptions — and these
are inscribed into the products itself. What is more, Al products are the results
of immense amounts of human labour, ranging from developing complex
mathematical models to mundane activities such as training image recognition
Als picture by picture.

Consequently, even if AI-powered services and devices perform perfectly
functional according to preset criteria in the future, the phrase “AI will fix this”
will still be utterly misleading. Many of these problems are fundamentally
social in nature and do not yield a functional solution. AI technology is not an
autonomous agent but constructed by humans and society.

Truth: While AI cannot fix everything, humans using AI might fix some things.
Rapid developments in AI technologies provide opportunities for many
stakeholders to be more responsive to societal challenges. These technologies
will contribute to innovations across many societal sectors and change the way
we live, communicate, work and travel — not automatically for the public good,
though.

Source
Evgeny Morozov, To save everything, click here: The folly of technological solutionism (New York:
PublicAffairs, 2013); Julia Powles and Helen Nissenbaum, The Seductive Diversion of ‘Solving’ Bias in
Artificial Intelligence, Medium, 8 December 2018, https://medium.com/s/story/the-seductive-diversion-
of-solving-bias-in-artificial-intelligence-890df5e5ef53.
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Kiinstliche Intelligenz wird es schon richten.

Nein, sagt Christian Katzenbach: Zwar kann die KI nicht alles richten, jedoch
besteht durchaus die Chance, dass Menschen mithilfe der KI einige Dinge in
Ordnung bringen. Die rasante Entwicklung von KI-Technologien bietet vielen
Stakeholdern die Méglichkeit, besser auf gesellschaftliche Herausforderungen
zu reagieren. Diese Technologien kdnnen in vielen gesellschaftlichen
Bereichen Innovationen fordern und die Art und Weise verandern, wie wir
leben, kommunizieren, arbeiten und reisen — allerdings nicht automatisch zum
Wohle der Allgemeinheit.

Y] g IS 3o 4iSg ¥ elinad] S o i o)) e L5l OlitansS Jsks 135 3
sy pud) Oyghadl] ety LYl sy gy Ley el 531 (gadintun il a1 of
Obasal) Dol ST 15355 dexball Glool (o S Lo LeliaoYl S SleglsiSs &

iy ol s dumaton] Oleladll go iUl ne LD § OloslsiSall oda ealutn dmaizll
) el i & GBS U (355 o 5 50 3Ly Jamis Lol Ly tuss 3
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L‘IA va réparer ca.

Non, écrit Christian Katzenbach: I'IA ne pouvant pas tout réparer, les humains
utilisant I'IA pourront réparer certaines choses. Les développements rapides
des technologies de I'IA offrent des opportunités d‘étre plus réactifs aux
défis sociétaux a de nombreux acteurs. Ces technologies contribueront

aux innovations dans de nombreux secteurs de la société et changeront

notre fagon de vivre, de communiquer, de travailler et de voyager, mais pas
automatiquement pour le bien public cependant.

UU BCe ucnpasumr.

970 He TakK, roBopuT KpuctnaH KatueHbax: M/ He MOXeT ncnpaeuTb

BCe, TOrAa Kak YesloBeK, UCMOJIb3YHOLLNIM €ro MOXKET HEYTO UCMPaBUTb.
CTpeMuTenbHOe pasBUTUE TEXHONOMMIA UCKYCCTBEHHOMO MHTENEKTa

0aeT BO3MOXXHOCTb MHOTMM 3aMHTEPECOBaHHbIM y4yacTHUKaMm 6onee
onepaTUBHO pearnpoBaTh Ha coLuMasibHble BbI30Bbl. 3TW TEXHONOMMK byayT
6naronpuaTcTBOBaTb MHHOBALMSM BO MHOIMX OBLLLECTBEHHbBIX CEKTOPAaX M
M3MEeHSAT Halw 06pas un3Hu, oblieHne, paboTy 1 nyTewecTBUs BO MMS O6LLLErO
6nara, XoTsl BCe YK€ He aBTOMaTUYECKU.

No, dice Christian Katzenbach: mientras que la inteligencia artificial no puede
arreglarlo todo, los humanos que utilizan la inteligencia artificial podrian
arreglar algunas cosas. El rapido desarrollo de las tecnologias de inteligencia
artificial brinda oportunidades a muchos actores de prestar mas atencion a
los problemas sociales. Estas tecnologias daran aportes a innovaciones en
muchos sectores de la sociedad y cambiaran la forma en que vivimos, nos
comunicamos, trabajamos y viajamos. Sin embargo, no automaticamente para
el bien publico.
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Philippe Lorenz and Kate Saslow

The future of Al is in the hands of companies.

Myth: National governments are unable to strengthen their own Al innovation
base. Private companies buy up national Al resources. States are unable

to develop middle- to long-term policy plans regarding strong national AL
approaches because policy makers don’t fully understand what Al actually is
or means.

Busted: Al technology differs from previous emerging technologies because
private sector companies are now innovators in Al technologies. But states can
still influence the creation of AI ecosystems where such innovative firms will
thrive. This requires providing companies and universities with the necessary
resources to produce cutting-edge Al technologies. Private sector actors and
state actors merely pursue different roles.

Al is no magic: The industry inputs necessary to produce machine learning
(ML) technologies are data, software, hardware, and talent. (— #43).
Understanding ML as a composition of these inputs allows policy makers to
grasp its economic relevance and recognize the significance of actors who
produce and apply this technology. But the rhetoric around AI in policy today
remains inconsistent and vague. A deeper understanding of Al is urgently
needed. It will improve the debate among the foreign policy community and
thus provide the basis for better monitoring of global trends, which can inform
policy making at home.

In the Al field, companies matter, as innovation around ML disproportionately
stems from private sector entities. Companies to watch focus their research
and development efforts on creating specific core ML products, and have

a revenue stream based on ML driven applications. Such are true “Al
companies” and they push the development and adoption of AI technologies.

But this does not mean that states have no role to play: Foreign service
officers are instrumental in gathering and analyzing political and economic
matters with regional expertise and then reporting this information back to
the government headquarters. The pace of AI development and deployment
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is fast; its economic importance substantial. But resources to actively monitor
global developments are currently limited. However, policy makers around the
world have begun to understand the importance of Al and assert themselves
into the debate. This is reflected by numerous international initiatives and fora
devoted to AI governance.

But these fora and initiatives lack teeth and governments still lack a common
nomenclature to discuss and monitor global developments in Al Leveraging
the international network of embassies and the strength of foreign services
—information gathering and analysis — foreign services can significantly help
government headquarters shape foreign and domestic policy around AL This
can help raise awareness and capacity for more comprehensive and more
effective policy making for AI governance. States thus play an important

role by providing an ecosystem conducive to Al innovation, and by tracking
strategic developments in Al innovation globally.

Truth: States continue to play an essential role in governing AI. But they must
be proactive to know what to do. Policymakers today must consider how
states can influence industry inputs necessary to create machine learning
technologies (data, software, hardware, and talent) and provide governments
with a clear perspective on how to defend and enhance their strategic
development of Al ecosystems.

Source
Philippe Lorenz and Kate Saslow, Demystifying AI & AI Companies. What foreign policy makers need to
know about the global AI industry (July 2019), Stiftung Neue Verantwortung, https://www.stiftung-nv.
de/sites/default/files/demystifying_ai_and_ai_companies.pdf.
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Die Zukunft der Kiinstlichen Intelligenz liegt in den Handen
von Unternehmen.

Nein, sagen Philippe Lorenz und Kate Saslow: Die Staaten spielen nach wie
vor eine wesentliche Rolle bei der Regulierung von ,,Klinstlicher Intelligenz*,
missen jedoch proaktiv handeln, um sinnvoll politische Gestaltungsraume
nutzen zu kdnnen. Die Politik wiederum muss umfassend Daten sammeln
und den Regierungen eine klare Perspektive bieten, wie sie die strategische
Entwicklung von KI-Okosystemen verteidigen und verbessern kénnen.
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L‘avenir de ‘IA est entre les mains des entreprises.

Non, écrivent Philippe Lorenz et Kate Saslow : les Etats continuent a jouer un
role essentiel dans la gouvernance de I‘IA. Mais ils doivent étre proactifs pour
savoir quoi faire. Les décideurs politiques d‘aujourd‘hui doivent collecter les
données de maniere exhaustive et donner aux gouvernements une perspective
claire sur la maniéere de défendre et d‘améliorer leur développement
stratégique des écosystémes de ['IA.

Byayuwee UM 3aBUCUT OT KOMNAHUN.

370 He TakK, rosopaTt ®ununn JlopeHy, n Kent Cacnoy: focypapcTtsa
NPOAOJIKAIT UFPaThb BAXKHYHO POsib B KOHTporse 3a M. Ho oHUM fomxHbI 6bITb
cnocobHbl AymaTb Hanepeq, YTobbl 3HaTb, Kak NocTynatb. MonMTUKK cerogHs
OONMXHbl TWaTenbHO cobupatb AaHHble, UToObl faBaTb NPaBUTENbCTBAM
yeTKoe NpefcTaB/ieHne 0 TOM, KaK 3almLLaTh U yy4ylaTb cCTpaTermyeckoe
pasBuTue akocuctem UN.

El futuro de la inteligencia artificial esta en manos de las
compainias.

No, dicen Philippe Lorenz y Kate Saslow: los Estados siguen jugando un

papel fundamental en el control de la inteligencia artificial. Pero deben

ser proactivos para saber lo que tienen que hacer. Hoy en dia, los actores
politicos deben recoger datos de forma integral y proporcionar a los gobiernos
una perspectiva clara respecto a como defender y optimizar el desarrollo
estratégico de los ecosistemas de inteligencia artificial.
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Paula Helm with Tobias Dienlin, Johannes Eichenhofer and
Katharina Brdunlich

Privacy is dead.

Myth: Privacy is dead. It fell victim to new socio-technical phenomena such
as indiscriminate mass surveillance, the collapse of contexts, smartphones,
wearables, social media, and the Internet of Things. People, however, don’t
bother: They use services that are programmed to collect data, share vast
amounts of data without reflection, and do not care if the become fully
transparent.

Busted: Privacy has been declared dead — not only once, but multiple
times. In 1874, The Times published The Abolition of Privacy. In 1909, The
Washington Post stated that “only one hiding spot remains in the world. The
south pole [...].” In 1999, Scott McNealy (of Sun Microsystems) stated “you
already have zero privacy — get over it”. In these publications — and many

others — privacy was consigned to its grave because of some sweeping societal

and technological changes such as the invention of the photo camera, or the
Internet. Given this apparent inclination to die and the latest technological
developments, privacy surely must be dead as a doornail?

Certainly not. The above mentioned shows primarily one thing: privacy is
immortal. Indeed, enabled by the Internet, Big Data technologies and the
pervasion of Smartphones and the Internet of Things, privacy is currently
being commodified, sold, traded, exploited, neglected, and abandoned.
However, to a varying extent that has always been the case. The abolition
of privacy was never total. People have constantly found ways to separate
themselves from each other, political entities, and corporate companies
because they find in privacy a precondition for their individual autonomy,
psychological integrity and their ability to build personal relationships.

It has been said that people today willingly give up their privacy — but that

is not correct. Numerous empirical studies have shown that people do in

fact act in the interest of privacy — also on social media. The more they are
concerned about it, the less information they share. When doing so, however,
they are confronted with increasingly difficult choices between adhering to
powerful imperatives of sharing and connectivity on the one hand and their
requirements for privacy on the other.
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From a societal perspective, privacy today — probably even more than ever
—also functions as a democratic force. When being called upon by political
collectives and activists who struggle for their communicative autonomy,
privacy is in fact being enacted as a social practice. (— #14) This practice

is crucial for the protection of a vivid democratic culture, where different
opinions may co-exist and be deliberated upon. To preserve such culture,
more support for Privacy enhancing technologies is needed — for example,
anonymous Web browsers such as TOR - which already exist but require to be
improved and established as default. (— #17)

Truth: In some areas and especially for underprivileged people, privacy has
become precarious. This is concerning. Privacy should not be turned into a
luxury. Reacting to this, privacy currently receives much attention. Both in
everyday life and in academia, privacy is indeed enjoying a renaissance as
social practice and political value.

Source
Paula Helm, Johannes Eichenhofer, Reflektionen zu einem social turn in den privacy studies. In Martin
Hennig et al.: Digitalitdt und Privatheit (Bielefeld: Transcript, 2019), 139-165; Tobias Dienlin, Miriam
Metzger, An extended privacy calculus model for SNSs—Analyzing self-disclosure and self-withdrawal
in a representative U.S. sample, Journal of Computer-Mediated Communication, 21 (2016), 368-383,
https://doi.org/10.1111/jcc4.12163.
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Die Privatsphare ist tot.

Nein, sagen Paula Helm, Tobias Dienlin, Johannes Eichenhofer und Katharina
Braunlich: In einigen Bereichen und insbesondere fiir benachteiligte Menschen
ist der Schutz der Privatsphare kompliziert. Es ist in der Tat bedenklich, wenn
die Privatsphare und die von ihrem Schutz abhangigen Werte wie politische
Freiheit, gesellschaftlicher Zusammenhalt und persdnliche Autonomie zu
Luxusgiitern werden. Als Reaktion auf die in letzter Zeit zu beobachtende
Prekaritat des Privaten wird diesem seit einiger Zeit jedoch wieder grofse
Aufmerksamkeit gewidmet. Sowohl im Alltag als auch in der Wissenschaft
erlebt das Private eine Renaissance als gesellschaftliche Praxis und politischer
Wert.
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Non, écrivent Paula Helm, Tobias Dienlin, Johannes Eichenhofer et

Katharina Braunlich: dans certaines régions et en particulier pour les
personnes défavorisées, la confidentialité est devenue une denrée rare.

C’est effectivement un sujet d‘inquiétude, car la confidentialité et les valeurs
importantes de liberté politique, d’intégrité sociale et d‘indépendance
individuelle qu’elle protége deviennent un luxe. Mais, en réaction a sa nouvelle
rareté, la confidentialité suscite également une grande attention. Tant dans la
vie quotidienne que dans le monde universitaire, on assiste a une renaissance
de la confidentialité en tant que pratique sociale et valeur politique.

MpuBaTHOCTU He cyllecTByeT.

370 He Tak, rosopsT Mayna XenbM, Tobuac AnHnuH, MoxaHHec Alixenxothep 1
KatapuHa BpeliHnmx: KoHraeHUNanbHOCTb CTania HEHaAEeXHOM B HEKOTOPbIX
cthepax, ocobeHHO Ans yA3BMMbIX KaTeropui HaceneHus. 31o AencTBUTENbHO
npobnema, NOTOMy YTO 3TO NpeBpaLaeT KOHOUAEHLNANBHOCTb U

OCHOBHbI€e LLeHHOCTH, Takue Kak nonutmyeckas ceobopa, counanbHas
HENPUKOCHOBEHHOCTb M INYHAs aBTOHOMUS, KOTOPbIE OHa 3alUuLaeT, B
pockoub. Ho, pearnpys Ha He,aBHI0l0 HEHAAEXHOCTb, KOH(DUAEHUNANTBHOCTH
B HacTosLLEee BpeMS TaKXe yaensaeTca MHOro BHUMaHua. Kak u B
NoBCEAHEBHOM XW3HU, TaK U B HAyYHbIX KpPyrax, KOH(hMAEeHUMANbHOCTb
OEeNCTBUTESIbHO NepeXuBaeT BO3POXAEHNE B KayecTBe CoLManbHON
NPaKTUKN N NOIUTUYECKON LLeHHOCTMU.

No, dicen Paula Helm, Tobias Dienlin, Johannes Eichenhofer y Katharina
Braunlich: en algunas areas y especialmente para grupos desfavorecidos, la
privacidad se ha vuelto precaria. Este es un hecho preocupante pues convierte
la privacidad y los valores importantes de libertad politica, integridad social y
autonomia personal que protege en bienes de lujo. Sin embargo, en reaccién

a su reciente precariedad, la privacidad actualmente también recibe mucha
atencién. Tanto en la vida diaria como en el ambito académico, la privacidad
esta en efecto disfrutando de un renacimiento como practica social y valor
politico.
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Stephan Dreyer

The Internet never forgets.

Myth: Everything that is written, uploaded or shared online will stay online
forever. That one photo from your college party will compromise your chance
to get the job. The Internet is a giant archive that holds truths and lies forever,
with consequences for all our lives and memories.

Busted: Due to its more or less decentralized structure, the marginal costs

of digital copies and help by millions and millions of users and local storage
devices, many things linger much longer in the Internet, and in our memories.
General and specialized search engines enable us to purposefully find a lot

of information over a long time. Whole business areas have evolved that offer
services like “online reputation management”.

The so-called Streisand effect is probably the most famous dilemma in this
area: By actively trying to suppress a specific text, picture or video from the
Internet one is attracting attention to the attempted content removal and,
thus, actually making that very information even more well known. So yes, for
any information that at any point in time had gone viral, it will be cumbersome
to have this information erased from the Internet forever. But these cases are
very special and — compared to the amount of information bits on the Internet
— exceedingly rare.

For most content online the prevailing premise is that it will be gone sooner or
later: All studies that analyzed the availability of a corpus of online resources
showed that there is a high amount of so called “URL rot” or “link rot”.
Reasons for an online resource to diminish or change are, inter alia, service

or server cessation, removal of a second level domain (lately even of a top
level domain), account deletion or suspension, content deletion or relocation,
changed content, URL shortener decay, redirected links or embedded content
decay.
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Moreover, the users’ approach to self-disclosure and privacy in general has
changed quite a bit in the last ten years. The myth already has resulted in
more restricted profiles and accounts, for instance on social networks, making
public access to unflattering photos from college parties much less common.

And then there is jurisprudence and regulation where anyone is being granted
a “right to be forgotten” to have search engine results delisted that infringe
their personality rights. (= #45) The GDPR’s right to erasure confirms this
approach by granting data subjects the possibility to make a claim aiming at
the deletion of personal data on the side of the controller.

Both the decay of resources and the legal instruments to delete specific
content on the Internet show that it is not the perennial global information
archive many people think. In fact, ordinary content does not show the best
pre-conditions for digital preservation at all.

Truth: Many files online show a short half-life period, and significant decay

in services and URL rot can be observed. Regulations aiming at deleting
information or delisting specific search results reinforce such phenomena.
Usual online content is not suited for long-term archiving — and remembering.

Source

Andrew Neville, Is it a Human Right to be Forgotten? Conceptualizing the World View, Santa Clara J.

Int‘lL. 15 (2017) 157, https://digitalcommons.law.scu.edu/scujil/vol15/iss2/2; Shawn Walker and
Sheetal Agarwal, The missing link: a preliminary typology for understanding link decay in social media,
IConference Proceedings 2016, http://hdl.handle.net/2142/89413.
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Das Internet vergisst nicht.

Nein, sagt Stephan Dreyer: Viele Dateien im Netz besitzen nur eine kurze
Halbwertszeit, und viele Dienste und URLs sind langfristig nicht mehr
erreichbar. Verstarkt werden diese Phanomene durch rechtliche Anspriiche
auf Datenléschung oder Auslistung aus bestimmten Suchergebnissen. Weder
eignen noch lohnen sich viele Onlineinhalte fiir eine Langzeitarchivierung.
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Internet n‘oublie jamais.

Non, écrit Stephan Dreyer : de nombreux fichiers en ligne ont une demi-vie

et on peut observer une dégradation significative des services et de 'URL
associés. Les réglementations visant a supprimer des informations ou a
supprimer des résultats de recherche spécifiques renforcent ces phénomeénes.
Le contenu en ligne habituel n‘est pas adapté a l‘archivage a long terme ni a la
mémorisation.

MUHTepHeT BCe NOMHMT.

370 He TakK, roeopuT CtedaH Opanep: Y MHorux tainos B MUHTepHeTe
KOPOTKUI Nepuog, nonypacnaga, Tak:Ke MoXXHO Habnonatb 3HaUYUTENbHbIN
yNafioK CEPBUCOB W BbIMUPAHWE CCbIJIOK. HOpMbI, HanpaBneHHbIe Ha
yaaneHue nHgopmaumm Uam UCKIYeHUe onpeaeneHHbIX pes3ynbTaToB
NMouCKa, YCUNMBALOT 3T0 iBieHUe. O6bIYHbINA OHNANH-KOHTEHT HE NPUFOAEH
O [ONITOCPOYHOI0 apXMBUPOBAHMWSA U 3aNOMUHAHUS.

No, dice Stephan Dreyer: muchos archivos en el internet demuestran tener

un periodo medio de vida corto y es posible también observar un deterioro
significativo en los servicios y una “descomposicion” de los enlaces (URL

rot, en inglés). Las regulaciones que apuntan a borrar la informacién o a
suprimir determinados resultados de blusqueda refuerzan estos fenémenos. El
contenido online convencional no esta disefado para el archivo a largo plazo y,
por tanto, para recordar.
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Maximilian von Grafenstein

Data protection law is about controlling data.

Myth: Data protection law is about controlling personal data. This is already
suggested in the notion of “data protection” law and in the famous sentence
that individuals shall have “a right to determine the disclosure and usage

of ‘their’ data”. A prominent example of this is the view that each kind of
personal data may be processed only if individuals (to which the data relate)
have given their consent.

Busted: The myth that individuals have a right to control “their” personal data
(instead of the risks caused by data processing) sources its power from a very
intuitive understanding: If I can control the data that relate to me in one or
another way, then I can also control the risk that the data is abused. However,
both in daily life and in theoretical reflections, the focus on the data per se
often leads to the situation that the actual problem, i.e. the risk of abuse, gets
overseen. This leads to a protection that is both excessive and ineffective. A
tragic result. Two examples may illustrate this observation:

In data protection law, a person’s consent is often seen as the central
normative tool for individual self-determination in a digitized world. However,
most people will also agree that consent, in its current form applied in
practice, does not achieve this aim. Instead of enabling individuals to make

a self-determined decision, they are trying to find their daily way through a
myriad of consent forms clicking them away (unread). There are many reasons
for this so-called consent fatigue. However, one key reason is that individuals
consent to everything and nothing: Consents are required everywhere while
the consequences of giving the consent (i.e. the actual risks) remain unclear.

Tightly connected to this phenomenon is the overload of information given
to individuals on the basis of transparency requirements in data protection
frameworks. Often, such information focuses on the data collected from the
individuals, while the consequences of its processing remain vague. Further,
there is so much collected data that individuals do not see the forest for the
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trees and ask themselves the question: What kind of information is relevant to
me? Thus, focusing on data instead of risks that are caused by data processing
to the individual distracts normal users and shifts theoretical concepts of
protection away from what is relevant.

In recent discussions, this point of view even runs the risk to be applied to new
progressive approaches that aim to solve the problem on a more structural
level: Data fiduciaries, for instance, may enforce data protection rights on
behalf of individuals; even more far-reaching is the idea that individuals shall
have a property right on “their data” so that they can better profit from the
data (e.g. by data sale). These new approaches will fail as long as the actual
problem is lost out of sight: the risk that data may be misused.

Truth: Data protection law controls the risks to individuals that are caused by
the processing of data (not data as such). This difference may seem subtle,
but it has far-reaching effects on the reach and limitations of protection. To
effectively implement data protection instruments, such as an individual’s
consent and measures of transparency, one must focus on the consequences
of the data processing.

Source
Maximilian von Grafenstein, The Principle of Purpose Limitation in Data Protection Laws: The Risk-
Based Approach, Principles, and Private Standards as Elements for Regulating Innovation (Baden-
Baden: Nomos, 2018).
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Beim Datenschutzrecht geht es um die Kontrolle von Daten.

Nein, sagt Maximilian von Grafenstein: Das Datenschutzrecht regelt die Risiken
flir Personen, die durch die Verarbeitung von Daten (und nicht durch die Daten
als solche) entstehen. Dieser Unterschied mag gering erscheinen, hat jedoch
weit reichende Auswirkungen auf die Grenzen des Schutzauftrags. Um daten-
schutzrechtliche Instrumente wie die Einwilligung einer Person und Mafsnah-
men zur Transparenz wirksam umzusetzen, muss man sich stets auf die Folgen
der Datenverarbeitung konzentrieren.
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La loi sur la protection des données concerne le contrdle des
données.

Non, écrit Maximilian von Grafenstein: la loi sur la protection des données
contrdle les risques, pour les personnes, associés au traitement des

données (pas les données en tant que telles). Cette différence peut sembler
subtile, mais elle a des effets considérables sur la portée et les limites de la
protection. Pour mettre en ceuvre efficacement des instruments de protection
des données, tels que le consentement d‘un individu et des mesures de
transparence, il convient de se concentrer sur les conséquences du traitement
de ces données.

3aKOH 0 3aLuTe JaHHbIX HanpaBJieH Ha ynpaBJieHue
AaHHbIMU.

370 He TakK, roBopuT Makc thoH MpaceHwTeliH: 3aKOH 0 3alMTe AaHHbIX
KOHTPONUPYET PUCKYM OS5 OTAENbHbIX JIUL, Bbl3BaHHble 06paboTkoNn faHHbIX
(He paHHbIX KaK TaKoBbIX). 3Ta pa3HMLA MOXET NOKa3aTbCsa e4Ba YN0BUMOW,
HO OHa UMeEeT JaneKo nayline NocneacTBma 4519 0XBaTa U OrPaHUYEHNN
3awmThbl. YT06bI 3ththeKTMBHO 3a4eMCTBOBATD MHCTPYMEHTbI 3aLLMTbI OAHHbIX,
TaKMe KaK cornacue oTAeNbHbIX IUL, M Mepbl MPO3pPaYHOCTU, HE06X0AMMO
COCpenoTounTbLCA Ha NocNeacTBusix 06paboTky OaHHbIX.

La finalidad de las leyes de proteccion de datos es controlar
los datos.

No, dice Maximilian von Grafenstein: la legislacién de proteccién de datos
controla el riesgo para los individuos causado por el procesamiento de datos
(no por los datos en si mismos). La diferencia puede parecer sutil, pero tiene
grandes repercusiones en cuanto al alcance y limitaciones de la proteccion.
Para poder implementar instrumentos de proteccion de datos de forma
efectiva, tales como el consentimiento individual y medidas de transparencia,
es necesario centrarse en las consecuencias del procesamiento de datos.
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Mark Perry

Information wants to be free.

Myth: The innate nature of information is to self-disseminate. It should be
without cost and it should be accessible. Reputable scholars seek open
access, and those criticizing intellectual property and supporting free
information even take this assumption as excuses for hacking.

Busted: Of course, information itself doesn’t want to do anything, it is all
driven by the will of people. Since the time individuals have understood that
they hold information, they have known of its use and may have given it to
others as a valuable asset. (— #9) Although legal systems have been loath to
propertize raw data as this would lead to restraints on normal daily living, the
openness provided for information sharing has been eroded over the centuries
by concepts of privacy, database protection (Europe), data protection, and
various other mechanisms, such as confidential information laws, that restrict
sharing. Some data, e.g. that supplied by drug companies for the purposes of
regulatory examination of a new product, is also protected. (= #40) On the
other hand, and this perhaps is one of the roots of one form of the “information
wants to be free” meme, is the reduction in the cost of sharing information

and giving widespread accessibility through the Internet. What would have
taken years of work and large sums of money to disseminate can now be made
available to half the world at the click of a mouse.

The idea that information could be shared without detriment to the sharer of
information has come up in a number of earlier computer law cases, mostly
denying the ability of prosecutions to claim “theft” of information (as no
deprivation), or the failure of copyright over assemblages of data. These have
led to changes in the law ranging from database protection in the European
Union to the widespread adoption of anti-hacking laws. The latter have
typically criminalized the entry into systems for the purposes of accessing
information, changing it or deleting it. The trend has been to allow those
with access to data to collect information about everything, and then sell
the material to those interested. Often such sales are restricted by contract
to prevent the “sharing” of the data, although the data itself may not be
protected by any intellectual property laws.
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Truth: Useful data is rarely free, neither in the sense of cost nor legal access.
Information is being gathered, collated and analyzed at an unprecedented
rate. Most of this data diving activity is by governments and corporations

who wish to gain advantage or influence over the behaviour of the individuals
whose information has been collected. It might rather be the people who want
to be free, like Cory Doctorow put it.

Source
Graham Greenleaf, An Endnote on Regulating Cyberspace: Architecture vs Law? 52 (1998) 21 (2) UNSW
Law Journal, 593, http://www.austlii.edu.au/cgi-bin/viewdoc/au/journals/UNSWLawJl/1998/52.
html?context=1;query=%22information%20wants%20t0%20be%20free%22; Steven Levy, “Hackers”
and “Information wants to be Free”, Medium (2014), https://medium.com/backchannel/the-definitive-
story-of-information-wants-to-be-free-a8d95427641c.
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Information will frei sein.

Nein, sagt Mark Perry: Nutzliche Daten sind selten kostenlos, und zwar weder
im Sinn von finanziellen Kosten noch im Sinn eines einfachen rechtmafsigen
Zugangs. Informationen werden in beispiellosen Mengen und mit hoher
Geschwindigkeit gesammelt, zusammengestellt und analysiert. Die meisten
dieser Datensammelaktivitaten werden von Regierungen und Unternehmen
durchgefiihrt, die sich Vorteile oder Einfluss auf das Verhalten jener
Birger*innen verschaffen wollen, deren Daten gesammelt wurden. Es ist
vermutlich also eher der Mensch, der frei sein will, um es mit den Worten

von Cory Doctorow zu sagen.
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L‘information veut étre libre.

Non, écrit Mark Perry: les données utiles sont rarement libres, ni en termes de
co(t, ni en termes d‘acces légal. Les informations sont collectées, rassemblées
et analysées a un rythme sans précédent. La plupart de ces activités de
collecte de données sont réalisées par des gouvernements et des sociétés
souhaitant obtenir un avantage ou acquérir une influence sur le comportement
des personnes dont les informations ont été collectées. Comme Cory
Doctorow le souligne, il se pourrait que ce soient plutot les personnes qui
veulent étre libres.

MHopmauma xoueT 6biTb CBO6GOAHON.

370 He TakK, roBopuT Mapk MNappu: LieHHble aaHHble pegko 6biBaloT
DOCTYMHbIMU HY B NJ1aHe CTOMMOCTM, HU B NM1aHe 3aKOHHOMo JoCTyna.
NHtopMaums cobrpaeTcs, cpaBHMBAETCS U aHaNU3UpyeTcs ¢
6ecnpeLeneHTHON CKOpoCTblo. Bonbluasa YacTb aesTenbHOCTM no cbopy
OaHHbIX OCYLLLECTBNSETCA NPaBMTENIbCTBAMM U KOPMOPAUUAMHU, XKeNaroLmnx
MCMoNb30BaTh U BAUSTL Ha NoBedeHMe Nogen, MHHOPMaLUI0 KOTOPbIX OHK
cobpanu. CKkopee, 310 Nt0aM XoTAT 6bITb CBOH6OAHBIMM, KAK Bbipasuicsa Kopu

LokTopoy.

No, dice Mark Perry: la informacion Util rara vez es gratuita, tanto en términos
economicos como de acceso legal. La informacion esta siendo recogida,
recopilada y analizada a un ritmo sin precedentes. La mayoria de estas
actividades es llevada a cabo por gobiernos y corporaciones que desean
obtener ventaja o influencia sobre el comportamiento de los individuos cuya
informacioén ha sido recopilada. Es mas probable que sean las personas las
que desean ser libres, como lo formula Cory Doctorow.
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Francesca Musiani

Peer-to-peer technology is about sharing files illegally.

Myth: Peer-to-peer (P2P) networking technology is an attractive technology
that has spread widely with the rise of file sharing applications such as
Napster or WinMX. These are mostly used to share copyrighted music or files.
P2P technology thus favours digital “pirates” and illicit file-sharing.

Busted: The term “peer-to-peer” refers to a network of equals or peers —
individuals, and machines — who, with the help of appropriate communication
and exchange systems, are able to collaborate spontaneously, without
requiring central coordination. Due to the massive success of P2P file sharing
applications in the early-2000s, P2P is widely believed to be a “pirate”-friendly
technology used exclusively for sharing copyright-protected files. However,
this networking technology is not only used for file sharing: it was certainly, in
its first steps, relegated to this one area, which is the easiest technical option
and requires a minimum of human and technical resources in order to be
implemented.

However, P2P is also leveraged, and increasingly so, for alternative and

legal applications, which can serve several needs of the users/consumers/
citizens in today’s Internet. P2P services suggest themselves as decentralized
alternatives to today’s fundamental services and instruments of our networked
everyday life: search engines, social networks, online file storage services,
video streaming, grid computing, instant messaging, group collaboration.

This is not only due to large-scale technological developments (improvement
of the quality of users’ Internet connections, amount of disk space available on
each computer), but also due to the awareness (either by researchers or by the
public) that it is necessary to preserve plurality, variety and the possibility of
innovation in today’s Internet ecosystem. With, for instance, Google, Facebook
or Dropbox each time a user performs a search, exchanges a message with
someone or stores a photo album, data is sent and saved to a set of servers
before it reaches its intended recipient, helping to build a scenario of content
“concentration”. On the other hand, taking advantage of P2P’s decentralizing
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potential, other applications aim to meet the same requirements from the
point of view of the end user (who therefore continues to compose search
requests, share messages and store content), but based on different technical
architectures by reconfiguring how data is stored and circulated.

Truth: Despite its strong connotations as a “pirate” technology for the
sharing of copyright-protected files, P2P is also used for a number of other
applications, including attempts to provide decentralized and perfectly legal
alternatives to the Googles and Facebooks of today. P2P is also the backbone
of blockchain technology.

Source
Malcolm Campbell-Verduyn (Ed.), Bitcoin and beyond: Cryptocurrencies, blockchains, and global
governance. Routledge (2017), https://www.taylorfrancis.com/books/e/9781315211909; Francesca
Musiani, “Giants, Dwarfs and Decentralized Alternatives to Internet-based Services: An Issue of Internet
Governance”, Westminster Papers in Communication and Culture, 10(1) (2015), 81-94,
http://doi.org/10.16997/wpcc.214.
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Die Peer-to-Peer-Technologie dient der illegalen Weitergabe
von Dateien.

Nein, sagt Francesca Musiani: Die Peer-to-Peer-Netzwerktechnologie (P2P)
ist eine attraktive Technologie, die mit dem Aufkommen von Filesharing-
Anwendungen wie Napster oder WinMX, die in erster Linie zum Teilen
urheberrechtlich geschiitzter Musikstiicke oder Daten genutzt wurden, weite
Verbreitung erfahren hat. P2P wird daher stark sowohl mit ,,Pirat*innen“ als
auch mit ,Filesharing“-Technologie assoziiert. P2P wird jedoch auch fiir eine
Reihe anderer Anwendungen genutzt, darunter den Versuch, dezentrale und
vollkommen legale Alternativen zu den Googles und Facebooks unserer Zeit
anzubieten und bildet das Riickgrat der Blockchain-Technologie.
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La technologie peer-to-peer consiste a partager des fichiers
illégalement.

Non, écrit Francesca Musiani: la technologie de réseau peer-to-peer (P2P) est
devenue attractive pour le grand public grace a la multiplication d‘applications
de partage de fichiers telles que Napster ou WinMX, qui étaient principalement
utilisées pour partager de la musique ou des fichiers protégés par le principe
des droits d‘auteur. En conséquence, le P2P est considéré a la fois comme une
technologie de « piratage » et de « partage de fichiers ». Toutefois, le P2P est
également utilisé pour de nombreuses autres applications, notamment pour
tenter de fournir des alternatives décentralisées et parfaitement légales aux
Google et Facebook d‘aujourd‘hui, et il constitue le pivot de la technologie
blockchain.

TexHoN0rMs of4HOPaHroBoOW CBSA3U — 3TO HE3AKOHHbI 06MeH
thannamu.

370 He Tak, rosoput PpaHyecka MycunaHu: CeTeBas TexHONOrns
ofHOpaHroBow cea3u (P2P) cTana nHTepecHa Oj1s WNpPOKoi 06LwecTBEHHOCTH
C pacnpocTpaHeHNeM Takux NpUnoXeHnn ona obmeHa annamu, Kak

Napster unun WinMX, koTopble B OCHOBHOM UCMNOMb30BanuUcCh ansi obmMeHa
3alLULLEHHBIMY aBTOPCKUM NpaBoM arnamu n my3sbikoi. MNoatomy P2P nmeet
CUNbHbIV OTTEHOK KaK «MUPATCKOW», TaK U «(haitnoobMeHHON» TEXHOMOrUM.
OpHako, P2P Takxe ucnonb3yeTcsa aANng paga aopyrux uenemn, Bkiruas
NONbITKU NPeaoCTaBUTb AeLeHTPasIn30BaHHble M COBEPLUEHHO 3aKOHHbIe
anbTepHaTMBbl coBpeMeHHbIM Google n Facebook. P2P Takxe siBnsieTcs
OCHOBOW TexHonornu bnokyenHa.

La funcion de las tecnologias de comunicacion entre pares
(peer-to-peer) es compartir archivos de manera ilegal.

No, dice Francesca Musiani: la tecnologia de conexidn peer-to-peer (P2P)
adquirié popularidad entre el publico general con la proliferacion de
aplicaciones de intercambio de archivos o ficheros como Napster o WinMX,
las cuales eran utilizadas sobre todo para compartir musica o archivos sujetos
a derechos de autor. En consecuencia, el P2P tiene fuertes connotaciones
tanto como tecnologia de “pirateria” como de “intercambio de archivos”. Sin
embargo, el P2P también se usa para varias otras aplicaciones, incluyendo
intentos de proveer alternativas descentralizadas y perfectamente legales

a los Googles y Facebooks de hoy en dia, y es la columna vertebral de la
tecnologia de cadena de bloques (blockchain, en inglés).
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Martin Florian

Blockchains will solve all our problems.

Myth: “Blockchain”, the nebulous technology powering Bitcoin and other
cryptocurrencies, has wide-ranging applications to all areas of life. Because
of its successful application to the realization of digital currencies, it is also
perfectly suited for “decentralizing” a wide range of other applications and
services, eliminating the need for intermediaries and trust.

Busted: If you are using “Blockchain” as a synonym for “digitization” or
“something with computers and cryptography”, then there might be some
truth to this myth for you! All caveats about applying technological solutions to
complex human problems still apply, of course.

But what does “Blockchain” actually mean? In its narrowest sense, a
blockchain is a way of organizing data, a so-called data structure. It’s a list

of “things” grouped into “blocks”. Each new block is placed on top of the last
one, and you are not allowed to change or remove old entries. The “placing on
top” is secured using cryptography. Each block “points” to its predecessor, and
by knowing the “correct last block”, we can check whether the data we have

of all preceding blocks is in its original form. This is quite useful if you want to
ensure that a log of events has not been tampered with. However, someone
can easily construct a fake chain of blocks to hide modifications he made. So
how do you decide which chain to trust?

Enter Bitcoin. Bitcoin (as well as some of the projects it inspired) attempts to
solve a very specific problem: how can a group of anonymous and untrusted
peers securely agree on the “correct” chain of blocks? This is very hard. For
example, you cannot just vote, because generating fake votes is easy when
everyone is anonymous. Roughly, Bitcoin attempts to solve its very hard
problem using a “one vote per wasted unit of electrical energy” policy.
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Chances are, you are not dealing exclusively with anonymous untrusted peers.
So you could explicitly define a group of peers with voting rights, and still

use blockchain-the-data-structure. You’ll get a form of distributed database,
something that can be made very efficient if your peers can agree on a leader
or “being able to call it Blockchain” is not a requirement.

But perhaps “Smart Contracts” will help us to decentralize everything?
Unfortunately, they are only helpful for working with data that is already on

a blockchain. Ensuring that the data was correct in the first place is still an
outstanding and very hard problem. After all, the blockchain is just a chain of
blocks—how should it know whether the sun is shining outside or the bananas
I’'m eating are really fair trade?

Truth: The ideas behind Bitcoin are interesting for groups of peers that want
to collaboratively maintain an event log but can’t agree on a single entity to
order the log entries. Outside of this narrow scope, blockchain-based systems
usually perform worse (in terms of throughput, latency, cost) than existing
and simpler approaches. As for trustlessness - a blockchain might help us to
ensure that captured data has not been altered, but it cannot tell us whether
the data was correct in the first place.

Source
Karl Wiist and Arthur Gervais, Do you need a Blockchain?, 1st Crypto Valley Conference on Blockchain
Technology (2018), https://eprint.iacr.org/2017/375.pdf, http://doyouneedablockchain.com; Florian
Tschorsch and Bj6érn Scheuermann, Bitcoin and Beyond: A Technical Survey on Decentralized Digital
Currencies, IEEE Communications Surveys & Tutorials 18 (2016) 3,
https://eprint.iacr.org/2015/464.pdf.
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Blockchains sind die Losung fiir all unsere Probleme.

Nein, sagt Martin Florian: Die dem Bitcoin zugrundeliegenden Konzepte sind
fir Gruppen von Peers interessant, die gemeinsam ein Ereignisprotokoll
unterhalten mochten, sich aber nicht auf eine einzige Entitat einigen kdnnen,
um die Logeintrage zu ordnen. Aufderhalb dieses engen Rahmens schneiden
Blockchain-basierte Systeme in der Regel (in Bezug auf Durchsatz, Latenz und
Kosten) schlechter ab als bestehende und einfachere Anséatze. Hinsichtlich des
Problems mangelnden Vertrauens konnte die Blockchain helfen sicherzu-
stellen, dass die erfassten Daten nicht verandert wurden, aber sie kann uns
nicht sagen, ob die Daten urspriinglich korrekt waren.
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Les blockchains vont résoudre tous nos problémes.

Non, écrit Martin Florian: les idées a la base du Bitcoin sont intéressantes
pour les groupes de pairs souhaitant gérer de maniére collaborative un journal
d‘événements, mais qui ne peuvent pas se mettre d‘accord sur une seule
entité pour mettre en ordre les entrées du journal. En dehors de ce champ
restreint, les systéemes basés sur les blockchains fonctionnent généralement
moins bien (en termes de débit, de latence, de colit) que les approches

déja existantes et plus simples. Pour ce qui est du probléme de fiabilité, les
blockchains pourront peut-étre nous aider a nous assurer que les données
saisies n‘ont pas été altérées, mais ne pourront pas nous dire si ces données
étaient exactes au départ.

B/ioKUeilH pewunT Bce Hawwm npo6nembl.

370 He Tak, rosoput MapTnH dnopuan: Maewn, nexawme B oCHoBe BUTkonHa
WHTEpEeCHbI ANa rpynn napTHEPOB, KOTOPbIE XOTAT COBMECTHO BECTU XYPHan
pernctpauun cobbiTii, HO He MOTYT HY O YeM [0roBOPUTLCSA. 3a Npeaenamm
3TUX TECHbIX FPaHuL, OCHOBaHHble Ha bnokyeliHe cucTeMbl, 06bI4HO paboTatoT
XyKe (C TOUKM 3peHUsi MPOMYCKHOM CNOCOBHOCTU, BPEMEHU OXMUAAHUS,
CTOMMOCTHU), YeM UHblEe JeNcTByoLWMe U bonee NpocTble noaxoApl. YTo
KacaeTcs HEHaAEeXHOCTU — 6NIOKYENH MOXeT NOMOYb HaM rapaHTUpPOoBaTh, YTO
nony4eHHble gaHHble He 6blIM U3MEHEHbI, HO OH HE MOXKET cKasaTb HaM, bbn
NV faHHble BEPHbIMYK C CAMOro Havana.

Las cadenas de bloques resolveran todos nuestros problemas.

No, dice Martin Florian: las ideas detras de Bitcoin son interesantes para
grupos de pares que desean llevar conjuntamente un registro de eventos, pero
no pueden ponerse de acuerdo en una entidad individual para ordenar las
entradas de registro. Fuera de este reducido ambito, los sistemas basados en
cadenas de bloques usualmente tienen un desempeio inferior (en términos de
rendimiento, latencia y costo) a los enfoques mas simples ya existentes. Y en
términos de fiabilidad, una cadena de bloque puede ayudarnos a comprobar
que los datos recopilados no han sido alterados, pero no puede decirnos si los
datos eran correctos en primer lugar.
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The IGF: the “talking shop” we need for
sustainable Internet governance in the
age of cyber-interdependence

Wolfgang Kleinwdchter

It was the 2005 Tunis Agenda which foresaw a
mandate for the Internet Governance Forum (IGF).
Governments recognized in the World Summit

on the Information Society (WSIS) process that
the Internet is a big international issue. But until

Wolfgang Kleinwdchter then they were unable to agree how to “govern”

is Professor Emeritus, it. China wanted a new intergovernmental body.
University of Aarhus, The US supported private sector leadership. The
member of the Working Group on Internet Governance (WGIG),
Global Commission established in 2003 by UN Secretary General Kofi
on Stability in Annan with the mandate to bridge the controversy,
Cyberspace, former proposed a multistakeholder approach. All
member of the ICANN stakeholders should participate in their respective
Board (2013-2015) roles in Internet-related policy development

and former Special and decision making. But no consensus could be
Ambassador for the reached.

Net Mundial Initiative

(2014-2016). In Tunis, the risk was high for a failure of the whole

summit. Nobody wanted a collapse. Insofar it was
not a surprise that governments were looking for a “low-hanging fruit“ to make
the summit a “success®. The establishment of the IGF was this “fruit®.

The WGIG’s argument for the creation of such a discussion platform was
simple: Internet issues are very complex and have technical, political,
economic and social dimensions. Before decisions are made, there is a need
for a broad discussion to understand this complexity and to recognize the
perspectives and arguments of all involved and affected groups: national
governments, the private sector (which manages 90 per cent of the Internet
applications and services), the technical community (which develops Internet
standards and protocols) and the civil society with its billions of Internet users.
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Because governments could not agree on giving a new institution Internet-
related decision making capacity, they designed the IGF for “discussion only“.
The fear was that an IGF with a decision-making mandate would turn the
platform into a new intergovernmental battlefield. It would block any neutral
debates, based on fact and figures. The hope was that a discussion-only
platform would open minds and mouths and stimulate a free dialogue among
all stakeholders. The knowledge and the wisdom produced in the discussion at
the IGF should enable decision-makers to find solutions for Internet-related
problems. But decisions should not be made inside the IGF. They should be
made by organizations with a mandate to negotiate and decide outside the
IGF.

This approach was pragmatic. Indeed, in its 14 years the IGF has evolved

into the big annual marketplace for information and ideas around Internet-
related technical and political issues. Regardless of the hundreds of Internet
conferences which take place every year, there is no other venue where
stakeholders on a high level and equal footing from around the globe can have
such intense cross-constituency and interdisciplinary conversations. The IGF
is a source of inspiration for the way forward into the still unchartered territory
of cyberspace.

However, this mechanism also has its weaknesses. There is no procedure in
place which channels the messages from the IGF plenaries and workshops
into practical processes. There is no landing place for the knowledge and the
multistakeholder wisdom, which is collected by the IGF.

20 years ago Internet governance was mainly a technical issue with some
political implications. Today, it is a political issue with a technical component.
The world has changed. Does it mean that the IGF has to be changed?

The answer is “Yes and No*“. “No“, because there is still the need to
understand the complexity of issues before decisions are made. And today 's
Internet related issues — from AI to IOT and 5G — are much more complex than
the issues discussed in the early 2000s. But “Yes*, because there is a need to
close the gap between discussion and decision-making.

In 2000, regulating the Internet was not an issue for the majority of

intergovernmental organizations. Today it is. The Internet is now on the
agenda of more than two dozen global or regional intergovernmental bodies.
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Even the WHO and ILO are discussing the consequences of digitalization for
the future of work or the improvement of healthcare systems. Cybersecurity
is a big issue for negotiations in the 1st and 3rd Committee of the UN General
Assembly. Digital trade is on the WTO agenda. The UN Human Rights Council

has passed resolutions on privacy and freedom of expression in the digital age.

All those issues are discussed within the IGF. But many of the Internet-
related intergovernmental negotiations are not linked to the IGF. Negotiators
are sitting in their silos, ignoring what is discussed in the multistakeholder
environment of the IGF and reinventing the wheel. This is not only a pity and
a waste of resources; it is counterproductive if in a connected world the right
hand doesn "t know what the left hand is doing.

As the UN High Level Panel has recently made clear, we live in a world of
cyber-interdependence. Interdependence means the need for collaboration
among state and non-state actors. And it means that cybersecurity, the digital
economy, human rights and technological innovations are interlinked. Only

a holistic approach will enable negotiators to find sustainable solutions for a
secure, free, open and unfragmented Internet. There is no other place in the
world for such a multistakeholder and multidisciplinary dialogue than the IGF.

That is the simple truth: We need a “talking shop“ as a discussion platform,
but we need also mechanisms which transfer the IGF wisdom, knowledge
and expertise into existing intergovernmental negotiations. The missing link
between discussion and decision is a distribution mechanism which sends
the messages from the IGF to the OEWG, UNGGE, GGE LAWS, WTO, WIPO,
ITU, UNESCO, ILO, WHO, UNCTAD, OECD, G7, G20, BRICS, SCO, NATO, OSCE,
ASEAN etc. and invites them to report back to enable and improve enhanced
multistakeholder communication, coordination and collaboration on Internet
governance.
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G7
G20
Al
ASEAN
BRICS
CDA
CSNET
DNC
DNS
DoT
E2EE
GGE LAWS

HTTPS
IAB
IANA
ICANN
ICTs
IETF
ILO
IoT

IP

ITU
ML

NN
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Group of Seven

Group of Twenty

artificial intelligence

Association of Southeast Asian Nations
Brazil, Russia, India, China and South Africa
Communications Decency Act
Computer Science Network
Democratic National Committee
Domain Name System

DNS over Transport Layer Security
end-to-end encryption

Group of Governmental Experts on Lethal Autonomous
Weapons Systems

Hypertext Transfer Protocol Secure

Internet Architecture Board

Internet Assigned Numbers Authority
Internet Corporation for Assigned Names and Numbers
information and communication technologies
Internet Engineering Task Force
International Labour Organization

Internet of Things

intellectual property

International Telecommunication Union
machine learning

net neutrality

OEWG
OECD
OPM
OSCE
0SI
P2P
SCO
TCP/IP
TLS
UGC
UNESCO

UNCTAD
UNGGE

USG
GDPR
WHO
WIPO
WSIS
WTO

Open-ended Working Group

Organization for Economic Co-operation and Development
United States Office of Personnel Management
Organization for Security and Co-operation in Europe
Open Systems Interconnection

peer-to-peer networking technology

Shanghai Cooperation Organization

Transmission Control Protocol/Internet Protocol
Transport Layer Security

user-generated content

United Nations Educational, Scientific and Cultural
Organization

United Nations Conference on Trade and Development

United Nations Group of Governmental Experts
on Developments in the Field of Information and
Telecommunications in the Context of International Security

United States Government

General Data Protection Regulation
World Health Organization

World Intellectual Property Organization
World Summit on Information Society

World Trade Organization
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